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Chapter 1. Introduction
1.1. About this Handbook

This handbook describes the architecture and the operational steps to install, operate and modify the
Sipwise C5 CE.

In various chapters, it describes the system architecture, the installation and upgrade procedures and
the initial configuration steps to get your first users online. It then dives into advanced preference
configurations such as rewrite rules, call blocking, call forwarding, etc.

There is a description of the customer self-care interface, how to configure the billing system and how
to provision the system via the API.

Finally, it describes the internal configuration framework, the network configuration and gives hints
about tweaking the system for better security and performance.

1.2. What is the Sipwise C5 CE?

Sipwise C5 (also known as NGCP - the Next Generation Communication Platform) is a SIP-based Open
Source Class 5 VolIP soft-switch platform that allows you to provide rich telephony services. It offers a
wide range of features (e.g. call forwarding, voicemail, conferencing etc.) that can be configured by end
users in the self-care web interface. For operators, it offers a web-based administrative panel that
allows them to configure subscribers, SIP peerings, billing profiles, and other entities. The administrative
web panel also shows the real-time statistics for the whole system. For tight integration into existing
infrastructures, Sipwise C5 provides a powerful REST APl interface.

Sipwise C5 has three solutions that differ in call capacity and service redundancy: CARRIER, PRO and
CE. The current handbook describes the CE solution.

The Sipwise C5 CE can be installed in a few steps within a couple of minutes and requires no
knowledge about configuration files of specific software components.

1.3. The Advantages of the Sipwise C5 CE

Opposed to other free VoIP software, Sipwise C5 is not a single application, but a complete software
platform based on Debian GNU/Linux.

Using a highly modular design approach, Sipwise C5 leverages popular open-source software like
MySQL, NGINX, Kamailio, SEMS, Asterisk, etc. as its core building blocks. These blocks are glued
together using optimized and proven configurations and workflows and are complemented by
functionality developed by Sipwise to provide fully-featured and easy-to-operate VolIP services.

After downloading and starting the installer, it will fetch and install all the required Debian packages
from the relevant Debian repositories. The installed applications are managed by the Sipwise Cs
Configuration Framework. This configuration framework makes it possible to change low-level system
parameters in a single place, so Sipwise C5 administrators don't need to have any knowledge of dozens
of different configuration files from different packages. This provides a bullet-proof way of operating,
changing and tweaking an otherwise quite complex system.
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Once configured, integrated web interfaces are provided for both end users and Sipwise Cs
administrators. Provisioning and billing API allows companies to tightly integrate Sipwise C5 into
existing OSS/BSS infrastructures to optimize workflows.

1.4. Who is the Sipwise C5 CE for?

The Sipwise C5 CE is specifically tailored to companies and engineers trying to start or experiment with
a fully-featured SIP-based VolP service without having to go through the steep learning curve of SIP
signalling. It integrates the different building blocks to make them work together in a reasonable way
and implements the missing components to build a business on top of that.

In the past, creating a business-ready VolP service included installation and configuration of SIP
software like Asterisk, OpenSER, Kamailio, etc., which can get quite difficult when it comes to
implementing advanced features. It required implementing different web interfaces, billing engines and
connectors to existing OSS/BSS infrastructure. These things are now obsolete due to the Sipwise C5
CE, which covers all these requirements.

1.5. Getting Help

1.5.1. Community Support

We have set up the spce-user mailing list, where questions are answered on a best-effort basis and
discussions can be started with other community users.

1.5.2. Commercial Support

If you need professional help setting up and maintaining the Sipwise C5 CE, send an email to
sales@sipwise.com.

Sipwise also provides training and commercial support for the platform. Additionally, we offer a
migration path to the Sipwise C5 PRO or CARRIER appliance, which is the commercial, carrier-grade
version of the Sipwise C5 CE. If the user base grows on the Sipwise C5 CE, this will allow operators to
migrate seamlessly to a highly available and scalable platform with defined service level agreements,
phone support and on-call duty. Please visit www.sipwise.com for more information on commercial
offerings.
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Chapter 2. Architecture

2.1. Platforms

2.1.1. CE Platform

The Sipwise Cs5 CE platform is one single node running all necessary components of the system. The
components are outlined in the following figure:
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Figure 1. CE Architecture Overview
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The main building blocks of Sipwise C5 are:

+ Provisioning
- SIP Signaling and Media Relay
- Mediation and Billing

2.2. SIP Signaling and Media Relay

In SIP-based communication networks, it is important to understand that the signaling path (e.g. for call
setup and tear-down) is completely independent of the media path. On the signaling path, the involved
endpoints negotiate the call routing (which user calls which endpoint, and via which path - e.g. using
SIP peerings or going through the PSTN - the call is established) as well as the media attributes (via
which IPs/ports are media streams sent and which capabilities do these streams have - e.g. video using
H.261 or Fax using T.38 or plain voice using G.711). Once the negotiation on signaling level is done, the
endpoints start to send their media streams via the negotiated paths.

The components involved in SIP and Media on the Sipwise C5 CE are shown in the following figure:

D A
09 (>0
i i o
M — | 50B f@j & ]
-—— —
e Back: Back
loadbalancer — SIP Proxy o et
. SIP Signalling
X
.

Endpoints ' i
1 LOAD- -
; . . €
o 'BALANCER | ! &

...............

— v
' Media
' Relay
RTP Media 1 Control Voicemail,
(e.g. voice, video, ] O FAX
fax, DTMF, etc '
fax, etc.) ! F Da +—

____________________________________________________

Figure 2. SIP and Media Relay Components

2.2.1. SIP Load-Balancer

The SIP load-balancer is a Kamailio instance acting as ingress and egress point for all SIP traffic to and
from the system. It's a high-performance SIP proxy instance based on Kamailio and is responsible for
sanity checks of inbound SIP traffic. It filters broken SIP messages, rejects loops and relay attempts and
detects denial-of-service and brute-force attacks and gracefully handles them to protect the
underlying SIP elements. It also performs the conversion of TLS to internal UDP and vice versa for
secure signaling between endpoints and Sipwise C5, and does far-end NAT traversal in order to enable
signaling through NAT devices.

The load-balancer is the only SIP element in the system which exposes a SIP interface to the public
network. Its second leg binds in the switch-internal network to pass traffic from the public internet to
the corresponding internal components.

The name load-balancer comes from the fact that in the commercial version, when scaling out the
system beyond one pair of servers, the load-balancer instance becomes its own physical node and
then handles multiple pairs of proxies behind it.
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On the public interface, the load-balancer listens on port 5060 for UDP and TCP, as well as on 5061 for
TLS connections. On the internal interface, it speaks SIP via UDP on port 5060 to the other system
components, and listens for XMLRPC connections on TCP port 5060, which can be used to control the
daemon.

Its config files reside in /etc/ngcp-config/templates/etc/kamailio/lb/, and changes to these
files are applied by executing ngcpcfg apply "my commit message'.

The SIP load-balancer can be managed via the commands ngcp-service start
kamailio-1b, ngcp-service stop kamailio-1lb and ngcp-service restart
kamailio-lb. Its status can be queried by executing ngcp-service status
kamailio-1b or ngcp-service summary | grep "kamailio-1b". Also ngcp-
kamctl 1b and ngcp-kamcmd 1b are provided for querying kamailio functions, for
example: ngcp-kamcmd 1b htable.dump -[pban. Execute the command: ngcp-kamctl
b fifo system.listMethods or ngcp-kamecmd 1b system.listMethods to get the
list of all available queries.

TIP

2.2.2. SIP Proxy/Registrar

The SIP proxy/registrar (or short proxy) is the work-horse of Sipwise C5. It's also a separate Kamailio
instance running in the switch-internal network and is connected to the provisioning database via
MySQL, authenticates the endpoints, handles their registrations on the system and does the call routing
based on the provisioning data. It is also connected to no-sql backend (Redis) for processing speed
purposes and for e.g. in this way manages ACC data, location records etc. For each call, the proxy looks
up the provisioned features of both the calling and the called party (either subscriber or domain
features if it's a local caller and/or callee, or peering features if it's from/to an external endpoint) and
acts accordingly, e.g. by checking if the call is blocked, by placing call-forwards if applicable and by
normalizing numbers into the appropriate format, depending on the source and destination of a call.

It also writes start- and stop-records for each call, which are then transformed into call detail records
(CDR) by the mediation system.

If the endpoints indicate negotiation of one or more media streams, the proxy also interacts with the
Media Relay to open, change and close port pairs for relaying media streams over Sipwise C5, which is
especially important to traverse NAT.

The proxy listens on UDP port 5062 in the system-internal network. It cannot be reached directly from
the outside, but only via the SIP load-balancer.

Its config files reside in /etc/ngcp-config/templates/etc/kamailio/proxy/, and changes to
these files are applied by executing ngcpcfg apply "my commit message'".

The SIP proxy can be controlled via the commands ngcp-service start kamailio-
proxy, ngcp-service stop kamailio-proxy and ngcp-service restart
kamailio-proxy. Its status can be queried by executing ngcp-service status
kamailio-proxy or ngcp-service summary | grep "kamailio-proxy". Also
ngcp-kamctl proxy and ngcp-kamcmd proxy are provided for querying kamailio
functions, for example: ngcp-kamctl proxy ul show. Execute the command: ngcp-
kamctl proxy fifo system.listMethods or ngcp-kamcmd proxy
system. listMethods to get the list of all available queries.

TIP
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2.2.3. SIP Back-to-Back User-Agent (B2BUA)

The SIP B2BUA (also called SBC within the system) decouples the first call-leg (calling party to Sipwise
Cs) from the second call-leg (Sipwise C5 to the called party).

The software part used for this element is SEMS,

This element is typically optional in SIP systems, but it is always used for SIP calls (INVITE) that don't
have Sipwise C5 as endpoint. It acts as application server for various scenarios (e.g. for feature
provisioning via Vertical Service Codes and as Conferencing Server) and performs the B2BUA
decoupling, topology hiding, caller information hiding, SIP header and Media feature filtering, outbound
registration, outbound authentication and call length limitation as well as Session Keep-Alive handler.

Due to the fact that typical SIP proxies (like the load-balancer and proxy in Sipwise C5) do only interfere
with the content of SIP messages where it's necessary for the SIP routing, but otherwise leave the
message intact as received from the endpoints, whereas the B2BUA creates a new call leg with a new
SIP message from scratch towards the called party, SIP message sizes are reduced significantly by the
B2BUA. This helps to bring the message size under 1500 bytes (which is a typical default value for the
MTU size) when it leaves Sipwise Cs. That way, chances of packet fragmentation are quite low, which
reduces the risk of running into issues with low-cost SOHO routers at customer sides, which typically
have problems with UDP packet fragmentation.

The SIP B2BUA only binds to the system-internal network and listens on UDP port 5080 for SIP
messages from the load-balancer or the proxy, on UDP port 5048 for control messages from the cli tool
and on TCP port 8090 for XMLRPC connections to control the daemon.

In cases when B2B is engaged into processing the media (RTP/RTCP data), it uses this UDP ports range
by default: 15000 - 19999.

Its configuration files reside in /etc/ngcp-config/templates/etc/ngcp-sems, and changes to
these files are applied by executing ngcpcfg apply "my commit message'".

The SIP B2BUA can be controlled via the commands ngcp-service start sems, ngcp-
TIP service stop sems and ngcp-service restart sems. Its status can be queried by
executing ngcp-service status semsorngcp-service summary | grep "sems".

2.2.4. SIP App-Server

The SIP App-Server is an Asterisk instance used for voice applications like Voicemail and Reminder
Calls. Asterisk uses the MySQL database as a message spool for voicemail, so it doesn't directly access
the file system for user data. The voicemail plugin is a slightly patched version based on Asterisk 16.2.1
to make Asterisk aware of Sipwise C5 internal UUIDs for each subscriber. That way a SIP subscriber can
have multiple E164 phone numbers, but all of them terminate in the same voicebox.

The App-Server listens on the internal interface on UDP port 5070 for SIP messages and by default
uses media ports in the range from UDP port 10000 to 14999.

The configuration files reside in /etc/ngcp-config/templates/etc/asterisk, and changes to
these files are applied by executing ngcpcfg apply "my commit message'".

The SIP App-Server can be controlled via the commands ngcp-service start
TIP asterisk, ngcp-service stop asterisk and ngcp-service restart asterisk
Its status can be queried by executing ngcp-service status asterisk or ngcp-

6 Copyright © Sipwise GmbH - All rights reserved



Chapter 2. Architecture Sipwise NGCP Operations Manual: CE

service summary | grep "asterisk".

2.2.5. Message Routing and Media Relay

The Media Relay (also called rtpengine) is a Kernel-based packet relay, which is controlled by the SIP
proxy. For each media stream (e.g. a voice and/or video stream), it maintains a pair of ports in the range
of port number 30000 to 44999. When the media streams are negotiated, rtpengine opens the ports in
user-space and starts relaying the packets to the addresses announced by the endpoints. If packets
arrive from different source addresses than announced in the SDP body of the SIP message (e.g. in case
of NAT), the source address is implicitly changed to the address the packets are received from. Once
the call is established and the rtpengine has received media packets from both endpoints for this call,
the media stream is pushed into the kernel and is then handled by a custom Sipwise iptables module to
increase the throughput of the system and to reduce the latency of media packets.

The rtpengine internally listens on UDP port 12222 for control messages from the SIP proxy. For each
media stream, it opens two pairs of UDP ports on the public interface in the range of 30000 and 40000
per default, one pair on even port numbers for the media data, and one pair on the next odd port
numbers for metadata, e.g. RTCP in case of RTP streams. Each endpoint communicates with one
dedicated port per media stream (opposed to some implementations which use one pair for both
endpoints) to avoid issues in determining where to send a packet to. The rtpengine also sets the
QoS/ToS/DSCP field of each IP packet it sends to a configured value, 184 (0xB8, expedited forwarding)
by default.

The kernel-internal part of the rtpengine is facilitated through an jptables module having the target
name RTPENGINE. If any additional firewall or packet filtering rules are installed, it is imperative that this
rule remains untouched and stays in place. Otherwise, if the rule is removed from iptables, the kernel
will not be able to forward the media packets and forwarding will fall back to the user-space daemon.
The packets will still be forwarded normally, but performance will be much worse under those
circumstances, which will be especially noticeable when a lot of media streams are active concurrently.
See the section on Firewalling for more information.

The rtpengine configuration file is /etc/ngcp-config/templates/etc/default/ngcp-
rtpengine-daemon, and changes to this file are applied by executing ngcpcfg apply "my commit
message". The UDP port range can be configured via the config.yml file under the section
rtpengine. The QoS/ToS value can be changed via the key qos. tos_rtp.

The Media Relay can be controlled via the commands ngcp-service start
rtpengine, ngcp-service stop rtpengine and ngcp-serivce restart
rtpengine. Its status can be queried by executing ngcp-service status rtpengine"
orngcp-service summary | grep "rtpengine".

TIP

2.3. Redis Database

The Redis database is used as a high-performance key/value storage for global system data. This
includes calls information and concurrent calls counters for customers and subscribers, etc..

2.4. Scaling CARRIER beyond one Hardware Chassis

If Sipwise C5 CARRIER is scaled beyond 250,000 subscribers and therefore exceeds one chassis, a
second chassis is put into place. This chassis provides another two web servers, two db servers, two
load balancers and 8 proxies, doubling the capacity of the system.

Copyright © Sipwise GmbH - All rights reserved 7
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2.4.1. Scaling the DB cluster
The DB cluster is the only node type which requires a notable change on the architecture.
DBo1a/b nodes have master<->master replication for High-Availability

DBo1prxoia + DBo1prxoib are masterslave replication for read/write scale (write to remote/shared
dboz1, read from local prx DB).

Separate hot and cold data. Hot in Redis for low |O. Cold in MariaDB.
Separate huge data (e.g. voicemail, voisniff data) to separate 'storage’' DB node.

With such setup the central dbo1 pair can handle all the planned and unexpected DB load without the
significant hardware resource usage. DB0O1a and DBo01b can be located in different Geo-locations for
High-Availability (low latency link is required for replications).

Further DB nodes scalability can be achieved using Geo-redundant setup. Please contact Sipwise sales
team for more details here.

2.4.2. Scaling the proxy cluster

New proxy nodes replicate via master/slave from the db nodes in the chassis as usual. Since the db
cluster holds all provisioning information of all subscribers, the proxy nodes join the cluster
transparently and will start serving subscribers as soon as all services on a new proxy are reachable
from the load balancers.

2.4.3. Scaling the load balancers

Load balancers start serving subscribers as soon as they are made visible to the subscribers. This could
either be done via DNS round-robin, but the better approach is to configure a DNS SRV record, which
allows for more fine-grained control like weighting load-balancer pairs and allowing fail-over from one
pair to another on the client side.

The load balancers use the Path extension of SIP to make sure during SIP registration that calls
targeted to a subscriber are routed via the same load balancer pair which the subscriber used during
registration for proper traversal of symmetric NAT at the customer premise.

A SIP or XMPP request reaching a load balancer can be routed to any available proxy in the whole
system, or only to proxies belonging to the same chassis as the load balancer, depending on the
system configuration.

2.4.4. Scaling the web servers

New web server pairs are made available to web clients via DNS round-robin. Any pair of web servers
can be used to read or write provisioning information via the web interfaces or the API.

2.5. Scaling to a Geo-Redundant setup

A basic Geo-Redundant configuration can be achieved by simply deploying all the sp1 nodes (A nodes
in case of CARRIER) into a location and the sp2 nodes (B nodes in case of CARRIER) into another one.
The locations have to be connected by a reliable and low latency layer 2 link.

8 Copyright © Sipwise GmbH - All rights reserved
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This setup has many advantages and gives the possibility to have full business continuity in case one of
the locations goes completely down but it has also some drawbacks:
- in case one site goes down, the remaining site is in an 'unstable’ state due to missing HA nodes.

- only one location is active at a time. Therefore it is not possible to take advantage of all the benefits
of a geo-located system. This can be improved by activating services as 'instances' as described
here.

- in case the connection between the two systems goes down, a split brain scenario will happen
causing an instability of the whole system.

A new alternative approach consists of the deployment of two fully operational PRO or Carrier systems,
from now on referred to as 'cluster’, connected by the aforementioned reliable and low latency layer 2
link.

Compared to the previous setup, this configuration has the following advantages:

- single management interface access (APl and Web interface) for both systems

- geo-locate the SIP/RTP connections and traffic in order to always connect endpoints to the nearest
cluster (it requires dedicated network configurations)

- fallback of the endpoint connections to the other cluster node
- communications between subscribers registered on different clusters remains internal
- in case one cluster goes down, the other continues to work in standard mode with a local HA

- in case the interconnection between clusters down, the two systems continue to work
independently. After the connection is re-established, a dedicated DB resynchronization will
happen.

In this architecture the interconnection link between the two clusters will be
used not only for database replica and internal synchronization but also for
internal SIP/RTP traffic. Due to that, it is important that the link has very low
latency and high throughput.

IMPORTANT

The final setup looks like:

Copyright © Sipwise GmbH - All rights reserved 9
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Figure 3. Geo-Redundant Carrier Overview
In particular:
- each 'web' node has a built-in mechanism based on ha-proxy to select which 'db' node to use as

backend. By default they always try to use the local node as primary connection and switch to the
remote node in case of missing local connection or faulty local replica status.

mysql and keydb databases running on 'db’ nodes are in a full master-master replica setup. This is
to ensure the presence of same data (provisioning, locations, CDRs, etc.) on both clusters.

- each cluster uses local 'Ib" and 'prx' nodes as in standard carrier architecture, except when the
called subscriber is registered on the other cluster. In these cases local 'prx' node can directly
contact the remote 'lb' to route the calls to the final destination.

- using DNS-SRV records, endpoints are usually registered on the nearest cluster. In case of failure of
the local connection, then DNS-SRYV is responsible to route new registrations to remote cluster.

- ngcpcfg framework enables the operator to manage the whole system from one cluster node,

For any additional details on the Geo-Redundant setup and how to configure it, please contact Sipwise
sales.
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Chapter 3. Deployment

This chapter provides a step by step instruction on how to set up a Sipwise C5 from scratch.

3.1. Initial Installation

3.1.1. Prerequisites

For an initial installation of Sipwise C5 , it is mandatory that your production environment meets the
following criteria:

Hardware Requirements

+ Recommended: Dual-core, x86_64 compatible, 3GHz, 4GB RAM, 128GB HDD
+ Minimum: Single-core, x86_64 compatible, 1GHz, 2GB RAM, 24GB HDD

Supported Operating Systems

+ Debian 12 (bookworm) 64-bit

Internet Connection
- Hardware needs connection to the Internet

IMPORTANT O.nly.Deblan 12 (bookworm) 64-bit is currently supported as a host system for
Sipwise C5 .
It is HIGHLY recommended that you use a dedicated server (either a physical or
IMPORTANT a virtual one) for Sipwise C5, because the installation process will wipe out
existing MySQL databases and modify several system configurations.

3.1.2. Using Sipwise C5 install CD (recommended)

The install CD provides the ability to easily install Sipwise C5 CE/PRO/Carrier, including automatic
partitioning and installation of the underlying Debian system.

PRO/Carrier can be installed only with a commercial license. Otherwise a

IMPORTANT warning about lack of access to Debian repository will be displayed.

You can install the current Sipwise C5 CE version mri2.51 using install CD image (checksums: shai,
mds).

The Sipwise C5 install CD automatically takes care of partitioning, any present
data will be overwritten! While the installer prompts for the disk that should be

IMPORTANT used for installation before its actual execution, it's strongly recommended to
boot the ISO in an environment with empty disks or disks that you don't plan to
use for anything else than the newly installed Sipwise C5 system.

When DHCP is available in your infrastructure then you shouldn't have to configure
TIP anything, instead choose DHCP and press enter. If network configuration still doesn't work
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as needed a console based network configuration system will assist you in setting up your
network configuration. VLANSs are also supported at this stage.

Also, you can use Sipwise C5 install CD to boot the Grml (Debian based live system) rescue system,
check RAM using a memory testing tool or install plain Debian system for manual installation using
Sipwise C5 installer.

Once the Debian base system is installed and the ngcp-installer is being executed, you can login via
SSH to root@<ip> (password is sipwise as specified by the ssh boot option) and watch Sipwise C5
installation process by executing tail -f /mnt/var/log/ngcp-installer.log -f /tmp/deployment-installer-
debug.log). After the installation has been finished and when prompted on the terminal to do so, press r
to reboot. Make sure the Install Medium is ejected in order to boot into the newly installed system.
Once up, you can login with user root and password sipwise.

Then you need to run the initial configuration:

It is strongly recommended to run ngcp-initial-configuration within terminal

WARNING . .
multiplexer like screen.

screen -S ngcp
ngcp-initial-configuration

3.1.3. Using a pre-installed virtual machine

For quick test deployments, pre-configured virtualization images are provided. These images are
intended to be used for quick test, not recommended for production use.

Vagrant box for VirtualBox

Vagrant is an open-source software for creating and configuring virtual development environments.
Sipwise provides a so called Vagrant base box for your service, to easily get direct access to your own
Sipwise C5 Virtual Machine without any hassles.

The following software must be installed to use Vagrant boxes: VirtualBox v.5.2.26+ and

NOTE Vagrant v.2.2.3+.

Get your copy of Sipwise C5 by running:

vagrant init spce-mrl2.5.1
https://deb.sipwise.com/spce/images/mrl2.5.1/sip_provider_CE_mrl2.5.1_va
grant.box

vagrant up

As soon as the machine is up and ready you should have your local copy of Sipwise C5 with the
following benefits:

- all the software and database are automatically updated to the latest available version
- the system is configured to use your LAN IP address (received over DHCP)

- basic SIP credentials to make SIP-2-SIP calls out of the box are available
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Use the following command to access the terminal:

vagrant ssh

Sipwise NGCP Operations Manual: CE

or login to Administrator web-interface at https://127.0.0.1:1443/ (with default user administrator and

password administrator).

There are two ways to access VM resources, through NAT or Bridge interface:

NOTE

host machine

Description

SSH

Administrator interface

New Customer self care
interface

Old Customer self care
interface

Provisioning interfaces

SIP interface

Table 1. Vagrant based VirtualBox VM interfaces:

Host-only address

ssh://127.0.0.1.2222

https.//127.0.0.1:1443/

https.//127.0.0.1:1443

https.//127.0.0.1:22443

https.//127.0.0.1:2443

not available

LAN address

ssh://ab.c.d:22 or
ssh://xy.zp:2222

https.//a.b.c.d:1443/ or
https://xy.z.p:1443/

https.//a.b.c.d:1443 or
https:.//xy.z.p:1443

https.//a.b.c.d:443 or
https://xy.z.p:22443

https.//ab.c.d:2443 or
https.//xy.z.p:2443

sip://ab.c.d:5060

ab.cd is IP address of VM machine received from DHCP; x.y.zp is IP address of your

Notes

Also available via
‘vagrant ssh"

new self-care interface
based on powerful
ngcp-panel framework

will be removed in
upcoming releases

Both TCP and UDP are
available.

VM ports smaller than 1024 are mapped to ports 22<vm_port> through NAT, otherwise

NOTE

root on host machine requires to map them. So for example SSH port 22 gets mapped
to port 2222, WEB port 443 to 22443.

VM IP address (a.b.c.d), as well as SIP credentials will be printed to terminal during "vagrant up" stage,

eg.

[20_add_sip_account] Adding SIP credentials...

[20_add_sip_account] =

removing domain 192.168.1.103 with

subscribers

[20_add_sip_account] =

[20_add_sip_account]
43991002)
[20_add_sip_account]
43991003)
[20_add_sip_account]
43991004)
[20_add_sip_account]
43991005)

adding domain 192.

adding subscriber
adding subscriber
adding subscriber

adding subscriber
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1.103

1.103

1.103

1.103

(pass:
(pass:
(pass:

(pass:
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[20_add_sip_account] - adding subscriber 43991006@192.168.1.103 (pass:
43991006)
[20_add_sip_account] - adding subscriber 43991007@192.168.1.103 (pass:
43991007)
[20_add_sip_account] - adding subscriber 43991008@192.168.1.103 (pass:
43991008)
[20_add_sip_account] - adding subscriber 43991009@192.168.1.103 (pass:
43991009)

[20_add_sip_account] You can USE your VM right NOW:
https://192.168.1.103:1443/

To turn off your Sipwise C5 virtual machine, type:

vagrant halt

To completely remove Sipwise C5 virtual machine, use:

vagrant destroy

vagrant box remove spce-mrl2.5.1
Further documentation for Vagrant is available at the official Vagrant website.
Vagrant usage tips:

- Default SSH login is root and password is sipwise. SSH connection details can be displayed via:

vagrant ssh-config

- VirtualBox Guest Additions is installed by default but disabled. Enable it to use Vagrant Synced
Folders feature. Execute the following commands inside VM:

systemctl start vboxadd-service.service vboxadd.service

ngcpcfg set /etc/ngcp-config/config.yml
"systemd.custom_preset=['vboxadd-service.service', 'vboxadd.service']"

ngcpcfg apply "Start VirtualBox Guest Additions on boot"

+ You can download a Vagrant box for VirtualBox from here manually (checksums: sha1, mds).

VirtualBox image

You can download a VirtualBox image from here (checksums: shai, mds). Once you have downloaded
the file you can import it to VirtualBox via its import utility.

The format of the image is ova. If you have VirtualBox 3.x running, which is not compatible with ova
format, you need to extract the file with any tar compatible software and import the ovf file which is
inside the archive.
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On Linux, you can do it like this:

tar xvf sip_provider_CE_mrl2.5.1_virtualbox.ova

On Windows, right-click on the ova file, choose Open with and select WinZIP or WinRAR or any other
application able to extract tar archives. Extract the files to any place and import the resulting ovf file in
VirtualBox.

Considerations when using this virtual machine:

- You will need a 64bit guest capable VirtualBox setup.
« The root password is sipwise

- You should use bridge mode networking (adjust your bridging interface in the virtual machine
configuration) to avoid having Sipwise C5 behind NAT.

- You'll need to adjust your timezone and keyboard layout.

+ The network configuration is set to DHCP. You'll need to change it to the appropriate static
configuration.

+ As the virtual image is a static file, it won't contain the most updated versions of our software.
Please upgrade the system via apt as soon as you boot it for the first time.

Amazon EC2 image

Sipwise provides AMI (Amazon Machine Images) images in several Amazon EC2 regions for the
supported Sipwise C5 releases only. Please find the appropriate AMI ID for your region in release
announcement.

If the release is out of support you can still find AMI image for it but only in one region -

NOTE
eu-central-1

The current documentation will use Amazon region eu-central-1 with AMI ID ami-
NOTE 0868999d7ba41b562 as an example. Please find the appropriate AMI ID for your region
in the latest release announcement.

If you want to use Sipwise C5 AMI image in one of the regions where it's not available, you
can create your own private AMI image based on the one provided by Sipwise.

You can create your private image in any region following these steps

- Go to eu-central-1 region with your EC2 account.

- Find Sipwise AMI image for the release you want. You can get AMI image id from
TIP release notes for that specific release.

- Launch temporary VM instance with that image.
- Right-click the instance and choose Create Image from the context menu.

- In the Create Image dialog box, type a unique name and description, and then choose
Create Image.

- It may take a few minutes for the AMI to be created. After it is created, it will appear in
the AMIs view in AWS Explorer.
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- Stop and destroy temporary VM.

- Select the AMI you've just created and choose Actions, Copy AMI.

+ On the Copy AMI page set Destination Region to the region of your choice.
+ Choose Copy AMI.

- Now you can find the AMI image copied to a region of your choice.

-+ The initial status of the new AMl is Pending. The AMI copy operation is complete when
the status is Available.

- Now you can use your own image and follow the steps from example below to launch
Sipwise C5 instance in the region of your choice.

For more details please follow the official Amazon AWS documentation about how to
create and copy AMI images.

As a next step please visit https.//console.aws.amazon.com/ec2/v2/home?region=eu-central-1 with
your EC2 account.

Choose "Launch Instance":

Create Instance

To start using Amazan EC2 you will want to launch a virtual server, known as an Amazan EC2 instance.

Launch Instance

Mote: Your instances will launch in the ELY West (Ireland) region
Figure 4. Launch Amazon EC2 Instance for your region

Select "Community AMIs" option, enter "ami-0868999d7bag1b562" inside the search field and press
‘Select" button:

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4 Add Storage 5.Tag Instance 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS, aur user
community, or the AWS Marketplace; or you can select one of your own AMls

Quick Start 1to 1 of 1 AMls
@, ami-37b87340 x
My AMIs

AWS Marketplace A ngep-ce-mr3.3.1 - ami-37b87340 m

Coficial sip:provider CE AMI for release mr3.3.1.3 [2014-06-23_20:51] gabit
2l

CGommunity AMIs Root device type: ebs  Virtualization type: paravirtugl

Figure 5. Choose an image (different for each region)

Select the Instance Type you want to use for running Sipwise C5 (recommended: >=4GB RAM):
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1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have
varying combinations of CPU, memory, storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications.
Learn more about instance types and how they can meet your computing needs.

Filterby:  All instance types Current generation ¥ Show/Hide Columns

Currently selected: t2. medium (Variable ECUs, 2 vCPUs, 2.3 GHz, Intel Broadwell E5-2686v4, 4 GiB memory, EBS only)

Instance L. IPv6
Family - Type ~ wepus (i) ~ Me',mw ~  Storage (GB) ~ E“med w Network ~~ T  Support ~
(GiB) :_i: Available (i) Performance (i) :_i:
General purpose t2.nano 1 0.5 EBS only - Low to Moderate Yes
General purpose jz.miro 1 1 EBS only - Low to Moderate Yes
General purpose 1 2 EBS only - Low to Moderate Yes
[ ] _G_t_:n_qr_ql_ purpose !_2_._rr_1§:_d_ i um 2 4 EBS only - Low to Moderate Yes
General purpose t2.large 2 8 EBS only - Low to Moderate Yes
General purpose t2.xlarge 4 16 EBS only - Moderate Yes
General purpose t2.2xlarge 8 32 EBS only - Moderate Yes

Figure 6. Choose Amazon EC2 instance

Do not forget to tune necessary Sipwise C5 performance parameters depending on
TIP Amazon EC2 instance type and performance you are looking for. Find more information
about Sipwise Cs performance tuning in System Requirements and Performance.

Run through next configuration options

-+ Configure Instance: optional (no special configuration required from Sipwise C5)
- Add Storage: choose >=8GB disk size (no further special configuration required from Sipwise C5)
-+ Tag Instance: optional (no special configuration required from Sipwise C5)
-+ Configure Security Group: create a new security group, using the following rules:

TCP port 22 (SSH)

TCP port 443 (HTTPS/CSC)

TCP port 1443 (Admin Panel)

TCP port 5060 (SIP/TCP)

UDP port 5060 (SIP/UDP)

TCP port 5061 (SIP/TLS)

TCP port 5222 (SIP)

TCP port 5269 (SIP)

UDP port 30000:44999 (RTP)

Please feel free to restrict the 'Source' options in your Security Group to your own

NOTE (range of) IP addresses, especially for SSH and Admin Panel!
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1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you
want to set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security
group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: '*’ Create a new security group

Select an existing security group

Security group name:

ngcp-ce
Description: Sipwise C5 CE

Type (i) Protocol (i) PortRange (i) Source (i) Description (i)
SSH v TCP 22 Customn v || 0.0.0.0/0,::/0 SSH [x]
HTTPS v TCP 443 Custom v 0.0.0.0/0, :/0 HTTPS/CSC [x]
Custom TClv TCP 1443 Custom v 0.0.0.0/0,:/0 Admin Panel %]
Custom TCiv TCP 5060 Custom v 0.0.0.0/0,:/0 SIP/TCP (%]
Custom UDIv upp 5060 Custom 0.0.0.0/0,:/0 SIP/UDP %]
Custom TCIv TCP 5061 Customn v || 0.0.0.0/0,::/0 SIP/TLS %]
Custom TChv TCP 5222 Custom ~ || 0.0.0.0/0,:/0 SIP (%]
Custom TChv TCP 5269 Custom ~ || 0.0.0.0/0,:/0 SIP [x]
Custom UDIv UDpP 30000-44999 Custom v 0.0.0.0/0, :/0 RTP [x]

Figure 7. Configure Security Group

Finally review instance in the last step (Review Instance Launch)and press Launch button.

Choose an existing key pair which you want to use for logging in, or create a new one if you don't have
one.
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Select an existing key pair or create a new key pair X

A key pair cansists of a public key that AWS stores, and a private key file that you stare. Together,

they allow you to connect to your instance securely. For Windows AMIs, the private key file is required

to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn mare
about removing existing key pairs from a public Al

<>

[Create anew key pair

Key pair name

sip-provider-ce |

Download Key Pair

You have to download the private Key file (* pem file) befare you can continue.
Store it in a secure and accessible location. You will not be able to download the
file again after it's created.

Cancel

Figure 8. Choose a key pair to access the system

You should have a running instance after a few seconds/minutes now (check DNS name/IP address).

EC2 Dashboard Launch Instance Connect  Actions ¥ S %9

Events 4 A

Tags Filter: Allinstances ¥  All instance types v , i-ab6Bc7e8 * 1to 1 of 1 Instances

Reparts

Limits @ Name ¥ - | Instance ID - Instance Type - Availability~ Instance State -~ Status Checks ~ Alarm Sta  Public DNS ~  Public IP
) INSTANCES [ ] #  i-ab68c7e8 m3.medium eu-west-1b @ running Z Initializing None g ec2-54-195-40-219 eu- 54.195.40

Instances
Spot Requests
Reserved Instances

Figure 9. Running Amazon EC2 Sipwise NGCP instance

First step should be logging in to the Admin panel (username administrator, password administrator)
and changing the default password: https://$DNS:1443/ and then follow Security, Performance and
Troubleshooting to secure your installation.

Logging in via SSH should work now, using the key pair name (being sip-provider-ce.pem as $keypair in
our example) and the DNS name/IP address the system got assigned.

ssh -i Skeypair.pem admin@$SDNS
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Now you can increase your privileges to user root for further system configuration:
sudo -s

Don't forget to add the Advertised IP for kamailio lb instance, since it's required by the Amazon EC2
network infrastructure:

ngcp-network --set-interface=eth® --advertised
—ip=<your_public_amazon_ip>

and apply your changes:

ngcpcfg apply 'add advertised-ip on interface eth0o'

Now feel free to use your newly started Amazon EC2 Sipwise C5 instancel!

Do not forget to stop unnecessary instance(s) to avoid unexpected costs (see

WARNING https://aws.amazon.com/ec2/pricing/).

3.2. Initial System Configuration

After the configuration you are ready to adjust the system parameters to your needs to make the
system work properly.

3.2.1. Network Configuration

If you have only one network card inside your system, its device name is etho, it's configured and only
IPV4 is important to you then there should be nothing to do for you at this stage. If multiple network
cards are present, your network card does not use etho for its device name or you need IPv6 then the
only parameter you need to change at this moment is the listening address for your SIP services.

To do this, you have to specify the interface where your listening address is configured, which you can
do with the following command (assuming your public interface is etho):

ngcp-network --set-interface=eth® --ip=auto --netmask=auto --hwaddr=auto
ngcp—network --move-from=1lo --move-to=eth® --type=web_ext --type=sip_ext
-—type=rtp_ext --type=ssh_ext --type=web_1int

If you want to enable IPv6 as well, you have to set the address on the proper interface as well, like this
(assuming you have an IPv6 address fdda:5cc1:23:4:0:0:0:1f on interface etho):

ngcp-network --set-interface=eth® --ipv6='FDDA:5CC1:23:4:0:0:0:1F'

Always use a full IPv6 address with 8 octets. Leaving out zero octets (eg.

TP FDDA:5CC1:23:4::1F)is not allowed.
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You should use the IPv6 address in upper-case because LB (kamailio) handles

IMPORTANT the IPv6 addresses internally in upper-case format.

Check or adjust the network configuration in the /etc/ngcp-config/network.yml file.
editor /etc/ngcp-config/network.yml

The following configuration shows NGCP running in the internal 192.168.0.0/24 network behind the
NAT

self:

etho:
dns_nameservers:
- 192.168.0.1
hwaddr: 11:22:33:44:55:66
ip: 192.168.0.10
gateway: 192.168.0.1
netmask: 255.255.255.0
type:
- ssh_ext
- web_ext
- web_1int
- sip_ext
- rtp_ext

interfaces:

- lo

- etho

lo:

Apply the adjusted network configuration, and /etc/network/interfaces will be regenerated from the
new configuration

ngcpcfg apply 'change network configuration'

The resulting /etc/network/interfaces file will look like this:

# File autogenerated by ngcpcfg
# 1@ —S=———cscssosoooosossos

auto lo
iface lo inet loopback

# eth® ——————————————————————
auto etho0
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iface eth® inet static
address 192.168.0.10
netmask 255.255.255.0
gateway 192.168.0.1
dns-nameservers 192.168.0.1

Reboot the server to apply the new network configuration:

reboot

3.2.2. Apply Configuration Changes

In order to apply the changes you made to /etc/ngcp-config/config.yml, you need to execute the
following command to re-generate your configuration files and to automatically restart the services:

ngcpcfg apply 'added network interface'

TIP At this point, your system is ready to serve.

3.2.3. Start Securing Your Server

During installation, the system user cdrexport is created. This jailed system account is supposed to be
used to export CDR files via sftp/scp. Set a password for this user by executing the following
command:

passwd cdrexport

The installer has set up a MySQL database on your server. You need to set a password for the MySQL
root user to protect it from unauthorized access by executing this command:

mysqgladmin password <your mysql root password>

For the Administrative Web Panel located at htips://<your-server-ip>1443/, a default user administrator
with password administrator has been created. Connect to the panel (accept the SSL certificate for
now) using those credentials and change the password of this user by going to SettingsAdministrators
and click the Edit when hovering over the row.

3.2.4. Configuring the system-wide editor

The default editor is set to nano on the system. If you prefer a different editor, make sure it's installed
and set the default editor via:

sudo update-alternatives --config editor
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if you want to use a specific editor only temporarily, set the EDITOR environment variable
TIP instead. For example to run command with the editor set to vim, invoke "EDITOR=vim
command".

3.2.5. Configuring the Email Server

The Sipwise C5 installer will install mailx (which has Exim4 as MTA as a default dependency) on the
system, however the MTA is not configured by the installer. If you want to use the Voicemail-to-Email
feature of the Voicebox, you need to configure your MTA properly. If you are fine to use the default
MTA Exim4, execute the following command:

sudoedit /etc/ngcp-config/config.yml # edit section 'email:' according
to your needs
sudo ngcpcfg apply 'adjust exim4 / MTA configuration'

You are free to install and configure any other MTA (e.g. postfix) on the system, if

IMPORTANT you are more comfortable with that.

3.2.6. Advanced Network Configuration

You have a typical test deployment now and you are good to go, however you may need to do extra
configuration depending on the devices you are using and functionality you want to achieve.

3.2.7. What's next?

To test and use your installation, you need to follow these steps now:
1. Create a SIP domain
2. Create some SIP subscribers
3. Register SIP endpoints to the system

4. Make local calls and test subscriber features

5. Establish a SIP peering to make PSTN calls

Please read the next chapter for instructions on how to do this.
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4.1. Contacts

A contact contains information such as the name, the postal and email addresses, and others. A
contact's main purpose is to identify entities (resellers, customers, peers and subscribers) it is
associated with.

A person or an organization may represent a few entities and it is handy to create a corresponding
organization's contact beforehand and use it repeatedly when creating new entities. In this case we
suggest populating the External # field to distinguish between customers associated with the same
contact.

Reseller Contact Customer External #
DTS 0007
Default Rylic Longstaff
Morning Times 0008
Clare Fenn Lantern Co —
TelephOne
ke Leonard City Bank —

Note that the only required contact field is email. For contacts associated with customers, it will be
used for sending invoices and notifications such as password reset, new subscriber creation and others.
A contact for a subscriber is created automatically but only if you specify an email address for this
subscriber. It is mainly used to send notification messages, e.g. in case of a password reset.

4.2. Resellers

The reseller model allows you to expand your presence in the market by including virtual operators in
the sales chain. A virtual operator can be a company without its own VolIP platform and even without a
technical background, but with sales presence in a market. You define such a company as a reseller in
the platform: grant limited access to the administrative web interface (the reseller administrator will
only see his own customers, domains and billing profiles) and define wholesale rates for this reseller.
Then, the reseller is free to operate under its own brand, make up its retail rates, establish the customer
base and resell your services to its customers. The reseller's profit is a margin between the wholesale
and retail rates. The platform operator can in turn generate invoices to charge the resellers.

Let us consider an example:

+ You operate in Munich and provide residential and business services.

- A company Cheap Call that has a strong presence in Frankfurt offers to resell your services under
its own brand in this city.

- You define wholesale rates for Cheap Call, such as calls to Argentina at €0,03.
- Cheap Call defines its retail price and offers calls to Argentina at €0,04.

+ When one of Cheap Call's subscribers makes a 5-minute call to Argentina, this subscriber will be
charged €0,20.

- You will get €0,15 revenue and Cheap Call's profit will be €0,20 - €0,15 = €0,05.
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A reseller usually uses dedicated IP addresses or SIP domain hames to provide services. Also, a reseller
can rebrand the self-care web interface for its customers and select languages per SIP domain that
allows the reseller to operate even in multiple countries.

4.3. SIP Domain

A SIP domain represents an external Internet address where your subscribers register their SIP phones
to make calls or send messages. The SIP domain also contains particular default configuration for all
the subscribers registered with this SIP domain. A SIP domain can be a regular FQDN (eg.
sip.yourdomain.com) or a NAPTR/SRV record. Using IP addresses for SIP domains in production is

strongly discouraged.

4.3.1. Additional SIP Domains

You can create as many SIP domains as required to satisfy your networking or marketing requirements,

eg.

- A dedicated SIP domain is suggested per CloudPBX customer.,

- A separate SIP domain may be dedicated to every whitelabel reseller.

- Multiple SIP domains may be used to provide services in different countries or regions.

+ Multiple SIP domains may be used to brand your own services.

Domain

T
: Purpose
|

sip.yourdomain.com

I'Your own domain for retail

: customers

sip.enterprise.com

|
1 Your big customer with Cloud PBX
I

sip.reseller.com

t
|
1'Your white-label reseller
|

sip.yourdomain.de

:Your domain for providing a new

|service in another country
1

4.4. Contracts

A contract is a combination of a contact and a billing profile, hence it represents a business contract for

your resellers and peering partners.

Copyright © Sipwise GmbH - All rights reserved

25



Sipwise NGCP Operations Manual: CE Chapter 4. Concept

Contracts can be created in advance on the Reseller and Peering Contracts page, or immediately during
creation of a peer or a reseller.

Contract | |

Contact —
Details —

- —_— — —

Fees/
Rates

' I Rating |

xlll
HEE § CDRs

Note that the customer entity (described below) is a special type of the contract. A customer entity has
an email and an optional invoice template (for batch invoice creation) in addition to a contact and a
billing profile.

4.5. Customers

A customer is a physical or legal entity whom you provide the VolP service with and send invoices to.
Here are the main features of a customer:

- Contains the contact and legal information. For example, an address or an email address for
invoicing.

- Associated with a billing profile (to define fees per destination) and tracks the balance (used mostly
for post-paid customers).

- Contains a certain number of subscribers who actually use the service and whose calls appear in
the customer's list of CDRs.

- Provides some default parameters for all its subscribers. For example, voice prompts and call
restriction.

Here are two common examples of the customer model:

4.5.1. Residential and SOHO customers

With this service you provide your residential and SOHO customers with one or multiple numbers and
offer the service on a post-paid basis.

For a residential customer you usually create one customer entity with one subscriber under it. A
residential customer can register multiple devices with the same number thus having a convenient
Viber or Skype-like service: any device can be used to make a call and all of them will ring
simultaneously when there is an incoming call. At the end of the billing period, you send an invoice to
the customer.
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For SOHO customers you usually create multiple subscribers under the same customer and assign
every subscriber a dedicated number to allow users make and receive calls. A common invoice will
contain calls of all the subscribers.

SOHO
Customer
User A
@ (
Subscriber A D \A}
User B
y
Subscriber B AR A}
§
@ User C
=)
Subscriber C I HH [ )
L -_—
A\
E =
Cc5

4.5.2. Business customers with the Cloud PBX service

In this case you create a Customer and all the required entities under it to reflect the company’s
structure: subscribers, extensions, hunt groups, auto-attendant menus, etc.

@7 Customer
i — ’i D
|

101 102 | |=——
I =
g L[E (=
W —
\ | 401 402 | ... =
' |
N | | IM Faxes
: | 701 702 |
| .
5 IHuntGrcup
2001
g E
[ |
C5

4.5.3. SIP Trunking

If a customer PBX can register itself with Sipwise C5, you create a regular subscriber for it and configure
a standard username/password authentication. Multiple PBX users can then send and receive calls.
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Legacy PBX devices that are not capable of passing the challenge-based authentication can be
authenticated by the IP address. Optionally, every user of such a PBX can be authenticated separately
by the FROM header and the IP address. For more details, refer to the Trusted Sources section.

4.5.4. Mobile subscribers

The pre-paid model works perfectly for mobile application users. In this case you generally create a
single subscriber under a customer.

4.5.5. Pre-paid subscribers who use your calling cards

In this case you will most likely create a single subscriber under a customer, although multiple
subscribers would work as well. In the latter case, they will share and top-up the common balance.
Notice that the customer entity itself does not contain any technical configuration for the VolIP service
authentication and instead contains other entities called subscribers, which do.

4.6. Subscribers

Every subscriber represents a SIP line or a SIP trunk. For example, in the residential services a
subscriber entity is dedicated to every user. In the SIP trunking scenario, a subscriber can be used to
authenticate all VolP traffic from the remote PBX device.

In the following table logical subscriber types and their purpose are described.

Service Subscriber Purpose Features
Type
Residential Regular A regular VolP service Requires a DID number to
subscriber receive calls from outside of your
network
Enterprise Pilot subscriber A base number for the enterprise Configures the rest of customer
(CloudPBX) customer; Lists all extra numbers subscribers in its self-care web
(aliases) interface
Extension Extra numbers (DIDs, “implicit” Can be dialed in different ways;
extensions) for the enterprise The number configuration builds
customer on top of the Pilot subscriber
PBX Group Forwards incoming calls to Ringing policy defines in which
multiple extensions order the extensions will ring
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Service Subscriber Purpose Features
Type

SIP Trunk Digest Dynamically registers a remote  Handles multiple users behind
authentication  IP PBX device the IP PBX device
IP IP authentication of legacy IP Might require Trusted Subscriber
authentication  PBX devices incapable of and Trusted Source

registering with the platform configuration
TIP Subscriber Aliases can provide Extra DIDs or extension numbers to a subscriber.

4.7. SIP Peerings

A SIP peering is your interconnection with the external VoIP or PSTN network. Usually, a VolIP service
provider has at least a few termination partners to offer its subscribers calls to virtually any landline and
mobile destination.

SIP peerings also enable incoming calls to your platform. For example, if you rent a pool of DID
numbers from a SIP peer and offer them to your residential and business customers.

An interconnection with your termination partners and DID number providers can include multiple
servers and enable both outbound and inbound calls, hence such a configuration is called a SIP peering
group. You configure at least one SIP peering group for every partner and the main principle here is that
all servers in a group terminate calls to the same set of listed destinations.

Any SIP peering group includes two main technical configurations:

- Peering Servers Represent connections to/from your SIP peering's network. The parameters
include an IP address and/or a hostname of the remote part. For outbound calls, this is the
destination address where to send calls to and for inbound calls it is an IP authorization of the
remote server.

- Outbound/Inbound Peering Rules Outbound rules define through which SIP peering group a call
from a specific subscriber will be sent for termination to a specific destination.

The peering group is associated with a contract for reconciliation and billing. Peer invoices can be
generated to audit the costs that peering partners are charging the platform operator.

The example below shows four SIP peering groups with different priorities, callee prefixes (actual
destinations offered by this SIP peering) and callee / called patterns (fine-tuning which callee request
URIs and caller URIs are allowed through this SIP peering group).
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. sip.yourdomain.com -

Default Peer

Priority 2
Primary server
Weight 100

i, |

Secondary
Weight 10

Il

Failover Peer

Priority 3
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Secondary
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([

US+Canada Peer
Priority 2

Callee prefix: 1.1212.etc

Single server

Premium Peer
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Primary server
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The figure shows how calls from premium subscribers can in the first place be routed through a
dedicated SIP peering group unavailable to regular subscribers.

See the Routing Order Selection section for details about call routing.

Inbound rules allow filtering out incoming INVITE requests arriving from the corresponding SIP peering

servers.
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A basic VolIP service configuration is fast, easy and straight-forward. Provided that your network and
required DNS records have been preconfigured, the configuration of a VolP service can be done purely
via the administrative web interface. The configuration mainly includes the following steps:

- Reseller creation (optional)

+ SIP domain configuration

+ Customer creation

+ Subscribers provisioning
Let us assume you are using the 203.0.113.42 IP address with an associated sip.yourdomain.com domain
to provision VolIP services. This allows you to provide an easy-to-remember domain name instead of

the IP address as the proxy server. Also, your subscribers’ URIs will look like
1234567@sip.yourdomain.com.

Using an IP address instead of an associated FQDN (domain name) for a SIP domain is not
TIP suggested as it could add extra administrative work if you decide to relocate your servers
to another datacenter or change IP addresses.

Go to the Administrative Web Panel (Admin Panel) running on https.//<ip>:1443/ and follow the steps
below. The default web panel user and password are administrator, if you have not already changed it
in Changing Administrator Password.

5.1. Creating a SIP Domain

A SIP domain is a connection point for your subscribers. The SIP domain also contains specific default
configuration for all its subscribers.

Thoroughly plan your domain names policy in advance and take into account that: 1) the
TIP name of a SIP domain cannot be changed after creating it in the administrative web panel;
2) subscribers cannot be moved from one domain to another and must be recreated.

To create a SIP domain, follow these steps:
1. Firstly, configure an FQDN on your DNS server for it.

The domain name must point to the physical IP address you are going to use for providing the VolP
service. A good approach is to create an SRV record:

SIP via UDP on port 5060
SIP via TCP on port 5060
SIP via TCP/TLS on port 5061

2. Create a new SIP domain in the administrative web panel.

Go to the Domains page and create a new SIP Domain using the FQDN created above.
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Create Domain

Reseller Search:

Name Contract # Status

default 1 active

Showing 1 to 2 of 2 entries

Create Reseller

SIP Domain  sip.yourdomain.com

Select a Reseller who will own the subscribers in this SIP domain. Use the default virtual reseller if
you provide services directly. Enter your SIP domain name and press Save.

3. Adjust the new SIP domain's preferences if necessary.

You can create multiple SIP domains reusing the existing IP address or adding a new one. Extra SIP
domains are required e.g. if you would like to host a virtual operator on your platform, create separate
domains for providing services in different countries or offer a new service.

5.2. Creating a Customer

A Customer is a special type of contract acting as legal and billing information container for SIP
subscribers. A customer can have one or more SIP subscriber entities that represent SIP lines.

For correct billing, notification and invoicing, create a customer with a single SIP
subscriber for the residential service (as it normally has only one telephone line) and a
customer with multiple SIP subscribers to provide a service to a company with many
telephone lines.

TIP

To create a Customer, go to SettingsCustomers.
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& Logged in as administrator  Logout

sip:uiise NGCP Dashboard

£ Settings ~

Dashboard

Administrators ‘

Resellers

{
Customers

Domains

System Status Resellers Billing
Subscribers

Billing
’ 6 Peerings

Rewrite Rule Sets

All services running Resellers Billing Profiles
NCOS Levels
Applications Ok 0 Domains 0.00 Peering Costs 0 spundsets
Security Bans
System Ok 0 Customers 0.00 Reseller Revenue
Hardware Ok 0 Subscribers 0.00 Custorner Revenue
View Statistics Configure Configure Configure

Click on Create Customer.

& Logged in as administrator

e NGCP Dashboard

Customers

% Create Customer

Search:
# ~ | External # Reseller Contact Email Billing Profile Status
Mo data available in table
Showing 0 to 0 of 0 entries i S | |

mbH, all rights reserved.

-

Each Customer has a Contact—a container for the personal and legal information that identifies a private
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or corporate customer.

Create a dedicated Contact for every Customer as it contains specific data e.g. name,

TP address and IBAN that identifies this customer.

Click on Create Contact to create a new Contact.

Create Contract

Contact Search:
Reseller First Name Last Name Email

default Contact first Contact last default-
name name customer@defaultinvalid.contact

Showing 1 to 1 of 1 entries i | 1 |

. Create Contact

Billing Profile
Reseller Profile

default Default Billing Profile

Showing 1 to 1 of 1 entries : | 1 |

" Create Biling Profile

Select the required Reseller and enter the contact details (at least an Email is required), then press Save.
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Create Contact

Reseller Search:
Contract #

default

Showing 1 to 1 of 1 entries

. Create Reseller .

First Name

Last Name

Emiail

Company

You will be redirected back to the Customer form. The newly created Contact is selected by default
now, so only select a Billing Profile and press Save.

You will now see your first Customer in the list. Hover over the customer and click Details to make extra
configuration if necessary.
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& Logged in as administrator  Logout

': uiise NGCP Dashboard

_ £2 Settings ~

Customers

Contract successfully created

Search:

# =~ | External # Reseller Contact Email Billing Profile Status

20 default myfirstcontact@example.org Default Billing active
Profile

Showing 1 to 1 of 1 entries

5.3. Creating a Subscriber

In your Customer details view, click on the Subscribers row, then click Create Subscriber.
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& Logged in as administrator  Logout

SijD.LLIISE NGCP Dashboard

£2 Settings ~

Customer Details

Reseller

Contact Details

Billing Profiles

1 | Subscribers
* Create Subscriber

SIP URI Primary Number Registered Devices

Contract Balance

Select a SIP Domain created earlier and specify required and optional parameters:

- Domain: The domain part of the SIP URI for your subscriber.

- E164 Number: This is the telephone number mapped to the subscriber, separated into Country Code
(CC), Area Code (AC) and Subscriber Number (SN). For the first tests, you can set an imaginary
number here and change it later when you get number blocks assigned by your PSTN interconnect
partner. So in our example, we'll use 43 as CC, 99 as AC and 1001 as SN to form the imaginary
number +43 99 1001.

This number can actually be used to place calls between local subscribers, even if you
don't have any PSTN interconnection. This comes in handy if you use phones instead of
soft-clients for your tests. The format in which this number can be dialled, so the
subscriber is reached is defined in Configuring Rewrite Rule Sets,

TIP

Sipwise C5 allows a single subscriber to have multiple E.164 numbers to be used
as aliases for receiving incoming calls. Also, Sipwise C5 supports so-called
"implicit" extensions. If a subscriber has phone number 012345, but somebody

IMPORTANT calls 012345100, then NGCP first tries to send the call to number 012345100 (even
though the user is registered as 012345). If Sipwise C5 then receives the 404 - Not
Found response, it falls back to 012345 (the user-part with which the callee is
registered).

- Email: An email address for sending service-related notifications to.

- Web Username: This is the user part of the username the subscriber may use to log into her
Customer Self Care Interface. The user part will be automatically suffixed by the SIP domain you
choose for the SIP URI. Usually, the web username is identical to the SIP URI, but you may choose a
different naming schema.
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The web username needs to be unique. The system will return a fault if you try to

CAUTION .
use the same web username twice.

- Web Password: This is the password for the subscriber to log into her Customer Self Care Interface.
It must be at least 6 characters long.

- SIP Username: The user part of the SIP URI for your subscriber.

- SIP Password: The password of your subscriber to authenticate on the SIP proxy. It must be at least
6 characters long.

- Status: You can lock a subscriber here, but for creating one, you will most certainly want to use the
active status.

- External ID: You can provision an arbitrary string here (e.g. an ID of a 3rd party provisioning/billing
system).

- Administrative: If you have multiple subscribers in one account and set this option for one of them,
this subscriber can administrate other subscribers via the Customer Self Care Interface.

Create Subscriber

Domain Search:

Reseller Domain

default sip.yourdomain.com

Showing 1 to 1 of 1 entries

Create Domain

E164 Number 43

10001

Email  demo@sipwise.com

Web Username  demo

Web Password  secret
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Create Subscriber

Web Username  demo

Web Password  secret

SIP Username  demo

SIP Password  1secret!

Lock Level

Status active

External ID  demo

Administrative

Repeat the creation of Customers and Subscribers for all your test accounts. You should have at least 3
subscribers to test the functionality of the NGCP.

At this point, you're able to register your subscribers to Sipwise C5 and place calls

TP between these subscribers.

You should now revise the Domain and Subscriber Preferences.

5.4. Domain Preferences

The Domain Preferences are the default settings for Subscriber Preferences, so you should set proper
values there if you don't want to configure each subscriber separately. You can later override these
settings in the Subscriber Preferences if particular subscribers need special settings. To configure your
Domain Preferences, go to SettingsDomains and click on the Preferences button of the domain you want
to configure.
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ogged in as administrator @ Lar

se NGCP Dashboard

£ © Documentation - «ll Monitoring & Statistics - # Tools ~ i Settings ~

Domains

W Create Domain

Show | 5 J entries Search:

# ~ | Reseller Domain

113 default sip.yourdomain.com i Delete

Showing 1 to 1 of 1 entries

The most important settings are in the Number Manipulations group.
Here you can configure the following:

- for incoming calls - which SIP message headers to take numbers from
- for outgoing calls - where in the SIP messages to put certain numbers to

+ for both - how these numbers are normalized to E164 format and vice versa

To assign a Rewrite Rule Set to a Domain, create a set first as described in Configuring Rewrite Rule Sets,
then assign it to the domain by editing the rewrite_rule_set preference.
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Domain "sip.yourdomain.com" - Preferences

Call Blockings

Access Restrictions

1 Number Manipulations

[} rewrite_rule_set v 2 & Edit

[7] extension_in_npn

-] inbound_upn From-Username v
[+ outbound_from_user User-Provided-Number v
[+ outbound_from_display None B

Select the Rewrite Rule Set and press Save.

Edit Preference rewrite rule set

rewrite_rule_set |test

Then, select the field you want the User Provided Number to be taken from for inbound INVITE
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messages. Usually the From-Username should be fine, but you can also take it from the Display-Name
of the From-Header, and other options are available as well.

5.5. Subscriber Preferences

You can override the Domain Preferences on a subscriber basis as well. Also, there are Subscriber
Preferences which don't have a default value in the Domain Preferences.

To configure your Subscriber, go to SettingsSubscribers and click Details on the row of your subscriber,
There, click on the Preferences button on top.

You want to look into the Number Manipulations and Access Restrictions options in particular, which
control what is used as user-provided and network-provided calling numbers.

-+ For outgoing calls, you may define multiple humbers or patterns to control what a subscriber is
allowed to send as user-provided calling numbers using the allowed_clis preference.

- If allowed_clis does not match the number sent by the subscriber, then the number configured in cli
(the network-provided number) preference will be used as user-provided calling number instead.

- You can override any user-provided number coming from the subscriber using the user_cli
preference.

Subscribers preference allowed_clis will be synchronized with subscribers primary
NOTE number and aliases if ossbssprovisioningauto_allow_cli is set to 1 in /etc/ngcp-
config/config.yml.

Subscribers preference cli will be synchronized with subscribers primary number if

NOTE ossbssprovisioningauto_sync_cli is set to yes in /etc/ngcp-config/config.yml.

5.5.1. Subscriber authentication for outbound calls

There are cases when Sipwise C5 should pass the authentication process for a subscriber. In other
words to pass the authentication process of an outbound call from behalf of the subscriber entity
(configuration object).

Suppose there is Sipwise C5 and some other Class 5 system (can be just another Sipwise C5). You have
recently migrated part of subscribers from another Class 5 system to Sipwise Cs. But, you still have SIP
peerings (with ITSPs) at that system, and you would like that recently migrated subscribers are still able
to terminate calls via that another Class 5 system.

This is when the 'Remote Authentication' parameters start helping you. The call flow in this scenario will
be: Sipwise Cs5another Class 5 systemSIP peering

And that system (another Class 5 system) will of course treat a call coming to it from Sipwise C5, as if
that would be a direct call from the subscriber (indeed it's not).

This is when you need to be capable of the authentication and Sipwise C5 gives you this possibility.

You will need to go to subscriber's preferences and to know specific credentials to be used for that, in
order to pass the authorization. To configure this setting, open the Remote Authentication tab and edit
the following four preferences:

- peer_auth_user: <username for peer auth>
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- peer_auth_pass: <password for peer auth>

- peer_auth_realm: <domain for peer auth>

- peer_auth_registrar_server: <domain for registrar server>

- peer_auth_hf_user: <username parameter for Authorization hf>
The 'peer_auth_hf_user' preference is optional and can be skipped. It allows you to set a specific
username for the Proxy-Authorization header. The 'peer_auth_registrar_server' is also optional. In case it
is not set, the REGISTER will be sent to the 'peer_auth_realm' domain. In case there is a scenario where

the realm is different from the registrar server domain/IP, the '‘peer_auth_registrar_server' can be set. In
this case the REGISTER will be sent there and the 'peer_auth_realm’ used only as Digest Realm.

As soon as you define those parameters, a call from behalf of the subscriber, which will be terminated
at another system, can be successfully authenticated.

5.5.2. Subscriber authentication for an outbound registration

This is approximately the same use case as for the 'Subscriber authentication for outbound calls'
section, but this time for the registration process. Sipwise C5 can register at remote system, hence
placing the location record on behalf of the subscriber.

NOTE Location record which will be saved at a remote system, will contain the contact of
Sipwise C5 Load-Balancer, not the contact of the end subscriber.
The reason why you might need Sipwise C5 to register at remote system from behalf of the subscriber:

- you want to receive calls from remote system to your subscriber, as if your subscriber would
receive this directly;

- that remote system doesn't accept a call sent from Sipwise C5 from behalf of the subscriber,
without a registration beforehand;

This registration process will be completely independent from the end subscriber, and

NOTE will be only triggered and controlled by Sipwise Cs.

This is when the 'Remote Authentication' parameters help you again. You need to go to subscriber's
preferences, open the Remote Authentication tab and now additionally enable outbound registration:

- peer_auth_register: True

Now in common with the preferences you defined previously in the 'Subscriber authentication for
outbound calls' section, the registration process will start using given credentials.

Remember, the subscriber's preference 'peer_auth_hf_user' affects invitation
IMPORTANT scenarios, as well as registration scenarios. Hence in case you set it, the
username during digest, will be swapped.

5.5.3. Subscriber's preference for media in terms of IP Family (IPv4/1Pv6)

It is possible to define which IP Family is preferred by a particular subscriber for sending media
(RTP/RTCP), using the following preference:

NAT and Media Flow Controlipv46_for_rtpproxy, which can be set to:
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- Force IPv4 - the subscriber prefers to send the media flow via IPv4
- Force IPv6 - the subscriber prefers to send the media flow via IPv6

- Auto-detect - auto detection is enabled and depending on the IP Family used during the
registration, the preference for media will be picked out accordingly

- use domain default - preference is inherited from the domain values

Both the domain and subscriber preferences contain the NAT and Media Flow Control section, which
gives an access to the ipv46_for_rtpproxy preference.

It is not necessarily, but is however recommended to set ipv46_for_rtpproxyForce IPv6 for

TP those subscribers which use IPv6 to send media (RTP/RTCP).

5.6. Creating Peerings

If you want to terminate calls at or allow calls from 3" party systems (e.g. PSTN gateways, SIP trunks),
you need to create SIP peerings for that. To do so, go to SettingsPeerings. There you can add peering
groups, and for each peering group add peering servers and rules controlling which calls are routed
over these groups. Every peering group needs a peering contract for correct interconnection billing.

5.6.1. Creating Peering Groups
Click on Create Peering Group to create a new group.

In order to create a group, you must select a peering contract. You will most likely want to create one
contract per peering group.

Create SIP Peering Groups
Contract Search:
[+ Billing Profile

No data available in table

= . + =

. Create Contract |

Showing 0 to 0 of 0 entries

Name

Priority | 1

Description
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Click on Create Contract create a Contact, then select a Billing Profile.

Create Contract

Contact
Reseller

default

default

Showing 1 to 2 of 2 entries

Billing Profile

Showing 1 to 1 of 1 entries

First Name

Contact first
name

Reseller

default

Search:

Contact last default- 11
name customer@default.invalid.contact

myfirstcontact@example.org

Search:

Profile

Click Save on the Contacts form, and you will get redirected back to the form for creating the actual
Peering Group. Put a name, priority and description there, for example:

- Peering Contract: select the id of the contract created before

+ Name: test group
+ Priority: 1

- Description: peering to a test carrier
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Create SIP Peering Groups

Contract Search:
Status Billing Profile

active Default Billing Profile

Showing 1 to 1 of 1 entries

. Create Confract |

Name test group

Priority |1

Description  peering to a test carrier

The Priority option defines which Peering Group to favor (Priority 1 gives the highest precedence) if two
peering groups have peering rules matching an outbound call. Peering Rules are described below.

Then click Save to create the group.

5.6.2. Creating Peering Servers

In the group created before, you need to add peering servers to route calls to and receive calls from.
To do so, click on Details on the row of your new group in your peering group list.

To add your first Peering Server, click on the Create Peering Server button.

46 Copyright © Sipwise GmbH - All rights reserved



Chapter 5. Kick-off Sipwise NGCP Operations Manual: CE

Peering Servers

(" & Create Peering Server '
e eee—
Show| 5 j entries Search;

IP Address Hostname Protocol Weight Via Route Set Enabled

No data available intable

Showing 0 to 0 of 0 entries

Outbound Peering Rules

ANY of the rules must match to choose the peering group for outbound calls.

% Create Outbound Peering Rule

Show| 5 j entries Search;

“ | calleePrefix Callee Pattern Caller Pattern Description Enabled

No data available intable

showing 0 to 0 of 0 entries | | |
Inbound Peering Rules
ALL of the rules must match to choose the peering group for inbound calls.
Show| 5 j entries Search:
Priority -~ '# Field Pattern Reject Code Reject Reason Enabled
No data available intable
= = | = =

Showing 0 to 0 of 0 entries

Figure 10. Create Peering Server

In this example, we will create a peering server with IP 203.0.113.42 and port 5060:

- Name: test-gw-1

- IP Address: 203.0.113.42
- Hosthame: leave empty
« Port: 5060

- Protocol: UDP

- Weight: 1

- Via Route: None

- Enable Probing: enable it, if remote side supports SIP OPTIONS ping
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Create Peering Server

Name test-gw-1

IP Address 2.3.4.5

Hostname

Port

Protocaol

Weight 1

Via Route

Enabled

Figure 11. Peering Server Properties

Click Save to create the peering server.

The hostname field for a peering server is optional. Usually, the IP address of the peer is
used as the domain part of the Request URI. Fill in this field if a peer requires a particular
hostname instead of the IP address. The IP address must always be given though as it is
used for the selection of the inbound peer. By default outbound requests will always be

e sent to the specified IP address, no matter what you put into the hostname field. If you
want to send the request using the DNS resolution of the configured hostname,
disregarding in that way the IP, you have to enable outbound_hostname_resolution option
in peer preferences.

TIP If you want to add a peering server with an IPv6 address, enter the address without

surrounding square brackets into the IP Address column, e.g. 1.

You can force an additional hop (e.g. via an external SBC) towards the peering server by using the Via
Route option. The available options you can select there are defined in /etc/ngcp-config/configyml,
where you can add an array of SIP URIs in kamailiolbexternal_sbc like this:

kamailio:
1b:
external_sbc:
- s$ip:192.168.0.1:5060
- $ip:192.168.0.2:5060
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Execute ngcpcfg apply "added external sbc gateways', then edit your peering server and select the
hop from the Via Route selection.

Once a peering server has been created, this server can already send calls to the system.

Requests coming from a SIP peering are matched not only by the IP address and a
transport protocol, but also using the source port of a message. This means, if your SIP
peering server created at Sipwise C5 has the 'Port’ value set to '5060', then it's expected
that messages (requests) coming from this SIP peering, will have the source port '5060'".
This however applies only to the UDP transport based connections (TCP and TLS are
matched only using an IP address and a transport protocol).

NOTE

Outbound Peering Rules

To be able to send outbound calls towards the servers in the Peering Group, you
also need to define Outbound Peering Rules. They specify which source and
destination numbers are going to be terminated over this group. To create a rule,
click the Create Outbound Peering Rule button.

IMPORTANT

Peering Servers

* Create Peering Server

Peering server successfully created

Show| 5 j entries search:
# =~ | Name IP Address Hostname Port Protocol Weight Via Route Set Enabled
29 test-gw-1 2345 5060 1 1 1
Showing 1to 1 of 1 entries | n =

Outbound Peering Rules

AMNY of the rules must match to choose the peering group for outbound calls.

Show| 5 j entries search:

# = | Callee Prefix Callee Pattern Caller Pattern Description Enabled

No data available in table

Showing 0 to 0 of 0 entries

Inbound Peering Rules

ALL of the rules must match to choose the peering group for inbound calls.

* Create Inbound Peering Rule

Figure 12. Create Outbound Peering Rule

Since the previously created peering group will be the only one in our example, we have to add a
default rule to route all calls via this group. To do so, create a new peering rule with the following
values:

- Callee Prefix: leave empty

- Callee Pattern: leave empty
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- Caller Pattern: leave empty
- Description: Default Rule

- Stopper: leave empty

Create Outbound Peering Rule

Callee prefix
Callee pattern

Caller pattern

__“'-'h-._
@ ‘Default rule )
__--""'"'f

Enabled (B

Figure 13. Outbound Peering Rule Properties

Then click Save to add the rule to your group.

In contrast to the callee/caller pattern, the callee prefix has a regular alphanumeric string

TIP . .

and can not contain any regular expression.

If you set the caller or callee rules to refine what is routed via this peer, enter all phone
TIP . .

numbers in full E.164 format, that is <cc><ac><sn>.

The Caller Pattern field covers the whole URI including the subscriber domain, so you can
TIP only allow certain domains over this peer by putting for example @example\.com into this

field.

Inbound Peering Rules

Sipwise Cs supports filtering SIP INVITE requests sent by SIP peers. The system administrator may
define one or more matching rules for SIP URIs that are present in the headers of SIP INVITE requests,
and select which SIP header (or part of the header) must match the pattern declared in the rule.

If the incoming SIP INVITE message has the proper headers, Sipwise C5 will accept and further process
the request. If the message does not match the rule it will be rejected.

An incoming SIP INVITE message must match all the inbound peering rules so that

CAUTION Sipwise C5 does not reject the request.

In order to create an inbound peering rule you have to select a peering group, press Details and then
press Create Inbound Peering Rule button.
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Peering Servers

 Create Peering Server

Show| 5 j entries Search;
IP Address Hostname Protocol Weight Via Route Set Enabled
29 test-gw-1 2345 5060 1 1 1
Showing 1 to 1 of 1 entries 2 |0s n = =

Outbound Peering Rules

ANY of the rules must match to choose the peering group for outbound calls.

% Create Outbound Peering Rule

Show| 5 j entries Search;

Callee Prefix Callee Pattern Caller Pattern Description Enabled

1 Default rule 1

showing 1 to 1 of 1 entries 2 |0s n = =
Inbound Peering Rules

ALL of the rules must match to choose the peering group for inbound calls.

% Create Inbound Peering Rule )

Show| 5 j entries Search;

Priority G Pattern Reject Code Reject Reason Enabled

No data available intable

Showing 0 to 0 of 0 entries

Figure 14. Create Inbound Peering Rule

An inbound peering rule has the following properties:

Copyright © Sipwise GmbH - All rights reserved 51



Sipwise NGCP Operations Manual: CE Chapter 5. Kick-off

Create Inbound Peering Rule

Match Field | To-Domain

Pattern examplel.org

Reject code }403

Reject reason Invalid called party domain

Enabled B

Figure 15. Inbound Peering Rule Properties

- Match Field: select which header and which part of that header in a SIP INVITE message will be
checked for matching the pattern

- Patterni  a PCRE that defines the accepted value of a header; example:
Asip:.+@example\.org$—this will match a SIP URI that contains "example.org" in the domain part

- Reject code: optional; a SIP status code that will be sent as a response to an INVITE request that
does not match the pattern; example: 403

- Reject reason: optional; an arbitrary text that will be included in the SIP response sent with the reject
code

- Enabled: a flag to enable / disable the particular inbound peering rule
Both of the properties Reject code and Reject reason must be left empty if a peering
server (i.e. a specific IP address) is part of more peering groups. Such a configuration is
NOTE useful when an incoming SIP INVITE request needs to be treated differently in the

affected peering groups, based on its content, and that's why if the INVITE message
only partly matches an inbound peering rule it should not be rejected.

WWhen all settings for a peering group are done the details of the group look like:
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Peering Servers

* Create Peering Server

Show| 5 j entries Search:
IP Address Hostname Protocol Weight Via Route Set Enabled
29 test-gw-1 2345 5060 1 1 1
Showing 1 to 1 of 1 entries b - n o e

Outbound Peering Rules

ANY of the rules must match te choose the peering group for outbound calls.

% Create Qutbound Peering Rule

Show| 5 j entries Search;

Callee Prefix Callee Pattern Caller Pattern Description Enabled

1 Default rule 1

Showing 1 to 1 of 1 entries == n = =
Inbound Peering Rules

ALL of the rules must match to choose the peering group for inbound calls.

% Create Inbound Peering Rule

Show| 5 j entries Search;

Priority - | # Field Pattern Reject Code Reject Reason Enabled

50 1 to_domain example\.org 403 Invalid called party domain 1

Showing 1to 1 of 1 entries

Figure 16. Peering Servers Overview

Routing Order Selection

The selection of peering groups and peering servers for outgoing calls is done in the following way:
1 All peering groups that meet the following criteria configured in the outbound peering rule are
added to the list of routes for a particular call;
Callee's username matches callee prefix
Callee's URI matches callee pattern
Caller's URI matches caller pattern

2. When all matching peering groups are selected, they are ordered by callee prefix according to the
longest match basis (sometimes referred to as the longest pattern match or maximum pattern
length match). One or more peering group with longest callee prefix match will be given first
positions on the list of routes.

3. Peering groups with the same callee prefix length are further ordered by Priority. Peering group(s)
with the higher priorities will occupy higher positions.

Priority 1 gives the highest precedence to the corresponding peering group.
IMPORTANT Hence, a lower priority value will put the peering group higher in the list of
routes (compared to other peering groups with the same callee prefix length).
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Priority can be selected from 1 (highest) to 9 (lowest).

4. All peering servers in the peering group with the highest priority (e.g. priority 1) are tried one-by-one
starting from the highest server weight. Peering groups with lower priorities or with shorter callee
prefix will be used only for fail-over.

The weight of the peering servers in the selected peering group will influence the order in which
the servers within the group will be tried for routing the outbound call. The weight of a server can
be set in the range from 1 to 127.

Opposite to the peering group priority, a peering server with a higher weight
value has a higher precedence, but the server weight rather sets a probability

IMPORTANT than a strict order. E.g. although a peering server with weight 127 has the highest
chance to be the first in the list of routes, another server with a lower weight (e.g.
100) sometimes will be selected first.

In order to find out this probability knowing the weights of peering servers, use the following script:

#!/usr/bin/perl

#This script can be used to find out actual probabilities
#that correspond to a list of peering weights.

$num_args = S$S#ARGV + 1;
if ($num_args < 1) {

print "Usage: lcr_weight_test.pl <list of weights (integers 1-
254)>\n";

exit 0;

}

my S$iters = 10000;
my @rands;

for (my $i=1; $i <= $iters; $i++) {
my %elem;
for (my $j=0; $j < $num_args; $j++) {
my Srandom = int(rand(2000000000));
Selem{"$j"} = $SARGV[$j] * $Srandom;
}
push(@rands, \%elem);

}

my @counts;

for (my $3=0; $j < $num_args; $j++) {
$counts["$j"] = 0O;

}

foreach my $rand (@rands) {
my $higher = 0;
my $higher_key = 0;
foreach $key (keys %{$rand}) {
if ($rand->{Skey} > Shigher) {
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$higher = $rand->{$key};
Shigher_key = $key;
+

}
Scounts[$higher_key]++;

}

for (my $j=0; $j < $num_args; $j++) {
my Sprob = $counts[$j]/S$iters;
print "Peer with weight $ARGV[$j] has probability $prob \n";

Let us say you have 2 peering servers, one with weight 1 and another with weight 2. At the end—running
the script as below—you will have the following traffic distribution:

# lcr_weight_test.pl 1 2

Peer with weight 1 has probability 0.2522
Peer with weight 2 has probability 0.7478

If a peering server replies with SIP codes 408, 500 or 503, or if a peering server doesn't respond at all,
the next peering server in the current peering group is tried as a fallback. All the servers within the
group are tried one after another until the call succeeds. If no more servers are left in the current
peering group, the next group which matches the outbound peering rules is used.

The Sipwise C5 may use a slightly different approach in selecting the appropriate
NOTE peering server if the peer probing feature is enabled. See the details in Peer Probing of
the handbook.

Least Cost Routing (LCR) Configuration

The default call routing uses statically configured peering group priorities to decide where to send the
calls. This solution is useful when you have an external SBC that makes all the routing decisions and is
described in the Routing Order Selection section. The Sipwise C5 also allows you routing calls to the
cheapest SIP peers saving your termination cost.

To enable LCR routing, do the following:

- Upload the billing fees provided by your peers to the corresponding peering billing profiles

- Enable the LCR module in config.yml (kamailio.proxy.perform_peer_Lcr; yes)
When the LCR routing is enabled, the selection of peering groups would be the following:

1. All peering groups that meet the following criteria configured in the outbound peering rule are
added to the list of routes for a particular call (for pure LCR you might want to omit these filters
leaving them blank):

Callee's username matches callee prefix
Callee's URI matches callee pattern

Caller's URI matches caller pattern
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2. When all matching peering groups are selected, the longest matching callee prefix is selected from
each of them. And the peering groups are temporary ordered according to the longest matching
prefix and priority.

3. Then, the LCR module re-orders the peering groups starting from the lowest termination cost to the
highest (ignoring the prefix length and peering group priorities).

4. The platform will first route the call to the servers of the first peering group in this list. If no peering
server can terminate the call, the call would fail-over to the second peering group from the list and
So on.

The peering servers in every peering group are sorted and tried according to their

NOTE weight as described in the previous section.

Let us consider a short example. There are two peering groups (PG1 and PG2) that can deliver calls to
New York (e.g. 12121234567) and they have the following rates:

Peering Prefix Cost Description

Group

PG1 1 0.02 USA & Canada

PG2 1 0.05 USA & Canada
1212 0.03 New York, USA

PG1 has only one rate that matches the dialed number, so that it will be taken into account, PG2 has two
rates and the longest will be selected. The call will be routed to PG1 servers first as it has a cheaper
price and can fail-over to PG2 servers.

The Sipwise C5 LCR feature together with the codec filtering, media transcoding, header manipulations,
SIP, and RTP encryption and other SBC features make an external SBC unnecessary. This simplifies
your VoIP network and cuts deployment and operation costs.

5.6.3. Authenticating and Registering against Peering Servers

Proxy-Authentication for outbound calls

If a peering server requires Sipwise C5 to authenticate for outbound calls (by sending a 407 as response
to an INVITE), then you have to configure the authentication details in the Preferences view of your peer
host.
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 Create Peering Server

Show| 5 j entries Search;
# = | Name IP Address Hostname Port Protocol Weight Via Route Set Enabled
— e —
29 testgwl 2345 5060 1 1 1 # Delete (= Preferences

Showing 1te 1 of 1 entries

Outbound Peering Rules

ANY of the rules must match to choose the peering group for outbound calls.

% Create Outbound Peering Rule

Show| 5
# = | Callee Prefix
1

Showing 1to 1 of 1 entries

Inbound Peering Rules

j entries Search;

Callee Pattern Caller Pattern Description Enabled

Default rule 1

ALL of the rules must match to choose the peering group for inbound calls.

% Create Inbound Peering Rule

Figure 17. Select Peering Server Preferences

To configure this setting, open the Remote Authentication tab and edit the following four preferences:

- peer_auth_user: <username for peer auth>

- peer_auth_pass: <password for peer auth>

- peer_auth_realm: <domain for peer auth>

- peer_auth_register: <enable or disable an outbound registration for the peering>

- peer_auth_hf_user: <username parameter for Authorization hf>

NOTE

‘peer_auth_hf_user' preference is optional and can be skipped. It allows you to set a

specific username for the Proxy-Authorization header.

IMPORTANT

Before the 101 version Sipwise Cs5 used to only have the /etc/ngcp-
config/templates/etc/ngcp-sems/etc/reg_agent.conf.ttz configuration file to
provide outbound registrations for SIP peering(s). Beginning from 10.1 you can
choose, whether you want to initiate an outbound registration for your SIP
peering using the web administration interface or using the /etc/ngcp-
config/templates/etc/ngcp-sems/etc/reg_agent.conf.ttz configuration file. The
recommended way however is to create registrations using the web
administration interface. Keep in mind, in case you want to use the web
administration interface for that, then you have to remove similar configuration
entries from the /etc/ngcp-config/templates/etc/ngcp-
panel/etc/reg_agent.conf.ttz, so that the web administration interface does not
duplicate the same registration information (this can lead to several registration
sessions created for the same SIP peering host, which is not desired).
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Preference peer_auth_realm successfully updated

Access Restrictions
Number Manipulations

NAT and Media Flow Control

Remote Authentication

Attribute Name Value

° peer_auth_user | 1 Peer Authentication User peeruserl

o peer_auth_pass ‘ 2 Peer Authentication Password peerpass1

l (7] peer_auth_realm ' 3 Peer Authentication Domain testpeering.com

o peer_auth_register ‘ 4 Enable Peer Authentication

[} find_subscriber_by_uuid Find Subscriber by UUID

’ o peer_auth_hf_user ‘ 5 Specific value for the Authorization username

If you do NOT authenticate against a peer host, then the caller CLI is put into the

From and P-Asserted-Identity headers, eg. "+4312345"
<sip:+4312345@your-domain.com>. If you DO authenticate, then the From
header is "+4312345"

<sip:your_peer_auth_user@your_peer_auth_realm> (the CLI is in the

IMPORTANT Display field, the peer_auth_user in the From username and the
peer_auth_realm in the From domain), and the P-Asserted-Identity header is as
usual like <sip:+4312345@your-domain.com>. So for presenting the correct
CLI' in CLIP no screening scenarios, your peering provider needs to extract the
correct user either from the From Display-Name or from the P-Asserted-ldentity
URI-User.

If peer_auth_realm is set, the system may overwrite the Request-URI with the
peer_auth_realm value of the peer when sending the call to that peer or peer_auth_realm
value of the subscriber when sending a call to the subscriber. Since this is rarely a desired
behavior, it is disabled by default starting with Sipwise C5 release 3.2. If you need the
replacement, you should set set_ruri_to_peer_auth_realm: ‘yes' in /etc/ngcp-
config/config.ymil.

TIP

Registering at a Peering Server

A registration process for the SIP peering is quite simple, but since currently this functionality is present
both in the web administration interface and in the /etc/ngcp-config/templates/etc/ngcp-
sems/etc/reg_agent.conf.ttz the last one is an inheritance and will be deprecated in the future), it's
worth to dedicate a separate section with an additional description. So that it remains clear for the user
of the Sipwise C5 how to properly handle that.

The first and a recommended way to do that - is the web administration interface. It's simple as that,
you need to tick a check-box 'peer_auth_register’, and if previously all needed authentication data has
been provided (user, password and realm) the registration process will start right away.

The second way is a manual edition of the dedicated configuration file.

Create a new file /etc/ngcp-config/templates/etc/ngcp-sems/etc/reg_agent.conf.customttttz as a
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copy of setc/ngcp-config/templates/etc/ngcp-sems/etc/reg_agent.conf.ttz2. Configure your peering
servers with the corresponding credentials in the new created file /etc/ngcp-
config/templates/etc/ngcp-sems/etc/reg_agent.conf.customttttz, then execute ngcpcfg apply "added
upstream credentials”,

IMPORTANT Be aware that this will force SEMS to restart, which will drop all calls.

Sipwise C5 supports outbound registrations via UDP, TCP and TLS. Please see
NOTE /etc/ngcp-config/templates/etc/ngcp-sems/etc/reg_agent.conf.ttz to see examples
how to enable it using needed transport.

By default TCP/IP stack implementation in Linux kernel uses so called ephemeral ports
for TCP transport, when it comes to originating a brand new TCP session towards
remote side. This is usually in the range of 32768 - 60999. This also applies to TLS.
However Sipwise C5 can and will always reuse already existing TCP sessions with
subscribers, in order to send them out-of-dialog requests (for e.g. INVITE). It works so,
because subscribers which register at Sipwise C5, initiate and constantly support a TCP
session with Sipwise C5 (either with TCP keepalive mechanisms, or constantly sending
new re-registrations or/and OPTIONS).

NOTE

You can force the Load-Balancer to use a fixed port for sending outbound registrations
from your Sipwise Cs platform, by enabling option 'tcp_reuse_port’" (config.yml
kamailio.lb.tcp_reuse_port: yes). This will force the Load-Balancer to use the same socket
descriptor(s), for establishing outbound sessions, as used for listening (this only relates to
TCP and TLS). With UDP you can by default initiate sessions from Sipwise C5 using a
constant port (usually 5060). Remember enabling ‘tcp_reuse_port" will force all sessions
(not only REGISTER) initiated from behalf of Sipwise C5 be established over local port
engaged for listening (TCP or TLS).

TIP

There is a possibility to define a specific value for the "username" parameter of the
Authorization header, in case you want to have another username for the Digest process,

TIP than the one used in From/To headers. In order to do that, you have to define the option
‘auth_user' for a desired registration entity. It's being defined separately for each
registration entity.

5.7. Configuring Rewrite Rule Sets

On the NGCP, every phone number is treated in E.164 format <country code><area code><subscriber
number>. Rewrite Rule Sets is a flexible tool to translate the caller and callee numbers to the proper
format before the routing lookup and after the routing lookup separately. The created Rewrite Rule
Sets can be assigned to the domains, subscribers and peers as a preference. Here below you can see
how the Rewrite Rules are used by the system:
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As from the image above, following the arrows, you will have an idea about which type of Rewrite Rules
are applied during a call. In general:

+ Call from local subscriber A to local subscriber B: Inbound RR from local Domain/Subscriber A and

Outbound Rewrite Rules from local Domain/Subscriber B.

- Call from local subscriber A to the peer: Inbound RR from local Domain/Subscriber A and Outbound

Rewrite Rules from the peer.

- Call from peer to local subscriber B: Inbound RR from the Peer and Outbound Rewrite Rules from

local Domain/Subscriber B.

You would normally begin with creating a Rewrite Rule Set for your SIP domains. This is used to control
what an end user can dial for outbound calls, and what is displayed as the calling party on inbound
calls. The subscribers within a domain inherit Rewrite Rule Sets of that domain, unless this is overridden
by a subscriber Rewrite Rule Set preference.

You can use several special variables in the Rewrite Rules, below you can find a list of them. Some
examples of how to use them are also provided in the following sections:

« ${caller_cc} : This is the value taken from the subscriber's preference CC value under Number

Manipulation

- ${caller_ac} : This is the value taken from the subscriber's preference AC value under Number

Manipulation

- ${caller_emergency_cli} : This is the value taken from the subscriber's preference

emergency_cli value under Number Manipulation

- ${caller_emergency_prefix} : This is the value taken from the subscriber's preference

emergency_prefix value under Number Manipulation

- ${caller_emergency_suffix} : This is the value taken from the subscriber's preference

emergency_suffix value under Number Manipulation

To create a new Rewrite Rule Set, go to SettingsRewrite Rule Sets. There you can create a Set identified
by a name. This name is later shown in your peer-, domain- and user-preferences where you can select
the rule set you want to use.
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& Logged in as administrator  Logout

; uiise NGCP Dashboard

Settings ~

Rewrite Rule Sets

% Create Rewrite Rule Set

Search:
# “ | Reseller Name Description
1 default defaultdom Default Domain
Showing 1 to 1 of 1 entries = It | 1 | ol

Click Create Rewrite Rule Set and fill in the form accordingly.

Create Rewrite Rule Sets

Reseller Search:

Contract # Status

default 1 active

Showing 1 to 1 of 1 entries

Create Reseller .

Name domain-dialplan

Description

Press the Save button to create the set.
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To view the Rewrite Rules within a set, hover over the row and click the Rules button.

& Logged in as administrator  Logout

se NGCP Dashboard

£2 Settings ~

Rewrite Rule Sets

* Create Rewrite Rule Set

Rewrite rule set successfully created

search:
# “ | Reseller Name Description
1 default defaultdom Default Domain
2 default domain-dialplan Dialplan for Domains |
Showing 1 to 2 of 2 entries = = n |

The rules are ordered by Caller and Callee as well as direction Inbound and Outbound.

In Europe, the following formats are widely accepted: +<cc><ac><sn>, 00<cc><ac><sn>
and o<ac><sn>. Also, some countries allow the areacode-internal calls where only

TIP subscriber number is dialed to reach another number in the same area. Within this section,
we will use these formats to show how to use rewrite rules to normalize and denormalize
number formats.

5.7.1. Inbound Rewrite Rules for Caller

These rules are used to normalize user-provided numbers (e.g. passed in From Display Name or P-
Preferred-Identity headers) into E.164 format. In our example, we'll normalize the three different formats
mentioned above into E.164 format.

To create the following rules, click on the Create Rewrite Rule for each of them and fill them with the
values provided below.

Strip leading 00 or +

- Match Pattern: A (00| \+) ([1-9][0-9]+)$
+ Replacement Pattern: \ 2

+ Description: International to E.164

« Direction: Inbound

- Field: Caller
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Replace 0 by caller's country code:

- Match Pattern: 20 ([1-9][0-9]+)$

- Replacement Pattern: ${caller_cc}\1
- Description: National to E.164

- Direction: Inbound

- Field: Caller

Normalize local calls:

« Match Pattern: A ([1-9][0-9]+)$

- Replacement Pattern: ${caller_cc}${caller_ac}\1
- Description: Local to E.164

- Direction: Inbound

- Field: Caller

Create Rule

Match pattern  M(00[\+)([1-9][0-9]+)$

Replacement Pattern  \2 | 2

Description  International to E.164

Direction Inbound

Field | Caller

Normalization for national and local calls is possible with special variables ${caller_cc} and
${caller_ac} that can be used in Replacement Pattern and are substituted by the country and area
code accordingly during the call routing.

These variables are only being filled in when a call originates from a subscriber
(because only then the cc/ac information is known by the system), so you can
not use them when a calls comes from a SIP peer (the variables will be empty in
this case).

IMPORTANT
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TIP

When routing a call, the rewrite processing is stopped after the first match of a rule,
starting from top to bottom. If you have two rules (e.g. a generic one and a more specific
one), where both of them would match some numbers, reorder them with the up/down
arrows into the appropriate position.

Rewrite Rules for domain-dialplan

* Create Rewrite Rule

Rewrite rule successfully created

Inbound Rewrite Rules for Caller

Match Pattern Replacement Pattern Description
1T [+ A{0D | \)([1-9][0-9]+)$ 2 International to E.164
+[¢]2 AD([1-9][0-0]+)% ${caller_cci National to E.164
+ & A[1-9][0-9]+)% ${caller_cc}${caller_aciui Local to E.164

Inbound Rewrite Rules for Callee

Outbound Rewrite Rules for Caller

Outbound Rewrite Rules for Callee

5.7.2. Inbound Rewrite Rules for Callee

These rules are used to rewrite the number the end user dials to place a call to a standard format for
routing lookup. In our example, we again allow the three different formats mentioned above and again
normalize them to E.164, so we put in the same rules as for the caller.

Strip leading 00 or +

- Match Pattern: A (00| \+) ([1-9][0-9]+)$

Replacement Pattern: \ 2

+ Description: International to E.164

+ Direction: Inbound

- Field: Callee

Replace 0 by caller's country code:

-+ Match Pattern: A0 ([1-9][0-97+)$

- Replacement Pattern: ${caller_cc}\1

+ Description: National to E.164
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+ Direction: Inbound

- Field: Callee

Normalize areacode-internal calls:

« Match Pattern: A ([1-9]7[0-9]+)$

- Replacement Pattern: ${caller_cc}${caller_ac}\1

+ Description: Local to E.164

+ Direction: Inbound

- Field: Callee
Our provided rules will only match if the caller dials a humeric number. If he dials an
alphanumeric SIP URI, none of our rules will match and no rewriting will be done. You can

TIP however define rules for that as well. For example, you could allow your end users to dial

support and rewrite that to your support hotline using the match pattern *support$ and
the replace pattern 43800999000 or whatever your support hotline number is.

5.7.3. Outbound Rewrite Rules for Caller

These rules are used to rewrite the calling party number for a call to an end user. For example, if you
want the device of your end user to show oO<ac><sn> if a national number calls this user, and
oo<ce><ac><sn> if an international number calls, put the following rules there.

Replace Austrian country code 43 by 0

« Match Pattern: 243 ([1-9][0-9]+)$

- Replacement Pattern: 0\ 1

+ Description: E.164 to Austria National
- Direction: Outbound

- Field: Caller

Prefix 00 for international caller

« Match Pattern: A ([1-9][0-9]+)$

- Replacement Pattern: 00\ 1

+ Description: E.164 to International
- Direction: Outbound

- Field: Caller

Note that both of the rules would match a number starting with 43, so reorder the national

TIP : . e
rule to be above the international one (if it's not already the case).

5.7.4. Outbound Rewrite Rules for Callee

These rules are used to rewrite the called party number immediately before sending out the call on the
network. This gives you an extra flexibility by controlling the way request appears on a wire, when your
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SBC or other device expects the called party number to have a particular tech-prefix. It can be used on
calls to end users too if you want to do some processing in intermediate SIP device, e.g. apply legal
intercept selectively to some subscribers.

Prefix sipsp# for all calls

+ Match Pattern: A ([0-9]+)$

- Replacement Pattern: sipsp#\1

+ Description: Intercept this call
- Direction: Outbound

- Field: Callee

5.7.5. Emergency Number Handling
There are 2 ways to handle calls from local subscribers to emergency numbers in NGCP:

+ Simple emergency number handling: inbound rewrite rules append an emergency tag to the called
number, this will be recognised by NGCP's call routing logic and the call is routed directly to a peer.
Please read the next section for details of simple emergency humber handling.

+ An emergency number mapping is applied: a dedicated emergency number mapping database is
consulted in order to obtain the most appropriate routing number of emergency services. This logic
ensures that the caller will contact the geographically closest emergency service. Please visit the
Emergency Mapping section of the handbook for more details.

Simple Emergency Number Handling Overview

The overview of emergency call processing is as follows:
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(s, )
!

Apply inbound rewrite rules

(Add "emergency_" prefix)

'

Bypass locking and
blocking functions

!

Find the peer
based on emergency prefix

Y

Apply peer rewrite rules

(Use 'emergency_prefix',
‘emergency_suffix' and
‘emergency_cli’ subs. prefs.)

C5 sends the call
to emergency peer

Figure 18. Simple Emergency Call Handling

Configuring Emergency Numbers is also done via Rewrite Rules.

Tagging Inbound Emergency Calls

For Emergency Calls from a subscriber to the platform, you need to define an Inbound Rewrite Rule For
Callee, which adds a prefix emergency_ to the number (and can rewrite the number completely as well
at the same time). If the proxy detects a call to a SIP URI starting with emergency _, it will enter a special
routing logic bypassing various checks which might make a normal call fail (e.g. due to locked or
blocked numbers, insufficient credits or exceeding the max. amount of parallel calls).

Tag an Emergency Call

- Match Pattern: A (911]112)$

- Replacement Pattern: emergency_\1

+ Description: Tag Emergency Numbers
+ Direction: Inbound

- Field: Callee

To route an Emergency Call to a Peer, you can select a specific peering group by adding a peering rule
with a callee prefix set to emergency_ to a peering group.
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Normalize Emergency Calls for Peers

In order to normalize the emergency number to a valid format accepted by the peer, you need to
assign an Outbound Rewrite Rule For Callee, which strips off the emergency_ prefix. You can also use
the variables ${caller_emergency_cli}, ${caller_emergency_prefix} and
${caller_emergency_suffix} as well as ${caller_ac} and ${caller_cc} which are all
configurable per subscriber to rewrite the number into a valid format.

Normalize Emergency Call for Peer

- Match Pattern: "emergency_(.+)$

- Replacement Pattern: ${caller_emergency_prefix}${caller_ac}\1
+ Description: Normalize Emergency Numbers

- Direction: Outbound

- Field: Callee

5.7.6. Emergency Geo-location Formats

A tagged Emergency Call from a subscriber will have Geo-location information attached to the SDP
when emergency_location_object preference is properly set depending on the format defined at
subscriber's emergency_location_format preference.

These are the emergency_location_format formats that Sipwise Cs5 currently supports:

« PIDF-LO (TR Notruf v2)
-+ cirpack (TR Notruf v1)

PIDF-LO format

emergency_provider_info preference must be defined at domain level with application/xml as
content-type and the whole XML with the provider info described. For instance:

<?xml version="1.0" encoding="UTF-8"7?>
<emergencyCall.ProviderInfo
xmlns="urn:ietf:params:xml:ns:emergencyCall.ProviderInfo">
<DataProviderString>Telekom</DataProviderString>
<ProviderID>D150</ProviderID>
<contactURI>sip:+492911234567@telekom.de;user=phone</contactURI>
<ProviderIDSeries>BNetzA</ProviderIDSeries>
</emergencyCall.ProviderInfo>

emergency_location_object preference can be defined at subscriber level with
application/pidf+xml as content-type and the whole XML containing the Geo-location as PIDF-LO.

It can use different location encodings but there are two mandatory elements that need a special value
in order to be replaced by Sipwise C5 at the moment of initiating the emergency call:

« timestamp
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+ retention-expiry

<retention-expiry>$$expiryss$</retention-expiry>
<timestamp>$$ts$$</timestamp>

An example of XML document with the mandatory elements:

<?xml version="1.0" encoding="UTF-8"7?>
<presence
xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geoprivio"
xmlns:gml="http://www.opengis.net/gml"
xmlns:gs="http://www.opengis.net/pidflo/1.0"
xmlns:cl="urn:ietf:params:xml:ns:pidf:geopriviO:civicAddr"
entity="pres:123@t-mobile.de">
<tuple id="arcband">
<status>
<gp:geopriv>
<gp:location-info>
<gml:location>
<gs:ArcBand srsName="urn:ogc:def:crs:EPSG:: 4258"
xmlns:gs="http://www.opengis.net/pidflo/1.0"
xmlns:gml="http://www.opengis.net/gml">
<gml:pos>49.8967 8.6228</gml:pos>
<gs:innerRadius
uom="urn:ogc:def:uom:EPSG: :9001">0</gs:innerRadius>
<gs:outerRadius
uom="urn:ogc:def:uom:EPSG: :9001">2005</gs:outerRadius>
<gs:startAngle
uom="urn:ogc:def:uom:EPSG::9102">328</gs:startAngle>
<gs:openingAngle
uom="urn:ogc:def:uom:EPSG: :9102">64</gs:openingAngle>
</gs:ArcBand>
</gml:location>
<con:confidence>100</con:confidence>
<cl:civicAddress xml:lang="de">
<cl:LOC>Mobilfunkzelle</cl:LOC>
<c'l:ADDCODE>26201F1080939A</cl:ADDCODE>
</cl:civicAddress>
</gp:location-info>
<gp:usage-rules>
<gbp:retransmission-allowed>yes</gbp:retransmission-allowed>
<gbp:retention-expiry>$Sexpiry$s</gbp:retention-expiry>
</gp:usage-rules>
</gp:geopriv>
</status>
<timestamp>$$ts$$</timestamp>
</tuple>
</presence>
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cirpack format

emergency_location_object preference can be defined at subscriber level with

application/vnd.cirpack.isdn-ext as content-type and the hex string. For instance: 7e 0d 04
55 75 69 20 4d 61 6b 65 43 61 6¢C 6C

5.7.7. Assigning Rewrite Rule Sets to Domains and Subscribers

Once you have finished to define your Rewrite Rule Sets, you need to assign them. For sets to be used
for subscribers, you can assign them to their corresponding domain, which then acts as default set for
all subscribers. To do so, go to SettingsDomains and click Preferences on the domain you want the set to
assign to. Click on Edit and select the Rewrite Rule Set created before.

£2 Settings ~

Domain "demo.sipwise.com" - Preferences

Call Blockings

Access Restrictions 1

Number Manipulations

-] rewrite_rule_set 2 defaultdom v 3
[7] extension_in_npn

o inbound_upn From-Username v

@ outbound_from_user User-Provided-Number v

You can do the same in the Preferences of your subscribers to override the rule on a subscriber basis.
That way, you can finely control down to an individual user the dial-plan to be used. Go to Settings
Subscribers, click the Details button on the subscriber you want to edit, the click the Preferences button.

5.7.8. Creating Dialplans for Peering Servers

For each peering server, you can use one of the Rewrite Rule Sets that was created previously as
explained in Configuring Rewrite Rule Sets (keep in mind that special variables ${caller_ac} and
${caller_cc} can not be used when the call comes from a peer). To do so, click on the name of the
peering server, look for the preference called Rewrite Rule Sets.

If your peering servers don't send numbers in E.164 format <cc><ac><sn>, you need to create Inbound
Rewrite Rules for each peering server to normalize the numbers for caller and callee to this format, e.g.
by stripping leading + or put them from national into E.164 format.
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Likewise, if your peering servers don't accept this format, you need to create Outbound Rewrite Rules for
each of them, for example to append a '+' to the numbers.

5.7.9. Call Routing Verification

The Sipwise C5 provides a utility that helps with the verification of call routing among local subscribers
and peers. It is called Call Routing Verification and employs rewrite rules and peer selection rules, in
order to process calling and called numbers or SIP users and find the appropriate peer for the
destination.

The Call Routing Verification utility performs only basic number processing and does not invoke the full
number manipulation logic applied on real calls. The goal is to enable testing of rewrite rules, rather
than validate the complete number processing.
+ What is considered during the test:
subscriber preferences: cli and allowed_clis
domain / subscriber / peer rewrite rules
+ What is not taken into account during the test:
other subscriber or peer preferences

LNP (Local Number Portability) lookup on called humbers; LNP rewrite rules
You can access the utility following the path on Admin web interface: Tools Call Routing Verification.
Expected input data

+ Caller number/uri: 2 formats are accepted in this field:
A simple phone number in international (00431. ., +431..) or E164 (431..) format.
A SIP URI in username@domatin format (without adding "sip:" at the beginning).

+ Callee number/uri: The same applies as for Caller number/uri.

- Caller Type: Select Subscriber or Peer, depending on the source of the call.

- Caller Subscriber or Caller Peer: Optionally, you can select the subscriber or peer explicitly. Without
the explicit selection, however, the Call Routing Verification tool is able to find the caller in the
database, based on the provided number / URI.

- Caller RWR Override, Callee RWR Override, Callee Peer Override: The caller / callee rewrite rules
and peer selection rules defined in domain, subscriber and peer preferences are used for call
processing by default. But you can also override them by explicitly selecting another rewrite or peer
selection rule.

Examples

1. Using only phone numbers and explicit subscriber selection

Input Data:
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Call Routing Verification

Caller number/uri 43993002

Callee number/uri 004312345678

Caller Type @ Subscriber
) Peer

Caller Subscriber

Username

295 43903002

297 43993003

299 43993004

3 439093005

Domain

10.15.18.227

10.15.18.227

10.15.18.227

10.15.18.227

Showing 1 to 4 of 8 entries (filtered from 56 total entries)

Caller Rewrite Rules Override

Callee Rewrite Rules Override

Callee Peer Override

" Expand Groups

Search: 227
Number
51e32173-c8ad-44f1-af30-aled431eb2bf
6febfoea-21c0-4f55-8828-80d546b8998f O
3543a26e-861h-459f-a348-a8eflele%eab O
355773d2-1c08-475c-8858-eaf75bb58c73 O

Figure 19. Call Routing Verif. - Only Numbers - Input

Result:
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caller: 43933002

caller in; 43333002

caller out; +43333002
Ea”EI’L}pr: subscriber C

Log:

found caller subscriber '43

Sipwise NGCP Operations Manual: CE

callee: 004312345678
callee in; 4312345678
callee out; +4312345678

allee type: peer

9%93002@10.15.18.227" with id 285

call from 43993002 using subscriber '439%5%3002@10.15.18.227' id 285

ng caller domain ibound
callee 004312345678 is rewr
caller 43993002 is rejected
'allowed cli' reject policy

callee subscriber lookup ba

no callee subscriber found, performing peer lookup with caller uri 439%53002@10.15.18.227 and ca

llee uri 4312343678 and cal
matched peer 'TestPeerGroup
call to 004312345678 and pe
using callee peer outbound
caller 43993002 is rewritte
callee 4312345678 is rewrit

rewrite rule set 'TestDomainRWRSet' with id 1

itten based on the inbound rules into 4312345678

as it does not match subscriber's 'allowed clis'

is 'override by usernpn’
sed on 4312345678

lee 4312343678
1' with id 1

er host 'TestPeerServerl' (ip: 19592.168.1.2) with i

rewrite rule set 'TestPeerRWRSet' with id 3

n based on the outbound rules into +43553002

ten based on the outbound rules into +4312345678

Figure 20. Call Routing Verif. - Only Numbers - Result

2. Using phone number and URI, without explicit subscriber selection

Input Data:
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Call Routing Verification

Caller number/uri

Callee number/uri

43993003@10.15.18.227

| +431555666

Caller Type @ Subscriber
() Peer
Caller Ssubscriber
# Username Domain uuIiD

Showing 1 to 4 of & entries (filtered from 56 total entries)

Caller Rewrite Rules Override
Callee Rewrite Rules Override

Callee Peer Override

295 43003002 10.15.18.227 51e32173-cBa9-44f1-af30-aled431eb2bf
297 43893003 10.15.18.227 6febfdea-21c0-4f55-8828-80d546b&998F
299 438093004 10.15.18.227 3543a26e-861b-459f-a348-aBefle1efeab
30 43003005 10.15.18.227 355773d2-1c08-475¢-8858-eaf75bb58c73

" Expand Groups

Search: 227

Number

Figure 21. Call Routing Verif. - Number and URI - Input

Result:
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caller: 43933003 callee:
caller in; 433330032 callee in:

caller out: +43333003 callee out:

caller type: subscriber callee type:

Log:

no caller subscriber/peer was specified, using subscriber lockup based on caller 43993003@10.15
.18.227

found caller subscriber "439%3003@10.15.18.227"' with id 297

call from 43993003 using subscriber '4399%3003@10.15.18.227' id 297

using caller domain inbound rewrite rule set 'TestDomainRWRSet' with id 1

callee +43135353666 is rewritten based on the inbound rules inte 431535666

caller 43993003 is rejected as it does not match subscriber's 'allowed clis'

'allowed cli® reject policy is 'override by usernpn'

callee subscriber lookup based on 431333666

no callee subscriber found, performing peer lookup with caller uri 439%53003€10.15.18.227 and ca
llee uri 431553666 and callee 431335666

matched peer 'TestPeerGroupl' with id 1

call to +431555666 and peer host 'TestPeerServerl' (ip: 192.168.1.2) with id 1

using callee peer outbound rewrite rule set 'TestPeerRWRSet' with id 3

caller 43993003 is rewritten based on the outbound rules into +4399%3003

callee 431535666 is rewritten based on the outbound rules inte +4313535666

Figure 22. Call Routing Verif. - Number and URI - Result
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Chapter 6. Billing

This chapter describes the steps necessary to rate calls and export rated CDRs (call detail records) to
external systems.

6.1. Billing Profiles

Service billing on Sipwise C5 is based on billing profiles, which may be assigned to customers and SIP
peerings. The design focuses on a simple, yet flexible approach, to support arbitrary dial-plans without
introducing administrative overhead for the system administrators. The billing profiles may define a
base fee and free time or free money per billing interval. Unused free time or money automatically
expires at the end of the billing interval.

Each profile may have call destinations (usually based on E.164 number prefix matching) with
configurable fees attached. Call destination fees each support individual intervals and rates, with a
different duration and/or rate for the first interval. (e.g.: charge the first minute when the call is opened,
then every 30 seconds, or make it independent of the duration at all) It is also possible to specify
different durations and/or rates for peak and off-peak hours. Peak time may be specified based on
weekdays, with additional support for manually managed dates based on calendar days. The call
destinations can finally be grouped for an overview on user's invoices by specifying a zone in two detail
levels. (E.g.: national landline, national mobile, foreign 1, foreign 2, etc.)

6.1.1. Creating Billing Profiles

The first step when setting up billing data is to create a billing profile, which will be the container for all
other billing related data. Go to SettingsBilling and click on Create Billing Profile.

Create Billing Profiles

Reseller Search:

default

Showing 1 to 1 of 1 entries

l Create Reseller |

Handle mytestprofile

Name My Test Profile

Prepaid

Interval charge
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The fields Reseller, Handle and Name are mandatory.

- Reseller; The reseller this billing profile belongs to.

- Handle: A unique, permanently fixed string which is used to attach the billing profile to a customer
or SIP peering contract.

- Name: A free form string used to identify the billing profile in the Admin Panel. This may be changed
at any time.

- Interval charge: A base fee for the billing interval, specifying a monetary amount (represented as a
floating point number) in whatever currency you want to use.

- Interval free time: If you want to include free calling time in your billing profile, you may specify the
number of seconds that are available every billing interval. See Creating Billing Fees below on how
to select destinations which may be called using the free time.

- Interval free cash: Same as for interval free time above, but specifies a monetary amount which may
be spent on outgoing calls. This may be used for example to implement a minimum turnover for a
contract, by setting the interval charge and interval free cash to the same values.

- Fraud monthly limit: The monthly fraud detection limit (in Cent) for accounts with this billing profile.
If the call fees of an account reach this limit within a billing interval, an action can be triggered.

- Fraud monthly lock: a choice of none, foreign, outgoing, incoming, global. Specifies a lock level
which will be used to lock the account and his subscribers when fraud monthly limit is exceeded.

- Fraud monthly notify: An email address or comma-separated list of email addresses that will
receive notifications when fraud monthly limit is exceeded.

- Fraud daily limit: The fraud detection limit (in Cent) for accounts with this billing profile. If the call
fees of an account reach this limit within a calendar day, an action can be triggered.

- Fraud daily lock: a choice of none, foreign, outgoing, incoming, global. Specifies a lock level which
will be used to lock the account and his subscribers when fraud daily limit is exceeded.

- Fraud daily notify: An email address or comma-separated list of email addresses that will receive
notifications when fraud daily limit is exceeded.

- Currency: The currency symbol for your currency. Any UTF-8 character may be used and will be
printed in web interfaces.

- VAT rate: The percentage of value added tax for all fees in the billing profile. Currently for
informational purpose only and not used further.

+ VAT included: Whether VAT is included in the fees entered in web forms or uploaded to the
platform. Currently for informational purpose only and not used further.

6.1.2. Creating Billing Fees
Each Billing Profile holds multiple Billing Fees.

To set up billing fees, click on the Fees button of the billing profile you want to configure. Billing fees
may be uploaded using a configurable CSV file format, or entered directly via the web interface by
clicking Create Fee Entry. To configure the CSV field order for the file upload, rearrange the entries in
the www_adminfees_csvelement_order array in /etc/ngcp-config/config.yml and execute the command
ngcpcfg apply ‘changed fees element order'. The following is an example of working CSV file to upload
(pay attention to double quotes):
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n . n s ll/\lll ,Out, IIEUII s IIZONE
EU",5.37,60,5.37,60,5.37,60,5.37,60,0,0,regex_longest_pattern
"AQL1.+$","N02145.+$" ,out,"AT","ZONE
Test",0.06250,1,0.06250,1,0.01755,1,0.01733,1,0,regex_longest_pattern,30
,0.01,30,0.01

For input via the web interface, fill in the text fields accordingly.

Create Billing Fees

Search:

Zone Detail

testzone <

created by
"Create Zone"tutron below
Showing 1 to 1 of 1 entries =t |_ PIE=E

1

Source

Destination

Direction | outbound

Onpeak init rate

A billing fee record essentially defines the rate per interval to charge the customer when calling a
particular destination number. The properties below outline supported options in detail:

- Zone: A zone for a group of fees. May be used to group fees for simplified display, e.g. on invoices.
(e.g. foreign zone 1)

- Match Mode: The mode for matching a fee's source and destination patterns against a CDR's source
fields (the caller given by <source_cli>@<source_domain> or <source_cli> only) and
destination fields (the callee given by <destination_user_in>@<destination_domain> or
<destination_user_in> only). Each of the currently supported modes below provide different
flexibility and speed:

1 Exact string (destination): The destination string has to match the destination from the CDR
exactly. Fastest, O(log(#fees)). In csv files, this match mode is specified by
exact_destination.

2. Prefix string: The fee's source/destination represent strings which both the source/destination
from the CDR have to start with. The fee with the longest destination prefix is picked. If there are
multiple, the one with the longest source prefix is picked. In contrast to regular-expression
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based match modes, this algorithm uses database index lookups instead of SQL REGEXP table
scans. The performance boundary is O(length(cdr src) * length(cdr dest) * log(#fees)), hence this
will be the preferred mode for tens of thousands of fees in place or high throughput (LCR, rating
peer-to-peer calls). In csv files, this match mode is specified by prefix.

3. Regular expression - longest match: The fee's source/destination patterns represent PCREs
which both have to match the source/destination from the CDR. The fee with the longest match
within the destination string is picked. If there are multiple, the one with the longest match within
the source string is picked. In csv files, this match mode is specified by regex_longest_match.

4. Regular expression - longest pattern: The fee's source/destination represent PCREs which both
have to match the source/destination from the CDR. The fee with the longest (most distinctive)
destination pattern is picked. If there are multiple, the one with the longest (most distinctive)
source pattern is picked. In csv files, this match mode is specified by
regex_longest_pattern.

If fees with different match mode are in place and matching, the precedence is given by above
order. When omitted in file uploads, the legacy default regex_longest_patternis used.

+ Source:! The source pattern (prefix ie. 123 or regular expression
N123someone@sip\.sipwise\.com$). The legacy default "." regular expression (matching
everything) will be set implicitly.

- Destination: The destination pattern (string ie. 456somebody@sip.sipwise.com, prefix ie. 456 or
regular expression "456somebody@sip\.sipwise\.com$). This field must be set.

To specify a special fixed rate for any ported number in the local LNP tables belonging to an
LNP provider, a fee with exact_destination match mode and destination lnp:<lnp
provider ID> can be setup.

To specify an FCI (Furnished Charging Info) destination for cases when the FCI data is retrieved
from the LNP lookup, use a format fci=10050 where "10050" is the FCl data.

- Direction: Outbound for standard origination fees (applies to callers placing a call and getting billed
for that) or Inbound for termination fees (applies to callees if you want to charge them for receiving
various calls, e.g. for 800-numbers). If in doubt, use Outbound. If you upload fees via CSV files, use
out or in, respectively.

The {match mode, source, destination, direction} combination needs to be unique
for a billing profile. The system will return an error if such a set is specified twice

IMPORTANT via web interface/ or /api, or skipped when processing the file upload. When
uploading fees, the Purge Existing checkbox allows to drop all existing fees
before creating the records.

There are several internal services (vsc, conference, voicebox) which will need a
specific destination entry with a domain-based destination. If you don't want to
charge the same (or nothing) for those services, add a fee for destination
\.local$ there. If you want to charge different amounts for those services,
break it down into separate fee entries for @vsc\.locals,
@conference\.local$ and @voicebox\.local$ with the according fees.
NOT CREATING EITHER THE CATCH-ALL FEE OR THE SEPARATE FEES FOR
THE .local DOMAIN WILL BREAK YOUR RATING PROCESS!

IMPORTANT

- Onpeak init rate: The rate for the first rating interval in cent (of whatever currency, represented as a
floating point number) per second. Applicable to calls during onpeak hours.

- Onpeak init interval: The duration of the first billing interval, in seconds. Applicable to calls during
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onpeak hours.

- Onpeak follow rate: The rate for subsequent rating intervals in cent (of whatever currency,

represented as a floating point humber) per second. Applicable to calls during onpeak hours.
Defaults to onpeak init rate.

- Onpeak follow interval: The duration of subsequent billing intervals, in seconds. Applicable to calls

during onpeak hours. Defaults to onpeak init interval.

- Offpeak init rate: The rate for the first rating interval in cent (of whatever currency, represented as a

floating point number) per second. Applicable to calls during off-peak hours. Defaults to onpeak init
rate.

- Offpeak init interval: The duration of the first billing interval, in seconds. Applicable to calls during

off-peak hours. Defaults to onpeak init interval.

- Offpeak follow rate: The rate for subsequent rating intervals in cent (of whatever currency,

represented as a floating point number) per second. Applicable to calls during off-peak hours.
Defaults to offpeak init rate if that one is specified, or to onpeak follow rate otherwise.

- Offpeak follow interval: The duration of subsequent billing intervals, in seconds. Applicable to calls

during off-peak hours. Defaults to offpeak init interval if that one is specified, or to onpeak follow
interval otherwise.

- Onpeak use free time: Specifies whether free time minutes may be used when calling this

destination during onpeak hours. Specified in the file upload as 0, nlol, flalsel and 1, yles], tlruel
respectively.

- Offpeak use free time: Specifies whether free time minutes may be used when calling this

destination during off-peak. Specified in the file upload as 0, nlo], flalsel and 1, yles], tlruel
respectively.

- Onpeak extra second: If defined, an extra rate will be charged at the given second of call time for

post-paid calls. Applicable to calls started during onpeak hours.

- Onpeak extra rate: The rate to charge if the call time exceeds extra second in cent (of whatever

currency, represented as a floating point number). Applicable to calls started during onpeak hours.

- Offpeak extra second: See onpeak extra second. Applicable to calls started during offpeak hours.

- Offpeak extra rate: See onpeak extra rate. Applicable to calls started during offpeak hours.

6.1.3. Creating Off-Peak Times

To be able to differentiate between on-peak and off-peak calls, the platform stores off-peak times for
every billing profile based on weekdays and/or calendar days. To edit the settings for a billing profile,
go to SettingsBilling and press the Off-Peaktimes button on the billing profile you want to configure.

To set off-peak times for a weekday, click on Edit next to the according weekday. You will be presented
with two input fields which both receive a timestamp in the form of hh:mm:ss specifying a time of day
for the start and end of the off-peak period. If any of the fields is left empty, the system will
automatically insert 00:00:00 (start field) or 23:59:59 (end field). Click on Add to store the setting in the
database. You may create more than one off-peak period per weekday. To delete a range, click Delete
next to the entry. Click the close icon when done.
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Edit Monday

00:00:00 _| 07:59:59

To specify off-peak ranges based on calendar dates, click on Create Special Off-Peak Date. Enter a date
in the form of YYYY-MM-DD hh:mm:ss into the Start Date/Time input field and End Date/Time input field
to define a range for the off-peak period.

Create Date Definitions

1 Start Date/Time  2013-12-24 00:00:00

End Date/Time  2013-12-24 23:59:59
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6.2. Fraud Detection and Locking

The Sipwise C5 supports a fraud detection feature, which is designed to detect accounts causing
unusually high customer costs, and then to perform one of several actions upon those accounts. This
feature can be enabled and configured through two sets of billing profile options described in Creating
Billing Profiles, namely the monthly (fraud monthly limit, fraud monthly lock and fraud monthly notify) and
daily limits (fraud daily limit, fraud daily lock and fraud daily notify). Either monthly/daily limits or both of
them can be active at the same time.

As soon as call costs of a CDR are determined by rate-o-mat, database tables for bookkeeping daily
and monthly sums are updated. Fraud lock levels will be applied instantly in case of a fraud event - that
is when either the fraud monthly limit or fraud daily limit got exceeded. If fraud lock is set to anything
other than none, it will lock the account's subscribers accordingly (e.g. if fraud lock is set to outgoing,
the account will be locked for all outgoing calls).

A background script (managed by cron daemon, running every 10 minutes by default) automatically
checks recent fraud events. An email will be sent to the address given by fraud notify, if set. The email
will contain information about which account is affected, which subscribers within that account are
affected, the current account balance and the configured fraud limit, and also whether or not the
account was locked in accordance with the fraud lock setting. It should be noted that this email is
meant for the administrators or accountants etc., and not necessarily for the customer.

6.2.1. Fraud Lock Levels

Fraud lock levels are various protection (and notification) settings that are applied to subscribers of a
Customer, if fraud detection is enabled in the currently active billing profile and the Customer's daily or
monthly fraud limit has been exceeded.

The following lock levels are available:

- none: no account locking will happen
- foreign calls: only calls within the subscriber's own domain, and emergency calls, are allowed
- all outgoing calls: subscriber cannot place any calls, except calls to emergency destinations

- incoming and outgoing: subscriber cannot place and receive any calls, except calls to emergency
destinations

- global: same restrictions as at incoming and outgoing level, additionally subscribers are not allowed
to access the Customer Self Care (CSC) interface

- ported: only automatic call forwarding, due to number porting, is allowed

You can override fraud detection and locking settings of a billing profile on a

IMPORTANT per-account basis via REST API or the Admin interface.

Accounts that were automatically locked by the fraud detection feature will not be
automatically unlocked (e.g. if either a limit is lowered or the next day/month starts).

CAUTION This has to be done manually through the administration panel or through the
provisioning interface.
NOTE It is possible to fetch the list of fraud events and thus get fraud status of Customers by

using the REST API and referring to the resource: /api/customerfraudevents.
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6.3. Notes on Billing and Call Rating

Cash balance with post-paid billing profile

Customers with a post-paid billing profile may have a positive account cash balance value. This is t
regular case when using a post-paid billing profile showing a free cash greater than '0".

You can set the free cash (and the free time) in the billing profile. The account balance will
TIP be set and managed (i.e. refilled or carried over) automatically for subsequent balance
intervals.

In case the account has a positive cash balance, the cost of the call will be deducted from that balan
and not considered as additional cost of that particular call for the customer.

The rating engine (ngcp-rate-o-mat) in Sipwise C5 will write '0" instead of the real
cost of a call in the CDR, if the source customer's (who initiated the call) account
has a positive cash balance! The purpose of this is to reflect the usage of free
cash in the CDR for the particular call.

IMPORTANT

It might happen, for instance, that a customer's billing profile is changed from pre-paid
NOTE to post-paid, and the customer already had a positive cash balance on his account. In
that case the same call rating mechanism is involved as for the free cash.

6.4. Billing Data Export

he

ce

Regular billing data export is done using CSV (comma separated values) files which may be
downloaded from the platform using the cdrexport user which has been created during the installation.

There are two types of exports. One is CDR (Call Detail Records) used to charge for calls made
subscribers, and the other is EDR (Event Detail Records) used to charge for provisioning events li
enabling certain features.

6.4.1. Glossary of Terms

by
ke

Billing records contain fields that hold data of various entities that play a role in the phone service
offered by Sipwise Cs. For a better understanding of billing data please refer to the glossary provided

here:

+ Account: the customer's account that is charged for calls of its subscriber(s)

- Carrier: a SIP peer that sends incoming calls to, or receives outgoing calls from NGCP. A carrier may
charge fees for the outgoing calls from Sipwise C5 (outbound billing fee), or for the incoming calls
to Sipwise C5 (inbound billing fee).

- Contract: the service contract that represents a customer, a reseller or a SIP peer; a contract on
Sipwise C5 contains the billing profile (billing fees) too

- Customer: the legal entity that represents any number of subscribers; this entity receives the bills
for calls of its subscriber(s)

+ Provider: either the reseller that holds a subscriber who is registered on NGCP, or the SIP peer that
handles calls between an external subscriber and NGCP

- Reseller: the entity who is the direct, administrative service provider of a group of customers and
subscribers registered on NGCP; Sipwise C5 operator may also charge a reseller for the calls
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initiated or received by its subscribers

+ User: the subscriber who either is registered on NGCP, or is an external call party

6.4.2. File Name Format

In order to be able to easily identify billing files, the file names are constructed by the following fixed-
length fields:

<prefix><separator><version><separator><timestamp><separator><sequence
number><suffix>

The definition of the specific fields is as follows:

Table 2. CDR/EDR export file name format

File name element Length  Description

<prefix> 7 A fixed string. Always sipwise.

<separator> 1 A fixed character. Always _.

<version> 3 The format version, a three digit number. Currently 007.
<timestamp> 14 The file creation timestamp in the format YYYYMMDDhhmmss.
<sequence number> 10 A unique 10-digit zero-padded sequence number for quick

identification.

<suffix> 4 A fixed string. Always .cdr or .edr.

A valid example filename for a CDR billing file created at 2012-03-10 14:30:00 and being the 42nd file
exported by the system, is:

sipwise_007_20130310143000_0000000042.cdr

6.4.3. File Format

Each billing file consists of three parts: one header line, zero to 5000 body lines and one trailer line.

File Header Format

The billing file header is one single line, which is constructed by the following fields:

<version>,<number of records>

The definition of the specific fields is as follows:

Table 3. CDR/EDR export file header line format
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Body Element Lengt Type  Description
h
<version> 3 zero-  The format version. Currently 007.
padded
uint
<number of records> 4 zero-  The number of body lines contained in the file.
padded
uint

A valid example for a Header is:

007,0738

File Body Format for Call Detail Records (CDR)

The body of a CDR consists of a minimum of zero and a default maximum of 5000 lines. The platform
operator can configure the maximum number of lines kept in a file by updating the
cdrexport.max_rows_per_file parameter in /etc/ngcp-config/configiyml file. Each line holds one call
detail record in CSV format and is constructed by a configurable set of fields, all of them enclosed in
single quotes.

The following table defines the default set of fields that are inserted into the CDR file, for exports
related to system scope. The list of fields is defined in /etc/ngcp-config/configyml file,
cdrexportadmin_export_fields parameter.

Table 4. Default set of system CDR fields

Body Element Lengt Type Description
h
CDR_ID 1-10 uint Internal CDR ID.
UPDATE_TIME 19  timestamp Timestamp of last modification,

including date and time (with
seconds precision).

SOURCE_USER_ID 36 string  Internal UUID of calling party
subscriber. Value is 0 if calling
party is external.

SOURCE_PROVIDER_ID 0-255 string Internal ID of the contract of calling
party provider (i.e. reseller or peer).
SOURCE_EXTERNAL_SUBSCRIBER_ID 0-255 string  External, arbitrary ID of calling

party subscriber. (A string value
shown as "External ID" property of
an Sipwise C5 subscriber.)

SOURCE_SUBSCRIBER_ID 1-11 uint Internal ID of calling party
subscriber. Value is 0 if calling
party is external.
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Body Element

SOURCE_EXTERNAL_CONTRACT_ID

SOURCE_ACCOUNT_ID

SOURCE_USER
SOURCE_DOMAIN
SOURCE_CLI
SOURCE_CLIR
SOURCE_IP
DESTINATION_USER_ID

DESTINATION_PROVIDER_ID

DESTINATION_EXTERNAL_SUBSCRIBER_ID

DESTINATION_SUBSCRIBER_ID

DESTINATION_EXTERNAL_CONTRACT_ID

DESTINATION_ACCOUNT_ID

DESTINATION_USER
DESTINATION_DOMAIN
DESTINATION_USER_IN

DESTINATION_DOMAIN_IN

DESTINATION_USER_DIALED

PEER_AUTH_USER
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Lengt

0-255

1-11
0-255

0-255
0-64

0-64
36

0-255

0-255

1-11

0-255

1-11

0-255
0-255
0-255

0-255

0-255

0-255

Type

string

uint

string
string
string
uint
string
string

string

string

uint

string

uint

string
string

string

string

string

string
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Description

External, arbitrary ID of calling
party customer. (A string value
shown as "External ID" property of
an Sipwise C5 customer/peer.)

Internal ID of calling party
customer.

SIP username of calling party.

SIP domain of calling party.

CLI of calling party in E.164 format.
1 for calls with CLIR, © otherwise.
IP Address of the calling party.

Internal UUID of called party
subscriber. Value is 0 if called
party is external.

Internal ID of the contract of called
party provider (i.e. reseller or peer).

External, arbitrary ID of called party
subscriber. (A string value shown
as "External ID" property of an
Sipwise C5 subscriber.)

Internal ID of called party
subscriber. Value is 0 if calling
party is external.

External, arbitrary ID of called party
customer. (A string value shown as
"External ID" property of an Sipwise
Cs customer/peer.)

Internal ID of called party
customer.

Final SIP username of called party.
Final SIP domain of called party.

Incoming SIP username of called
party, after applying inbound
rewrite rules.

Incoming SIP domain of called
party, after applying inbound
rewrite rules.

The user-part of the SIP Request
URI as received by NGCP.

Username used to authenticate
towards peer.
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Body Element

PEER_AUTH_REALM

CALL_TYPE

CALL_STATUS

CALL_CODE
INIT_TIME

START_TIME
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Lengt Type
h

0-255 string

3-4 string
2-8 string
3 string

23 timestamp

23 timestamp

Sipwise NGCP Operations Manual: CE

Description

Realm used to authenticate
towards peer.

The type of the call - one of:
call: normal call

cfu: call forward unconditional
cfb: call forward busy

cft: call forward timeout

cfna: call forward not available
cfs: call forward for SMS

cfr; call forward on response

cfo: call forward on overflow

The final call status - one of:
ok: successful call
busy: called party busy

noanswer: no answer from called
party

cancel: cancel from caller
offline called party offline
timeout: no reply from called party

other: unspecified, see CALL_CODE
field for details

The final SIP status code.

Timestamp of call initiation (SIP
'INVITE' received from calling
party). Includes date, time with
milliseconds (3 decimals).

Timestamp of call establishment
(final SIP response received from
called party). Includes date, time
with milliseconds (3 decimals).
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Body Element

DURATION

END_TIME
INIT_TIME_TRUNCATED
START_TIME_TRUNCATED
END_TIME_TRUNCATED
TIMEZONE

INIT_TIME_LOCALIZED

START_TIME_LOCALIZED

END_TIME_LOCALIZED

INIT_TIME_LOCALIZED_TRUNCATED

START_TIME_LOCALIZED_TRUNCATED

END_TIME_LOCALIZED_TRUNCATED

CALL_ID
RATING_STATUS
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Lengt
h

4-13

23
19
19
19
100

23

23

23

19

19

19

0-255
2-7

Type

fixed
precision (3
decimals)

timestamp
timestamp
timestamp
timestamp

string

timestamp

timestamp

timestamp

timestamp

timestamp

timestamp

string

string

Chapter 6. Billing

Description

Length of call (calculated from
START_TIME) including
milliseconds (3 decimals).

START_TIME plus DURATION.
INIT_TIME without milliseconds.
START_TIME without milliseconds.
END_TIME without milliseconds.

The name of the local subscriber's
active timezone, defined by the
contact of the
subscriber/contract/reseller. The
caller's timezone is used for
outgoing calls. For calls from
external subscribers, the callee's
timezone is used. System
timezone (defined in config.yml) is
used for transit calls.

INIT_TIME, converted to
TIMEZONE.

START_TIME, converted to
TIMEZONE.

END_TIME, converted to
TIMEZONE.

INIT_TIME_LOCALIZED without
milliseconds.

START_TIME_LOCALIZED without
milliseconds.

END_TIME_LOCALIZED without
milliseconds.

The SIP Call-ID.

The internal rating status of the
CDR - one of:

unrated: not rated

ok: successfully rated

failed: error while rating
Currently always ok or unrated,

depending on whether rating is
enabled or not.
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Body Element

RATED_AT

SOURCE_CARRIER_COST

SOURCE_CUSTOMER_COST

SOURCE_CARRIER_ZONE

SOURCE_CUSTOMER_ZONE

SOURCE_CARRIER_DETAIL

SOURCE_CUSTOMER_DETATIL

SOURCE_CARRIER_FREE_TIME

SOURCE_CUSTOMER_FREE_TIME
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Lengt
h

0-19

7-14

7-14

0-127

0-127

0-127

0-127

1-10

1-10

Type

datetime

fixed
precision
(6
decimals)

fixed
precision
(6
decimals)

string

string

string

string

uint

uint
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Description

Time of rating, including date and
time (with seconds precision).
Empty if CDR is not rated.

The originating carrier cost that the
carrier (i.e. SIP peer) charges for
the calls routed to his network, or
empty if CDR is not rated.

PLEASE NOTE: Only available in
system exports, not for resellers.

The originating customer cost, or
empty if CDR is not rated.

Name of the originating carrier
billing zone, or onnet if data is not
available.

PLEASE NOTE: Only available in
system exports, not for resellers.

Name of the originating customer
billing zone, or empty if CDR is not
rated.

Description of the originating
carrier billing zone, or platform
internal if data is not available.

PLEASE NOTE: Only available in
system exports, not for resellers.

Description of the originating
customer billing zone, or empty if
CDR is not rated.

The number of free time seconds
used on originating carrier side, or
empty if CDR is not rated.

PLEASE NOTE: Only available in
system exports, not for resellers.

The number of free time seconds
used from the originating
customer's account balance, or
empty if CDR is not rated.
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Body Element

DESTINATION_CARRIER_COST

DESTINATION_CUSTOMER_COST

DESTINATION_CARRIER_ZONE

DESTINATION_CUSTOMER_ZONE

DESTINATION_CARRIER_DETAIL

DESTINATION_CUSTOMER_DETAIL

DESTINATION_CARRIER_FREE_TIME

DESTINATION_CUSTOMER_FREE_TIME

SOURCE_RESELLER_COST
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Lengt
h

7-14

7-14

0-127

0-127

0-127

0-127

1-10

1-10

7-14

Type

fixed
precision
(6
decimals)

fixed
precision
(6
decimals)

string

string

string

string

uint

uint

fixed
precision
(6
decimals)
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Description

The terminating carrier cost, or
empty if CDR is not rated.

PLEASE NOTE: Only available in
system exports, not for resellers.

The terminating customer cost, or
empty if CDR is not rated.

Name of the terminating carrier
billing zone, or onnet if data is not
available.

PLEASE NOTE: Only available in
system exports, not for resellers.

Name of the terminating customer
billing zone, or empty if CDR is not
rated.

Description of the terminating
carrier billing zone, or empty if
CDR is not rated.

PLEASE NOTE: Only available in
system exports, not for resellers.

Description of the terminating
customer billing zone, or empty if
CDR is not rated.

The number of free time seconds
used on terminating carrier side, or
empty if CDR is not rated.

PLEASE NOTE: Only available in
system exports, not for resellers.

The number of free time seconds
used from the terminating
customer's account balance, or
empty if CDR is not rated.

The originating reseller cost, or
empty if CDR is not rated.

PLEASE NOTE: Only available in
system exports, not for resellers.
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Body Element

SOURCE_RESELLER_ZONE

SOURCE_RESELLER_DETAIL

SOURCE_RESELLER_FREE_TIME

DESTINATION_RESELLER_COST

DESTINATION_RESELLER_ZONE

DESTINATION_RESELLER_DETAIL

DESTINATION_RESELLER_FREE_TIME

<line_terminator>

Copyright © Sipwise GmbH - All rights reserved

Lengt
h

0-127

0-127

1-10

7-14

0-127

0-127

1-10

1

Type

string

string

uint

fixed
precision
(6
decimals)

string

string

uint

string
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Description

Name of the originating reseller
billing zone, or empty if CDR is not
rated.

PLEASE NOTE: Only available in
system exports, not for resellers.

Description of the originating
reseller billing zone, or empty if
CDR is not rated.

PLEASE NOTE: Only available in
system exports, not for resellers.

The number of free time seconds
used from the originating reseller's
account balance, or empty if CDR
is not rated.

PLEASE NOTE: Only available in
system exports, not for resellers.

The terminating reseller cost, or
empty if CDR is not rated.

PLEASE NOTE: Only available in
system exports, not for resellers.

Name of the terminating reseller
billing zone, or empty if CDR is not
rated.

PLEASE NOTE: Only available in
system exports, not for resellers.

Description of the terminating
reseller billing zone, or empty if
CDR is not rated.

PLEASE NOTE: Only available in
system exports, not for resellers.

The number of free time seconds
used from the terminating
reseller's account balance, or
empty if CDR is not rated.

PLEASE NOTE: Only available in
system exports, not for resellers.

Always \n (special char LF - ASCII
Ox0A).
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A valid example of one body line of a rated CDR is (line breaks added for clarity):

'15','2013-03-26 22:09:11"', 'a84508a8-d256-4c80-a84e-
820099a827b0','1',"', "1, "',

'2', 'testuserl','192.168.51.133','4311001','0','192.168.51.1",
'94d85b63-8f4b-43f0-b3b0-221c9e3373f2"','1"',"",'3',"'','4"' 'testuser3’,
'192.168.51.133', '"testuser3','192.168.51.133"', "testuser3','', "', 'call’',"
ok','200',

'2013-03-25 20:24:50.890','2013-03-25 20:24:51.460"','10.880"','44449842",
'ok','2013-03-25 20:25:27','0.00','24.00', 'onnet', 'testzone', 'platform
internal',

'testzone','0','0','0.00','200.00','"',"'foo',"'"','foo','0"','0",
I0.00I,II,II,IOI,I0.00I,II,II,IOI

The format of the CDR export files generated for resellers (as opposed to the complete system-wide
export) is identical except for a few missing fields.

Please check the description of fields in the table above, in order to see which fields are

NOTE omitted for reseller related CDR exports.

The list of fields for reseller CDR export is defined in /etc/ngcp-config/configyml file,
cdrexport.reseller_export_fields parameter.

Extra fields that can be exported to CDRs
Supplementary Data

There are fields in CDR database that contain supplementary data related to subscribers. This data is
not used by Sipwise Cs5 for CDR processing but rather provides the system administrator with a
possibility to include supplementary information in CDRs.

This informational section is meant for problem solving / debugging purpose: The
NOTE supplementary data listed in following table is stored in
provisioning.voip_preferences database table.

Table 5. Supplementary data in CDR fields

Body Element Lengt Type Description
h

SOURCE_GPPO 0-255 string  Supplementary data field 0 of calling party.
SOURCE_GPP1 0-255 string  Supplementary data field 1 of calling party.
SOURCE_GPP2 0-255 string  Supplementary data field 2 of calling party.
SOURCE_GPP3 0-255 string  Supplementary data field 3 of calling party.
SOURCE_GPP4 0-255 string  Supplementary data field 4 of calling party.
SOURCE_GPP5 0-255 string  Supplementary data field 5 of calling party.
SOURCE_GPP6 0-255 string  Supplementary data field 6 of calling party.
SOURCE_GPP7 0-255 string  Supplementary data field 7 of calling party.
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Body Element Lengt Type Description
h

SOURCE_GPP8 0-255 string  Supplementary data field 8 of calling party.
SOURCE_GPP9 0-255 string  Supplementary data field 9 of calling party.
DESTINATION_GPPO 0-255 string  Supplementary data field 0 of called party.
DESTINATION_GPP1 0-255 string  Supplementary data field 1 of called party.

DESTINATION_GPP2 0-255 string  Supplementary data field 2 of called party.

DESTINATION_GPP3 0-255 string  Supplementary data field 3 of called party.
DESTINATION_GPP4 0-255 string  Supplementary data field 4 of called party.
DESTINATION_GPP5 0-255 string  Supplementary data field 5 of called party.
DESTINATION_GPP6 0-255 string  Supplementary data field 6 of called party.
DESTINATION_GPP7 0-255 string  Supplementary data field 7 of called party.
DESTINATION_GPP8 0-255 string  Supplementary data field 8 of called party.
DESTINATION_GPPS 0-255 string  Supplementary data field g of called party.

Account balance details (prepaid calls)

There are fields in CDR database that show changes in cash or free time balance. In addition to that, a
history of billing packages / profiles may also be present, since Sipwise C5 vouchers, that are used to
top-up, may also be set up to cause a transition of profile packages. (Which in turn can result in
changing the billing profile/applicable fees). Therefore the billing package and profile valid at the time
of the CDR are recorded and exposed as fields for CDR export.

TIP Such fields may also be required to integrate Sipwise C5 with legacy billing systems.

Please be aware that pre-paid billing functionality is only available in Sipwise C5 PRO

NOTE and Sipwise C5 CARRIER products.

The name of CDR data field consists of the elements listed below:

1. sourceldestination: decides if the data refers to calling (source) or called (destination) party
2. carrier|reseller|customer: the account owner, whose billing data is referred
3. data type:

1. cash_balancelfree_time_balance _ beforelafter: cash balance or free time balance, before or
after the call

2. profile_package_id|contract_balance_id: internal ID of the active pre-paid billing profile or the
account balance

Examples:

+ source_customer_cash_balance_before

- destination_customer_profile_package_id

For calls spanning multiple balance intervals, the latter one will be selected, that

IMPORTANT is the balance interval where the call ended.
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Distinguish between on-net and off-net calls CDRs

On-net calls (made only between devices on your network) are sometimes treated differently from off-
net calls (terminated to or received from a peer) in external billing systems.

To distinguish between on-net and off-net calls in such a billing systems, check the source_user._id
and destination_user_id fields. For on-net calls, both fields will have a different from zero value
(actually, a UUID).

File Body Format for Event Detail Records (EDR)

The body of an EDR consists of a minimum of zero and a maximum of 5000 lines. The platform operator
can configure the maximum number of lines kept in a file by updating the
eventexport max_rows_per_file parameter in /etc/ngcp-config/config.yml file. Each line holds one call
detail record in CSV format and is constructed by the fields as per the subsequent table.

The following table defines the default set of fields that are inserted into the EDR file, for exports
related to system scope. The list of fields is defined in /etc/ngcp-config/configyml file,
eventexportadmin_export_fields parameter.

Table 6. Default set of system EDR fields

Body Element Lengt Type Description
h
EVENT_ID 1-11 uint Internal EDR ID.
TYPE 0-255 string  The type of the event - one of:

start_profile: A subscriber profile has been newly
assigned to a subscriber.

end_profile: A subscriber profile has been
removed from a subscriber.

update_profile: A subscriber profile has been
changed for a subscriber.

start_huntgroup: A subscriber has been
provisioned as PBX / hunting group.

end_huntgroup: A subscriber has been
deprovisioned as PBX / hunting group.

start_ivr: A subscriber has a new call-forward to
Auto-Attendant.

end_ivr; A subscriber has removed a call-forward
to Auto-Attendant.

CONTRACT_EXTERNAL_ID 0-255 string  The external ID of the customer. (A string value
shown as "External ID" property of an Sipwise C5
customer))
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Body Element Lengt Type
h
COMPANY 0-127 string
SUBSCRIBER_EXTERNAL_ID 0-255 string
PRIMARY_NUMBER 0-64 string
OLD_PROFILE_NAME 0-255 string
NEW_PROFILE_NAME 0-255 string
TIMESTAMP 23 timestamp

Copyright © Sipwise GmbH - All rights reserved
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Description

The company name of the customer's contact.

The external ID of the subscriber. (A string value
shown as "External ID" property of an Sipwise C5
subscriber.)

PLEASE NOTE: This field is empty in case of
start_huntgroup and end_huntgroup events.

The VolP number of the subscriber with the
highest ID (DID or primary number).

The old status of the event. Depending on the
event_type:

start_profile: Empty.

end_profile: The name of the subscriber profile
which got removed from the subscriber.

update_profile: The name of the former subscriber
profile which got updated.

start_huntgroup: Empty.
end_huntgroup: Empty.
start_ivr: Empty.

end_ivr: Empty.

The new status of the event. Depending on the
event_type:

start_profile: The name of the subscriber profile
which got assigned to the subscriber.

end_profile: Empty:.

update_profile: The name of the new subscriber
profile which got applied.

start_huntgroup: Empty.
end_huntgroup: Empty.
start_ivr: Empty.

end_ivr: Empty.

Timestamp of event. Includes date, time with
milliseconds (3 decimals).
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Body Element Lengt Type Description
h
RESELLER_ID 1-11 uint Internal ID of the reseller which the event belongs
to.

PLEASE NOTE: Only available in system exports, not
for resellers.

<line_terminator> 1 string A fixed character. Always \n (special char LF -
ASCII OX0A).

A valid example of one body line of an EDR is (line breaks added for clarity):

"1","start_profile","sipwise_ext_customer_id_4","Sipwise GmbH",
"sipwise_ext_subscriber_id_44","436667778","","1","2014-06-19
LAl BAg @AW Wl

The format of the EDR export files generated for resellers (as opposed to the complete system-wide
export) is identical except for a few missing fields.

Please check the description of fields in the table above, in order to see which fields are

NOTE omitted for reseller related EDR exports.

The list of fields for reseller EDR export is defined in /etc/ngcp-config/configyml file,
eventexport.reseller_export_fields parameter.

Extra fields that can be exported to EDRs

There are fields in EDR database that contain supplementary data related to subscribers, for example
subscriber phone numbers are such data.

Table 7. Supplementary data in EDR fields

Body Element Lengt Type Description
h

SUBSCRIBER_PROFILE_SET_ 0-255 string  The subscriber's profile set name.
NAME

PILOT_SUBSCRIBER_PROFIL 0-255 string  The profile set name of the subscriber's pilot
E_SET_NAME subscriber.

PILOT_SUBSCRIBER_PROFIL 0-255 string  The profile name of the subscriber's pilot
E_NAME subscriber.

FIRST_NON_PRIMARY_ALIAS o0-255 string  The subscriber's non-primary alias with lowest ID,
_USERNAME_BEFORE before number updates during the operation.

FIRST_NON_PRIMARY_ALIAS 0-255 string  The subscriber's non-primary alias with lowest ID,
~USERNAME_AFTER after number updates during the operation.

PILOT_FIRST_NON_PRIMARY 0-255 string  The non-primary alias with lowest ID of the
_ALIAS_USERNAME_BEFORE subscriber's pilot subscriber, before number
updates during the operation.
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Body Element Lengt Type Description

PILOT_FIRST_NON_PRIMARY o0-255 string  The non-primary alias with lowest ID of the
_ALIAS_USERNAME_AFTER subscriber's pilot subscriber, after number
updates during the operation.

NON_PRIMARY_ALIAS_USERN 0-255 string  The non-primary alias of a subscriber affected by
AME anupdate_profile, start_profileor
end_profile event to track number changes.

PRIMARY_ALIAS_USERNAME_ 0-255 string  The subscriber's primary alias, before number
BEFORE updates during the operation.

PRIMARY_ALIAS_USERNAME_ 0-255 string  The subscriber's primary alias, after number
AFTER updates during the operation.

PILOT_PRIMARY_ALIAS_USE o0-255 string  The primary alias of the subscriber's pilot
RNAME_BEFORE subscriber, before number updates during the
operation.

PILOT_PRIMARY_ALIAS_USE o0-255 string  The primary alias of the subscriber's pilot
RNAME_AFTER subscriber, after number updates during the

operation.

FIRST_NON_PRIMARY_ALIAS 0o-255 string  Equals

_USERNAME_BEFORE_AFTER FIRST_NON_PRIMARY_ALIAS_USERNAME_BEFORE
, if the value is not NULL, otherwise it's the same
as

FIRST_NON_PRIMARY_ALTIAS_USERNAME_AFTER.
PILOT_FIRST_NON_PRIMARY 0-255 String Equa[g

_ALTAS_USERNAME_BEFORE_ PILOT_FIRST_NON_PRIMARY_ALIAS_USERNAME_

AFTER BEFORE, if the value is not NULL, otherwise it's the
Same as
PILOT_FIRST_NON_PRIMARY_ALIAS_USERNAME_
AFTER.

File Trailer Format

The billing file trailer is one single line, which is constructed by the following fields:

<md5 sum>

The <md5 sum> is a 32 character hexadecimal MD5 hash of the Header and Body.

To validate the billing file, one must remove the Trailer before computing the MD5 sum of the file. The
ngcp-cdr-md5 program included in the ngcp-cdr-exporter package can be used to validate the
integrity of the file.

Given a CDR-file named as sipwise_001_20071110123000_0000000004.cdr, the output of the
integrity check for an intact CDR file would be:

$ ngcp-cdr-md5 sipwise_001_20071110123000_0000000004.cdr
/tmp/ngcp-cdr-md5.sipwise_001_20071110123000_0000000004.cdr.oqkd4P2zXTI:
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OK

If the file has been altered during transmission, the output of the integrity check would be:

$ ngcp-cdr-md5 sipwise_001_20071110123000_0000000004.cdr
/tmp/ngcp-cdr-md5.sipwise_001_20071110123000_0000000004.cdr.hUtuhtKEnl:
FAILED

md5sum: WARNING: 1 of 1 computed checksum did NOT match

6.4.4. File Transfer

Billing files are created twice per hour at minutes 25 and 55 and are stored in the home directory of the
cdrexport user. If the amount of records within the transmission interval exceeds the threshold of 5000
records per file, multiple billing files are created. If no billing records are found for an interval, a billing
file without body data is constructed for detection of lost billing files on the 3rd party side.

CDR and EDR files are fetched by a 3rd party billing system using SFTP or SCP with either public key or
password authentication using the username cdrexport.

If public key authentication is chosen, the public key file has to be stored in the file
.ssh/authorized_keys below the home directory of the cdrexport user (e
/home/jail/home/cdrexport/.ssh/authorized_keys) Otherwise, a password has to be set for
the user.

The 3rd party billing system is responsible for deleting CDR files after fetching them.

The cdrexport user is kept in a jailed environment on the system, so it has only access

NOTE to a very limited set of command-line utilities.
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Chapter 7. Features

The Sipwise Cs5 provides plenty of subscriber features to offer compelling VolP services to end
customers, and also to cover as many deployment scenarios as possible. In this chapter, we provide the
features overview and describe their function and use cases.

7.1. About the Admin Web Interface

This section is going to give some hints to the reader about the Admin web interface of Sipwise C5. The
notes here are generic and apply to most of the features that we discuss in the handbook in
subsequent chapters.

7.1.1. Filtering the Lists / Datatables

When you look at or want to change various settings on Admin web interface you will see datatables or
lists of particular items, e.g. Subscribers, Peering Groups, etc. Sometimes this kind of list can be really
long and then it's difficult to find the desired item there. To help the system administrator, the Sipwise
Cs offers search filters for each of the lists / datatables. You have to type a search string (arbitrary text)
in the Search textbox and the system will automatically filter the complete datatable for records that
match the search string.

Subscribers

Show 10 jen(r\es Sear[h:‘ 200 J

Heldi Profile

Contact Email Username Domain . | Number

39 3 tv@enterprise.org ext200 1.c5. (I .com f25dcbbe-c56e-431a-9e7a- active | 40333100200
eadad25f0de7

105 21 machsols4b_customer@example.org  machsols4b_subs2 _ afa78b9d-c02b-41de-9a77- active 438882200102
dB82006698e7a

121 27 basicsip@boghici.au 555200 < S com 42003f31- active 39555200
c068-46d8-9a58-0f2f3d938749 —

159 19 chs@tt.org ext200 o I .com 86195f25-ab71-4aaa-B5a8- active | 44266200
caefb33b3fc0

35 21 machsols4b_customer@example.org  machsols4b_subs101 s4b.[5.—‘mm 377394fe-2f67-4feb- active 438881200101
8013-3fc35544807a

(Showmg1tDSDfSen(r\es(ﬁ\(eredﬂ'om@(o{alen(r\es)) =& E] =

Figure 23. Filtered List of Subscribers

The Search String

The previous example shows what happens if you type a search string in the Search textbox. The
search string will be applied to all visible columns of the datatable as a filter and all matching records
are kept displayed.

The symbol can be used as *wildcard for zero-or-more characters.

The * is prepended and appended implicitly to the string entered in Search textbox to

NOTE make filtering easier, for almost all datatables / lists.
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While the search pattern is typically matched to values of all columns visible in the datatable, in some
cases (i.e. unindexed columns) may be excluded from searching.

7.1.2. Call History

Each call appears in the subscriber's Call History, except globally suppressed ones (if suppressing is
configured), and you can apply search filters to the table as in case of other datatables.

The Call History datatable behaves slightly differently when it comes to wildcard usage. The * wildcard
needs to be entered explicitly by the user if needed.

Call List for machsols4b_subs2@ I (43 888 2200102)

Show all calls j

Show| 10 j entries From Date: To Date: Search:‘ s4b_int* J

MOS | MOS MOS = MOS

avg | packetloss | jitter = roundtrip

Caller Callee Status Start Time+ | Duration Call-ID

1520 I 0 cancel 20180806  0:00:00 ds4aec4a71e57db7c38dboescfE04e1d | 0.00
11:27:41.945

1505 438882200102

sab_nt31gezzoo1 01 © noanswer | 2018-08-06  0:00:00 d2f5a87577ee338Mb3267431b2894e1d | 0.00
11:28:10.273

1507 438882200102

1509 438882200102

")

0.0 0.0 9999.0 13148ad1d3c16daBeba7dd5443894e1d O

=1
=]

882200101@_ 0 all ok 2018-08-06 0:00:21.891 4.
11:29:54.920

sdb_int31

0:00:21.891 0.00

(Shuwmg‘\ to 3 of 3 entries (filtered from 10 total entnesj) - . n . -

Figure 24. Filtered Call History

Be aware that acceptable response times of the administrative web interface rely
on utilizing available database indexes, which is impossible with a leading wildcard
in the search string. Wildcards at the end of the search pattern do not impact
performance.

CAUTION

7.2. Managing System Administrators

The Sipwise Cs offers the platform operator with an easy to use interface to manage users with
administrative privileges. Such users are representatives of resellers, and are entitled to manage
configuration of services for Customers, Subscribers, Domains, Billing Profiles and other entities on
Sipwise Cs.

Administrators, as user accounts, are also used for client authentication on the REST API of NGCP.

There is a single administrator (username: "administrator’), whose account is enabled by default and
who belongs to the default reseller. This user is the superuser of Sipwise C5 administrative web interface
(the so-called "admin panel’), and he has the right to modify administrators of other Resellers as well.
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7.2.1. Configuring Administrators

Configuration of access rights of system administrators is possible through the admin panel of NGCP. In

order to do that, please navigate to Settings Administrators.

Administrators

Search:

Master Active Read Only | Show Passwords Show CDRs Show Billing Info | Lawful Intercept

Reseller Login

1 default administrator 1 1 0 1 1 1 1

3 Demo demoadmin 1 1 0 1 1 0 0 @ a APlkey

Reseller

Showing 1 to 2 of 2 entries

Figure 25, List of System Administrators

You have 2 options:

- If you'd like to create a new administrator user press Create Administrator button.

- If you'd like to update an existing administrator user press Edit button in its row.

There are some generic attributes that have to be set for each administrator:
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Edit Administrator

Reseller Search:
Name Contract # Status
1 default 1 active
61 Demo Reseller 243 active
Showing 1 to 2 of 2 entries = ‘ n LE

Create Reseller

Login  administrator
Password
Email

Is superuser -

Save

Figure 26. Generic System Administrator Attributes

- Reseller: each administrator user must belong to a Reseller. There is always a default reseller (ID: 1,
Name: default), but the administrator has to be assigned to his real reseller, if such an entity (other
than default) exists.

+ Login: the login name of the administrator user

- Password. the password of the administrator user for logging in the admin panel, or for
authentication on REST API

+ Email: the email of the administrator user, used for resetting password.

Due to the fact that administrators can request a password reset via email, no
administrator is able to change a password or APl key other than to himself.

NOTE Administrators with is_system, is_superuser and is_master flags are the only ones that
can change the username and email of other administrators, while the ones without
those flags can only change their own email and password.

The second set of attributes is a list of access rights that are discussed in subsequent section of the
handbook.

7.2.2. Access Rights of Administrators

The various access rights of administrators are shown in the figure and summarized in the table below.
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Edit Administrator

Sipwise NGCP Operations Manual: CE

not shown

Master

Is superuser
Is master
Isccare [
Is active
Readonly (O
Show passwords
Call data
Billing data
Lawful intercept (O
Can reset password [J
Is system
Figure 27. Access Rights of System Administrators
Table 8. Access Rights of System Administrators
Label in admin list Access Right Description

Is superuser  The user is allowed to modify data on Reseller level
and—among others—is able to modify administrators of
other resellers. There should be only 1 user on Sipwise C5
with this privilege.

Is master The user is allowed to create, delete or modify other Admins
who belong to the same Reseller.
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Label in admin list

Customer Care

Active

Read Only

Show Passwords

Show CDRs

Show Billing Info

Lawful Intercept

Can Reset
Password

104

Access Right

Is ccare

Is active

Read only

Show passwords

Call data

Billing data

Lawful
intercept

Can Reset
Password

Chapter 7. Features

Description

The user is allowed to create, delete or modify Customers
and Subscribers. If mixed with Is superuser it defines
whether the user can modify the data only within a Reseller
the user belongs to, or across all Resellers. The user can
access to relevant information required to create or modify
Customers or Subscribers, such as Domains, Billing Profiles,
Email Templates, but the user cannot access the entries (e.g:
see the detailed info about a Billing Profile), nor modify them.

The user account is active, i.e. the admin user can login on
the web panel or authenticate himself on REST AP,
otherwise user authentication will fail.

The user will only be able to list various data but is not
allowed to modify anything.

" For the web interface this means that Create.. and Edit
buttons will be hidden or disabled. " For the REST API this
means that only GET, HEAD, OPTIONS HTTP request
methods are accepted, and Sipwise C5 will reject those
targeting data modification: PUT, PATCH, POST, DELETE.

The user sees subscriber passwords (in plain text) on the
web interface.

NOTE: Admin panel user passwords and subscriber web
passwords are stored in an unreadable way (cryptographic
hash digest) in the database, while subscriber SIP passwords
are stored in plain text. The latter happens on purpose, e.g. to
make subscriber data migration possible.

This privilege has effect on 2 items that will be displayed on
admin panel of NGCP, when Subscriber Details is selected:

1. PBX Groups list 2. Captured Dialogs list

Some REST API resources that are related to billing are
disabled: HTTP requests on /api/vouchers, /api/topupcash
and /api/topupvoucher resources are rejected.

Visible only for System administrators. If the privilege is
selected then the REST API for interceptions (that is:
/api/interceptions) is enabled; if the privilege is not selected
then the interceptions API is disabled. Administrators with
this flag do not have access to anything but the
administrators in Ul and APl and /api/interceptions in the API

NOTE: This means that besides enabling LI in config.yml
configuration file one also needs to enable the API via the LI
privilege of an administrator user, so that Sipwise C5 can
really provide LI service.

The user is allowed to request a password reset.
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Label in admin Llist Access Right Description

System Is system The user is allowed to create, delete or modify Lawful
Intercept Admins which are otherwise invisible to other types
of administrators.

7.3. Access Control for SIP Calls

There are two different methods to provide fine-grained call admission control to both subscribers and
admins. One is Block Lists, where you can define which numbers or patterns can be called from a
subscriber to the outbound direction and which numbers or patterns are allowed to call a subscriber in
the inbound direction. The other is NCOS (Network Class of Service) Levels, where the admin predefines
rules for outbound calls, which are grouped in certain levels. The subscriber can then choose the level,
or the admin can restrict a subscriber to a certain level. Also Sipwise C5 offers some options to restrict
the IP addresses that subscriber is allowed to use the service from. The following sections describe
these features in detail.

7.3.1. Block Lists

Block Lists provide a way to control which users/numbers can call or be called, based on a subscriber
level, and can be found in the Call Blockings section of the subscriber preferences.

Trusted Sources

I Call Blockings

MName Value
(7] block_in_mode
[+] block_in_list
[+] block_in_clir
[+] block_out_mode
[+] block_out_list
[+] adm_block_in_mode
[+] adm_block_in_list
(7] adm_block_in_clir
[+] adm_block_out_mode
[+] adm_block_out_list
(7] ncos ¥

Block Lists are separated into Administrative Block Lists (adm_block_") and Subscriber Block Lists (
block_"). They both have the same behaviour, but Administrative Block Lists take higher precedence.
Administrative Block Lists are only accessible by the system administrator and can thus be used to
override any Subscriber Block Lists, e.g. to block certain destinations. The following break-down of the
various block features apply to both types of lists.

Copyright © Sipwise GmbH - All rights reserved 105



Sipwise NGCP Operations Manual: CE Chapter 7. Features

Block Modes

Block lists can either be whitelists or blacklists and are controlled by the User Preferences
block_in_mode, block_out_mode and their administrative counterparts.

- The blacklist mode (option is not checked tells the system to allow anything except the entries in
the list. Use this mode if you want to block certain numbers and allow all the rest.
- The whitelist mode indicates to reject anything except the entries in the list. Use this mode if you

want to enforce a strict policy and allow only selected destinations or sources.

You can change a list mode from one to the other at any time.

Block Lists

The list contents are controlled by the User Preferences block_in_list, block_out_list and their
administrative counterparts. Click on the Edit button in the Preferences view to define the list entries.

In block list entries, you can provide shell patterns like " and [I. The behavior of the list is controlled by
the block_xxx_mode feature (so they are either allowed or rejected). In our example above we have
block_out_mode set to blacklist, so all calls to US numbers and to the Austrian number +431234567 are
going to be rejected.

In the call forward scenario both the original caller number as well as the forwarderer number are
checked against the block_in_list.

Edit Preference block out list

431234567 o

Click the Close icon once you're done editing your list.
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Block Anonymous Numbers

For incoming call, the User Preference block_in_clir and adm_block_in_clir controls whether or not to
reject incoming calls with number suppression (either "[Aalnonymous" in the display- or user-part of the
From-URI or a header Privacy: id is set). This flag is independent from the Block Mode.

7.3.2. NCOS (Network Class of Service) Levels

NCOS Levels provide predefined lists of allowed or denied destinations for outbound calls of local
subscribers. Compared to Block Lists, they are much easier to manage, because they are defined on a
global scope, and the individual levels can then be assigned to each subscriber. Again there is the
distinction for the user- and administrative- levels.

In a case of a conflict, when the Block Lists feature allows a number and NCOS Levels rejects the same
number or vice versa, the call will be rejected.

NCOS levels can either be whitelists or blacklists.
+ The blacklist mode indicates to allow everything except the entries in this level. Use this mode if
you want to block specific destinations and allow all the rest.
- The whitelist mode indicates to reject anything except the entries in this level. Use this mode if

you want to enforce a strict policy and allow only selected destinations.

NCOS levels can also have a Timeset associated which will enable the NCOS level check only within
the time window defined. In case the day time is outside the defined time window, the NCOS level
check is skipped.

The Expose to Customer flag allows the customer's administrator subscribers to see and set the NCOS
level in the CSC portal. This allows them to autonomously configure the NCOS level for all the
subscribers belonging to the same customer.

ATTENTION: when the Expose to Customer flag of an NCOS level is switched from set to unset, all
assigned NCOS preferences for customers and subscribers that contain the NCOS Level are removed.
That means that those customers and subscribers will not have any NCOS level assigned other than the
administrative ones (adm_ncos and adm_cf_ncos).

Creating NCOS Levels

To create an NCOS Level, go to SettingsNCOS Levels and press the Create NCOS Level button.
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n as administrater (admin)  (Europe/Viennatime) @ La

e NGCP Dashboard

L. ® Documentation = .l Monitoring & Statistics = & Tools ~ Z22 Settings ~

NCOS Levels

* Create NCOS Level

NCOS level successfully deleted

Show| 5 w | entries Search:

Level Name Timeset Description

No data available in table

Showing 0 to 0 of 0 entries = B 5 =

Select a reseller, enter a name, select the mode, add a description:

Create NCOS Levels

Reseller
Contract #

default

Showing 1 to 1 of 1 entries

Level Name  ftest

Mode | blacklist

Description  |[NCQOS Test Level

and, if necessary, assign a timeset then click the Save button.
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Create NCOS Level

Level Name

Mode | blacklist

Description |NCOS Test Level

TimesSet Search:

Name Reseller #

my_ncos_timeset 1

Showing 1to 1 of 1 entries

Create Time Set

-

Save

Creating Rules per NCOS Level

To define the rules within the newly created NCOS Level, click on the Patterns button of the level.

L] © Documentation + .l Monitoring & Statistics ~ £ Tools i Seftings

NCOS Levels

* Create NCOS Level

NCOS level successfully created

Show| 5 | entries Search:

# = | Reseller Level Name Timeset Description

25 default test blacklist my_ncos_timeset NCOS Test Level o Delete

Showing 1to 1 of 1 entries

There are 2 groups of patterns where you can define matching rules for the selected NCOS Level:

- NCOS Number Patterns: here you can define number patterns that will be matched against the
called number and allowed or blocked, depending on whitelist / blacklist mode. The patterns are
regular expressions.

+ NCOS LNP Carriers: here you can select predefined LNP Carriers that will be allowed (whitelist
mode) or prohibited (blacklist mode) to route calls to them. For each of them you can restrict the
matching to a predefined number pattern. (See Local LNP Database in the handbook for the
description of LNP functionality)
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Sipwise C5 performs number matching always with the dialed number and not with the
NOTE number generated after LNP lookup that is: either the original dialed number prefixed
with an LNP carrier code, or the routing number.

(NCOS Number Patterns)

% Create Pattern Entry

NCOS pattern successfully created

Show & jentr\es Search:
# ~ | Pattern Description

1 A439 Austrian Premium Numbers

Showing 1 to 1 of 1 entries = | n - =

Include local area code
Intra PBX Calls within same customer
(NCOS LNP Carriers)

* Create LNP Entry

Show| 5 j entries Search:

# = | LNP Carrier Description

1 LNP_Carr1 Rule for LNP Carrier 1

Showing 1 to 1 of 1 entries = | n - =

Figure 28. NCOS Patterns List

In the NCOS Number Patterns view you can create multiple patterns to define your level, one after the
other. Click on the Create Pattern Entry Button on top and fill out the form.

Create Number Pattern

"439

Pattern

Description  Austrian Premium Numbers

Figure 29. Create NCOS Number Pattern

In this example, we block (since the mode of the level is blacklist) all numbers starting with 439. Click
the Save button to save the entry in the level.

There are 2 options that help you to easily define specific number ranges that will be allowed or
blocked, depending on whitelist / blacklist mode:
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« Include local area code: all subscribers within the caller's local area, e.g. if a subscriber has country-
code 43 and area-code 1, then selecting this checkbox would result in the implicit number pattern:
M431.

« Intra PBX calls within same customer: all subscribers that belong to the same PBX customer as the
caller himself.

In the NCOS LNP Carriers view you can select specific LNP Carriers—i.e. carriers that host the called
ported numbers—that will be allowed or blocked for routing calls to them (whitelist / blacklist mode,
respectively).

An example of NCOS LNP Carrier definition:

NCOS LNP Carriers

% Create LNP Entry

Show| 5 v | entries Search:

# = | LNP Carrier Description
93 LNP_Carr1 Rule for LNP Carrier 1 o Delete |
Showing 1to 1 of 1 entries S n |

Figure 30. Create NCOS LNP Carrier

In the above example we created a rule that blocks calls to "LNP_Carr1" carrier, supposing we use
blacklist mode of the NCOS Level.

In the LNP NCOS Number Patterns view you can create multiple patterns to restrict NCOS LNP Carrier
matching, one after the other. Click on the Create LNP Pattern Entry Button on top and fill out the form.

LNP Patterns for LNP_Carr1

% Create LNP Pattern Entry

NCOS pattern successfully created

show| 5 ¥  entries Search:
# < | Pattern Description

99 390 Restrict_LNP_Carr_1

Showing 1to 1 of 1 entries = . n . =

Figure 31. Create NCOS LNP Carrier Pattern

Considering the example before and adding the pattern shown in the picture, the rule now blocks only
calls to "LNP_Carr1" carrier that starts with 390.

There might be situations when phone number patterns may not be strictly aligned with
telephony providers, for instance in case of full number portability in a country. In such

TIP cases using NCOS LNP Carriers patterns still allows for defining NCOS levels that allow /
block calls to mobile numbers, for example. In order to achieve this goal you have to list
all LNP carriers in the NCOS patterns that are known to host mobile numbers.
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The below table gives an overview of all the possible combinations of NCOS and NCOS LNP Carrier:

Table 9. NCOS combinations

TYPE NCOS NCOS_LNP RESULT
Whitelist empty table empty table Blocked
Whitelist empty table no match Blocked
Whitelist empty table match Allowed
Whitelist no match empty table Blocked
Whitelist no match no match Blocked
Whitelist no match match Blocked®
Whitelist match empty table Allowed
Whitelist match no match Blocked"
Whitelist match match Allowed
Blacklist empty table empty table Allowed
Blacklist empty table no match Allowed
Blacklist empty table match Blocked
Blacklist no match empty table Allowed
Blacklist no match no match Allowed
Blacklist no match match Blocked
Blacklist match empty table Blocked
Blacklist match no match Blocked
Blacklist match match Blocked

- = different behaviour compared with the previous versions (< mr7.5)

The parameter kamailio.proxy.lnp.strictly_check_ncos contained in /etc/ngcp-config/config.yml
specify whether the NCOS LNP should be evaluated even if the LNP lookup was not previously
executed (because not required by the inbound/outbound call) or if it didn't return any occurrence. If
set to yes, a whitelist NCOS will fail if the LNP lookup doesn't return any match. The parameter has no
impact on blacklist NCOS.

Assigning NCOS Levels to Subscribers/Domains

Once you've defined your NCOS Levels, you can assign them to local subscribers. To do so, navigate to
SettingsSubscribers, search for the subscriber you want to edit, press the Details button and go to the
Preferences View. There, press the Edit button on either the ncos or adm_ncos setting in the Call
BlocRings section.
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I Call Blockings

1

[+] block_in_mode

[+] block_in_list

(7] block_in_clir

[+] block_out_mode

[+] block_out_list =
431234567

[+] adm_block_in_mode

[+] adm_block_in_list

[+] adm_block_in_clir

(7] adm_block_out_mode

[+] adm_block_out_list

o ncos 2 v 3

You can assign the NCOS level to all subscribers within a particular domain. To do so, navigate to
SettingsDomains, select the domain you want to edit and click Preferences. There, press the Edit button
on either ncos or admin_ncos in the Call Blockings section.

Note: if both domain and subscriber have same NCOS preference set (either ncos or adm_ncos, or both)
the subscriber's preference is used. This is done so that you can override the domain-global setting on
the subscriber level.

Assigning NCOS Level for Forwarded Calls to Subscribers/Domains

In some countries there are regulatory requirements that prohibit subscribers from forwarding their
numbers to special numbers like emergency, police etc. While Sipwise C5 does not deny provisioning
Call Forward to these numbers, the administrator can prevent the incoming calls from being actually
forwarded to numbers defined in the NCOS list: select the appropriate NCOS level in the domain's or
subscriber's preference adm_cf_ncos. This NCOS will apply only to the Call Forward from the
subscribers and not to the normal outgoing calls from them.

NCOS exceptions

Using the subscriber's preference "adm_ncos_exceptions” an administrator can configure exceptions
per subscriber to assigned NCOS Levels. In case a called number matches one of the
‘adm_ncos_exceptions' preference entries, then all the NCOS Level checks (administrative or not) are
skipped and the call will be accepted.

7.3.3. NCOS Sets

NCOS Sets provides the possibility to create a Set of NCOS Levels. Multiple NCOS Levels, with different

Copyright © Sipwise GmbH - All rights reserved 113



Sipwise NGCP Operations Manual: CE Chapter 7. Features

rules and modes, can be grouped together in a NCOS Set which can be assigned to a local subscriber
or a local domain. This is suitable in case you need to group different levels with different modes
(whitelist and blacklist) and build more efficient NCOS rules. In order for a call to pass the NCOS Sets
check, it must fulfill all the NCOS Levels that belong to the Set, otherwise, the call will be rejected.

Creating NCOS Set

To create an NCOS Set, go to SettingsNCOS Sets and press the Add button.

Id Reseller Name Description

A No data available

Mandatory paramenters are reseller, name and description.

The Expose to Customer flag allows the customer's administrator subscribers to see and set the NCOS
Set in the CSC portal. This allows them to autonomously configure the NCOS Set for all the subscribers
belonging to the same customer.

ATTENTION: when the Expose to Customer flag of an NCOS Set is switched from set to unset, all
assigned NCOS preferences for customers and subscribers that contain the NCOS Set are removed.
That means that those customers and subscribers will not have any NCOS Set assigned other than the
administrative ones (adm_ncos_set and adm_cf_ncos_set).

I NCOSSets / + Add NCOS Set m

s @e Reseller”

“am® default - + CREATE RESELLER

¥
MName

MyMcosSet

Description ’
ncos set test

Add Levels to NCOS Set

To add NCOS levels to the NCOS Set, click on the three dots and then to Levels
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= O A
= sipuiise Yr @ @ © ADMINISTRATOR
Id Name Description
O H 3 MyNcosSet ncos set test
1< ( > > Rowsperpage 10 - Rows found: 1 ,° Edit
Journal
-
a2 Levels
-"
i Delete

There are two sections in the Levels page, the first section shows the Selected NCOS Levels and the
second one the list of all available NCOS Levels.

= s;‘ﬁz}ijriga 7 & @ © ADMINISTRATOR

I NCOSSets / #3-MyNcosSet / B Levels

Selected NCOS Levels

Search by
LevelName ~ Q. Search
Id Level Name Level Id
A nodata available
List of all NCOS Levels
Search by Search
Level Name =
1d Level Name Description
27 ncos level 1 test level 1
29 ncos level 2 test level 2
K < > 51 Rowsperpage: 10 - Rows found: 2

In order to add a Level to the set, click on the three dots of a level and select Add. The selected level
will be added to the set, but it will not be removed from the available list, because the same level can
be assigned to different sets.

Y © © © ADMINISTRATOR

M NCOS Sets / #3-MyNcosSet / 2B Levels ~

Selected NCOS Levels

Search by

LevelName ~ Q. Search
id Level Name Level Id
A Nodata available
List of all NCOS Levels
Search by
LevelName ™ Q. Search
id Level Name Description
27 ncos level 1 test level 1 H
29 ncos level 2 test level 2 4+  Add
1< < |uM > > Rowsperpage: 10 ~ Rows found: 2

Assigning NCOS Sets to Subscribers/Domains

Once you've defined your NCOS Sets, you can assign them to local subscribers or domains. To do so,
navigate to SettingsSubscribers, search for the subscriber you want to edit, press the Details button and
go to the Preferences View. There, press the Edit button on either the ncos_set or adm_ncos_set setting
in the Call Blockings section.
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7] ncos_set NCOS Set o ﬁ

(] adm_ncos_set Administrative NCOS Set

7] adm_cf_ncos_set Administrative NCOS Set for Call Forward

Assigning NCOS Set for Forwarded Calls to Subscribers/Domains

In some countries there are regulatory requirements that prohibit subscribers from forwarding their
numbers to special numbers like emergency, police etc. While Sipwise C5 does not deny provisioning
Call Forward to these numbers, the administrator can prevent the incoming calls from being actually
forwarded to numbers defined in the NCOS list: select the appropriate NCOS set in the domain's or
subscriber's preference adm_cf_ncos_set. This NCOS will apply only to the Call Forward from the
subscribers and not to the normal outgoing calls from them.

NCOS Set exceptions

The subscriber's preference "adm_ncos_exceptions’, mentioned before, is valid also for the NCOS Sets.
In case a called number matches one of the 'adm_ncos_exceptions' preference entries, then all the
NCOS Set checks (administrative or not) are skipped and the call will be accepted.

7.3.4. IP Address Restriction

The Sipwise C5 provides subscriber and domain preference allowed_ips to restrict the IP addresses that
a particular subscriber or any subscribers within the respective domain is allowed to use the service
from. If the REGISTER or INVITE request comes from an IP address that is not in the allowed list, Sipwise
Cs will reject it with a 403 message. Also a voice message can be played when the call attempt is
rejected (if configured).

By default, allowed_ips is an empty list which means that subscriber is not restricted. If you want to

configure a restriction, navigate to SettingsSubscribersPreferences or SettingsDomainsPreferences, and
search for the allowed_ips preference in the Access Restrictions section.
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Call Blockings
(o
|
Name Value
o lock
(7] concurrent_max
(7] concurrent_max_out
[+] allowed _clis
o reject_emergency
o concurrent_max_per_account
[} concurrent_max_out_per_account
[7] man_allowed_ips
[7] ignore_allowed_ips
[7] allow_out_foreign_domain

Press the Edit button to the right of empty drop-down list.

You can enter multiple allowed IP addresses or IP address ranges one after another. Click the Add
button to save each entry in the list. Click the Delete button if you want to remove some entry.

7.3.5. CLI-based Access Control

The Sipwise Cs5 provides subscriber preference upn_block_list to restrict the CLI that subscriber is
allowed to use the service from. If the INVITE request comes with a CLI that is not in the allowed list,
Sipwise C5 will reject it with a 403 message. Also a voice message can be played when the call attempt
is rejected (if configured).

The restriction is applied to User-Provided Number (UPN) which is obtained from the configurable
source based on the setting of inbound_upn preference in the Number Manipulation section in the
Domain and/or User preferences, after it has been rewritten with Inbound Rewrite Rules for Caller.

In case the inbound_upn preference is set to the 'From Display-Name" the UPN value can be
alphanumeric so the access control supports the alphanumeric (caller name) matching as well. If the
incoming message does not have the Display-Name, though, the UPN value will be taken from the
From-Username.

The inbound_upn preference has a slightly different meaning if
kamailio.proxy.multiple_headers_for_valid_upn is set to yes inside config.yml.

In this particular case the inbound_upn preference only defines which Sip Header must be checked first
and, in case of failure, the check is repeated evaluating the username part of the following headers:

- P-Preferred-Identity
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- P-Asserted-Identity

« From

In case of positive result, that value will be used as valid UPN and the subsequent headers will be not
evaluated, otherwise if all additional checks fail, restrictions are applied as described above.

By default, upn_block_list is an empty list which means that subscriber is not restricted. If you want to
configure a restriction, navigate to SettingsSubscribers, search for the subscriber you want to edit, press
Details and then Preferences and press Edit for the upn_block_list preference in the Call Blockings
section to define the list entries.

In block list entries, you can provide shell patterns like " and [l. The CLI-based block list can either be
whitelist or blacklist.

+ The blacklist mode indicates to allow everything except the entries in this list. This is the default
mode of operation and is effective when the preference upn_block_mode is unset.

- The whitelist mode indicates to reject anything except the entries in this list. In order to switch to
this mode, set the preference upn_block_mode (it is a toggle between whitelist/blacklist).

If separate preference upn_block_clir is enabled, outgoing anonymous calls from this user will be
dropped.

If the caller's UPN is allowed it is also checked according to allowed_clis preference as usual and can
be rewritten according to allowed_clis_reject_policy for correct calling number presentation on outgoing
calls. This step happens after Access Control.

7.3.6. Call Limit Control

There's a set of preferences that limits calls to and from subscribers. The option concurrent_max_total
defines the maximum number of concurrent calls (incoming and outgoing) for a subscriber, while the
option concurrent_max_out_total limits only subscriber's outbound concurrent calls and the option
concurrent_max_in_total only subscriber's inbound concurrent calls.

Preferences concurrent_max, concurrent_max_out, and concurrent_max_in have the same effect,
excluding calls to voicemail, application server and intra-PBX calls.

It's also possible to limit the number of concurrent calls of a subscriber compared to the number of
calls made or received by all subscribers within the same customer (account). The options
concurrent_max_per_account, concurrent_max_out_per_account, concurrent_max_in_per_account permit
to apply this limit. To better understand how they work, suppose we have two subscribers A and B,
owned by the same customer. If we set concurrent_max_per_account=2 on B preferences and A is
placing two calls, then B can not receive or place new calls at the same time. For instance, an
administrator may define this restriction to some non-manager subscribers, in which
concurrent_max_per_account=2. Hence, they will be able to make a maximum of two calls if there are no
other calls in place within the customer. On manager subscribers, the limit can be defined differently, or
even not set at all. In the last case, calls will be always allowed. Setting the value to 0 (zero) or having
the preference unset means, in both cases, to do not apply any limit.

When concurrent_max_total limit is reached, announcement set on max_calls_in is played to those who
try to call that subscriber. The same announcement is played for concurrent_max,
concurrent_max_per_account, concurrent_max_in_total, concurrent_max_in,
concurrent_max_in_per_account. When concurrent_max_out_total limit is reached, announcement set on
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max_calls_out is played. The same announcement is played for concurrent_max_out or
concurrent_max_out_per_account.

Options concurrent_max, concurrent_max_out and concurrent_max_in are configurable on peers as well.

Furthermore, options concurrent_max, concurrent_max_out, concurrent_max_in and their _total version
(concurrent_max_total and so on), are configurable on customer and reseller as well. In this case the
limits are applied considering the number of calls of all the subscribers belonging to that
account/reseller.

7.4. Call Forwarding and Call Hunting

The Sipwise Cs5 provides the capabilities for normal call forwarding (deflecting a call for a local
subscriber to another party immediately or based on events like the called party being busy or doesn't
answer the phone for a certain number of seconds) and serial call hunting (sequentially executing a
group of deflection targets until one of them succeeds). Targets can be stacked, which means if a
target is also a local subscriber, it can have another call forward or hunt group which is executed
accordingly.

7.4.1. Call Forward Types
Currently 7 different types of Call Forward are available in Sipwise C5;

- Call Forward Unconditional (CFU): The call forward is always executed, completely disregarding
the subscriber state.

- Call Forward Busy (CFB): The call forward is executed when the subscriber returns a busy state.

- Call Forward Timeout (CFT): The call forward is executed when no answer is received from the
subscriber before the timeout expiration. Timeout is configurable in ringtimeout subscriber
preference.

- Call Forward Unavailable (CFNA). The call forward is executed when the subscriber has no
endpoint registered.

The Call Forward Unavailable is also executed if the callee responds with 480
CAUTION Temporarily Unavailable, which may be the case when a subscriber's endpoint (e.g.
an IP-PBX) is registered but the callee user is not available.

- Call Forward SMS (CFS): The SMS forward is always executed, completely disregarding the
subscriber state. SMS service has to be enabled, see the SMS (Short Message Service) subchapter
for a detailed description on how to activate it.

- Call Forward on Response (CFR): The call forward is executed only for particular reply codes
received back from the destination endpoint. The list of the reply codes and the activation mode
can be configured in rerouting_codes and rerouting_mode subscriber's preferences. Example:
suppose that rerouting_codes is set to 503, rerouting_mode to whitelist and the CFR is configured. If
that subscriber receives a call and it replies back a with code 503, then the call will be re-routed to
the destination configured in the CFR. For all the other reply codes the CFR will be NOT executed.

- Call Forward on Overflow (CFO): The call forward is executed when the new incoming call for the
subscriber exceeds the Llimit configured in concurrent_max_in_total, concurrent_max_in or
concurrent_max_in_per_account subscriber's preferences. If none of the preferences is set then the
CFO will be NOT executed.
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7.4.2. Setting a simple Call Forward

Go to your Subscriber Preferences and click Edit on the Call Forward Type you want to set (e.g. Call
Forward Unconditional).

Edit Call Forward Unconditional

Destination () Voicemail
() Conference

) Fax2Mail

O calling Card

() Custom Announcement

() Local Subscriber

@ URI/Mumber

URI/Number
for (seconds) 300
Enabled

Use redirection [

If you select URI/Number in the Destination field, you also have to set a URI/Number. The timeout
defines for how long this destination should be tried to ring.

7.4.3. Call Forward Destinations
- Voicemail: Calls are forwarded to the Voicemail Application Server where the caller can leave a
message.

- Conference: Calls are forwarded to the conference room. The subscriber is the host of the
conference.

- Fax2Mail: Calls are forwarded to the Fax Server and the caller is supposed to leave a fax message.
Note: The Fax2Mail feature must be enabled in the subscriber's preferences.

- Custom Announcement: A custom announcement is played back to the caller. Select an
announcement from the Custom announcement list.

- Manager Secretary: Calls are forwarded to numbers defined in the "manager_secretary_numbers’
subscriber preference. The "'manager_secretary” feature must be enabled.
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+ URI/Number. The call is forwarded to the provided SIP-URI string or a number (See the Call
Forward Destination Extra Parameters section below).

Call Forward Destination Options

- URI/Number: A destination to forward calls to. This option is only valid for the URI/Number
destination type. Specify a valid SIP-URI string or a plain number.

- for (seconds): Sets the ringing time, after which the call is forwarded to the next number on the list
(if configured).

+ Custom Announcement: Custom Announcements are created in Sound Sets and must have the
name like 'custom_announcement_o', where the trailing symbol is a digit from 0 to 9.

- Enabled: Defines whether the Call Forward rule is being used or not.

- Use redirection: If enabled and only for calls coming from PSTN, the callforward is performed as a
redirection and Sipwise C5 will reply with a "302 Moved Temporarily" message, the new destination
is set in the Contact header.

7.4.4. Advanced Call Hunting

Beside call forwarding to a single destination, Sipwise Cs offers the possibility to activate call
forwarding in a more sophisticated way:

- to multiple destinations ( Destination Set)

- only during a pre-defined time set ( Time Set)

- only for specific callers ( Source Set)

- only for specific callee ( B-Number Set)
If you want to define such more detailed call forwarding rules, you need to change into the Advanced

View when editing your call forward. There, you can select multiple Destination Set - Time Set - Source
Set - B-Number Set groups that determine all conditions under which the call will be forwarded.

Explanation of call forward parameters

- A Destination Set is a list of destinations where the call will be routed to, one after another,
according to the order of their assigned priorities. See the Destination Sets subchapter for a detailed
description.

- A Time Set is a time period definition, i.e. when the call forwarding has to be active. See the Time
Sets subchapter for a detailed description.

+ A Source Set is a list of number patterns that will be matched against the calling party number; if the
calling number matches the call forwarding will be executed. See the Source Sets subchapter for a
detailed description.

+ A B-Number Set is a list of number patterns that will be matched against the called party number; if
the callee number matches the call forwarding will be executed. See the B-Number Sets
subchapter for a detailed description.

Configuring Destination Sets

Click on Manage Destination Sets to see a list of available sets. The quickset_cfu has been implicitly
created during our creation of a simple call forward. You can edit it to add more destinations, or you can
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create a new destination set.

Edit Destination Set

MName  my test set

Destination ) Voicemail
1 Conference
' Custom Announcement

® URI/Number

URI/Number 14312345

for (seconds) 300

Priority 1

Remove

Add another destination

Save

\¥hen you close the Destination Set Overview, you can now assign your new set in addition or instead of
the quickset_cfu set.
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Edit Call Forward Unconditional

during Time Set | <always= v
from Source Set | <all sources=> v
to B-Number Set | <any number> v
Destination Set | my test set v

Remaove

Enabled

*

Add destination/time sets

Manage Source Sets Manage Destination Sets Manage Time Sets
Manage B-Number Sets

- 4

Press Save to store your settings.

Configuring Time Sets

Click on Manage Time Sets in the advanced call-forward menu to see a list of available time sets. By
default there are none, so you have to create one.
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Edit Time Set

Name  my test time set

Period Year Manth Day Weekday Hour Minute
2014 v | April v v |Monday - v v
through through through through through through
v | | Septembe ¥ v| |Friday - v

v
Remove

Add another period

Save

[ |

You need to provide a Name, and a list of Periods where this set is active. If you only set the top setting
of a date field (like the Year setting in our example above), then it's valid for only this setting (like the full
year of 2013 in our case). If you provide the bottom setting as well, it defines a period (like our Month
setting, which means from beginning of April to end of September). For example, if a CF is set with the
following timeset: "hour { 10-12 | minute { 20-30 I', the CF will be matched within the following time
ranges:

« from 10.20am to 10:30am
+ from 11.20am to 11:30am
« from 12.20am to 12:30am
the period is a through definition, so it covers the full range. If you define an Hour

IMPORTANT definition 8-16, then this means from 08:00 to 16:59.59 (unless you filter the
Minutes down to something else).

If you close the Time Sets management, you can assign your new time set to the call forwards you're
configuring.

Configuring Source Sets

Once the Advanced View of the call forward definition has been opened, you will need to press the
Manage Source Sets button to start defining new Source Sets or managing an existing one. The
following image shows the Source Set definition dialog:
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Edit Source Set

Name [Test Source Number

Mode | whitelist

Isregex [

Source  43*

Remove

Source 4917655443322

Remove

Add another source

Save

l I I I L]

Figure 32. Creating a Call Forward Source Set

You will need to fill in the Name field first, the Mode: whitelist or blacklist, the is_regex flag and finally in
the Source field you can enter:

- A simple phone number in E.164 format

- A pattern, in order to define a range of numbers. You can use "" (matches a string of 0 to any
number of characters), "?" (matches any single character), "[abcl" (matches a single character that is
part of the explicitly listed set: a, b or ¢) and "[0-9]" (matches a single character that falls in the range
0 to 9) as wildcards, as usual in shell patterns. Examples:

‘431" (all numbers from Vienna / Austria)

"'40176l0-5177"" (German numbers containing fixed digits and a variable digit in 0-5 range in
position 6)

'4313012077" (numbers from Vienna with fixed prefix and 2 digits variable at the end)

- A perl compatible regular expressions (only if is_regex if set). Capturing groups can be formed using
parentheses and referenced in the Destination Set via \\1, \\2,..

-+ The constant string "anonymous' that indicates a suppressed calling number (CLIR)

You can add more patterns to the Source Set by pressing the Add another source button. When you
finished adding all patterns, press the Save button. You will then see the below depicted list of Source
Sets:

Copyright © Sipwise GmbH - All rights reserved 125



Sipwise NGCP Operations Manual: CE Chapter 7. Features

Edit Source Sets

W Create New

Name Mode Values
Test Source Number whitelist 43*
4917655443322
p -

Figure 33. List of Call Forward Source Sets

Configuring B-Number Sets

Once the Advanced View of the call forward definition has been opened, you will need to press the
Manage B-Number Sets button to start defining new B-Number Sets or managing an existing one. The
following image shows the B-Number Set definition dialog:

Edit B-Number Set

Mame  Test B-Number Set

Mode |whitelist

Isregex [

B-Number 43993005

Remove

B-Number 4399300510

Remove

Add another B-Number

Save

l I I I -

Figure 34. Creating a Call Forward B-Number Set

You will need to fill in the Name field first, the Mode: whitelist or blacklist, the is_regex flag and finally in
the B-Number field you can enter:

+ A simple phone number in E.164 format

- A pattern, in order to define a range of numbers. You can use " (matches a string of 0 to any
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number of characters), "?" (matches any single character), "[abcl" (matches a single character that is
part of the explicitly listed set: a, b or ¢) and "[0-9]" (matches a single character that falls in the range
0 to 9) as wildcards, as usual in shell patterns. Examples:

‘431" (all numbers from Vienna / Austria)

'49176l0-5177" (German numbers containing fixed digits and a variable digit in 0-5 range in
position 6)

'431301207?" (numbers from Vienna with fixed prefix and 2 digits variable at the end)
- A perl compatible regular expressions (only if is_regex if set). Capturing groups can be formed using
parentheses and referenced in the Destination Set via \\1, \\2,..

You can add more patterns to the B-Number Set by pressing the Add another B-Number button. When
you finished adding all patterns, press the Save button. You will then see the below depicted list of B-
Number Sets:

Edit B-Number Sets

*Create New

Name Mode Values
Test B-Mumber Set whitelist 43093005
4399300510

Figure 35. List of Call Forward B-Number Sets

Finalizing the call forward definition

As additional step you can define a Destination Set as described in Destination Sets subchapter. For our
example, we have defined the following Destination Set:

Edit Destination Sets

* Create New

my test set 4312345@10.15.18.222 for 300s

Figure 36. List of Call Forward Destination Sets

A final step of defining the call forward settings is selecting a Destination, a Time Set, a Source Set and
a B-Number Set, as shown in the image below. Please note that there is no specific Time Set selected in
our example, that means the call forward rule is valid (as shown) <always>.
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Edit Call Forward Unconditional

during Time Set | <always> v
from Source Set | Test Source Number v
to B-Number Set | Test B-Number Set v

Destination Set my test set v |

Remove

Add destination/time sets

Manage Source Sets Manage Destination Sets Manage Time Sets Simple View
Manage B-Number Sets

Figure 37. Definition of a Call Forward with Source and Destination Sets

Once all the settings have been defined and the changes are saved, you will see the call forward entry
(in our example: Call Forward Unconditional), with the names of the selected Destination, Time Set,
Source Sets and B-Number Set provided, at SubscriberPreferences Call Forwards location on the web
interface:
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— [ come oo |
€ Back

Successfully saved Call Forward

Call Forwards

Type Answer Timeout Timeset | Sources To (B-Numbers) New Destinations

Call Forward Unconditional always Test Source Number (whitelist) @  Test B-Number Set (whitelist) @ = mytest set 7]
Call Forward Busy

Call Forward Timeout

Call Forward Unavailable

Call Forward SMS

Call Forward on Response

Call Forward on Overflow

Figure 38. List of Call Forward with Source and Destination Sets

7.5. Call Forking by Q value

The Sipwise Cs platform allows you to register multiple devices under the same subscriber. By the
default, the maximum number of the device you can register is 5. This value is configurable via kamailio
proxymax_registrations_per_subscriber preference in config.yml.

If a customer registers multiple devices, Sipwise C5 - once receives a call for that user - send the call
to all the registered devices, in parallel. All the devices will ring at the same time. This is called Parallel
Forking, and this is the default behavior. The Sipwise C5 can also do the so-called Serial Forking, which
means let ring one device first, then after a timeout let ring the next device, and so on and so forth. The
Serial Forking feature can be activated setting subscriber/domain preference serial_forking_by_q_value.

7.5.1. The Q value

Serial Forking is based on SIP Contact's parameter called 'Q value', which is a priority number, set by
the clients during their Registration. The g value is a floating point number in a range 0 to 1.0 specified
as a parameter in the Contact header field.

In case the client doesn't set the g value, Sipwise C5 set a default value of 'q=-1" in the database.

Q value can be also specified during the creation of a subscriber's permanent registration (Details
Registered DevicesCreate Permanent Registration).

The Sipwise C5 can apply two different type of algorithm to the q values in order to achieve two
different types of serial forking called standard and probability.

7.5.2. The Standard Method

This method uses the q values as a pure priority index. The higher the g value number, the more priority
that device has. Contacts with q value 1.0 have maximum priority, so such contacts will be always tried
first in serial forking. Contacts with g value 0 have the lowest priority and they will be tried after all other
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contacts with higher priority.

In case two or more contacts have the same q value, then they are tried in parallel. This

NOTE allow to create a very flexible mix of Serial and Parallel forking.

This method can be activated setting Standard in  subscriber/domain  preference
serial_forking_by_q_value.

7.5.3. The Probability Method

This method uses the q values as the weight of the contact. The higher the q value number, the more
probability that the device has to ring first. Equals g values means equals probability to be tried.
Contacts with g values equals to 0 or lower are not considered by the ordering algorithm, but added at
the end of the list as backup option if all other contacts fail.

Differently from the standard method there is no possibility to have parallel forking. This
NOTE algorithm can be useful to load-balance the calls in case of endpoints in ACTIVE-
ACTIVE configuration.

This method can be activated setting Probability in subscriber/domain preference
serial_forking_by_q_value.

7.5.4. Advanced Configurations

If a subscriber with Serial Forking enabled receives a call, Sipwise C5 calls the registered devices one
after the another. The forking is stopped only in the following cases:

+ there are no more devices to try to contact

- one of the ringing devices answers the call

- one of the ringing devices replies with the SIP code 600, 603, 604, 606 or one of the response
codes defined in stop_forking_code_lists subscriber/domain preference.

- a Call Forward on Timeout is set and the ringtimeout is reached.

Sipwise C5 allows you also to define how long each single device has to ring during a Serial Forking
call. To do that, set the subscriber/domain preference contact_ringtimeout to the desired value.

In case both contact_ringtimeout and Call Forward on Timeout are configured, CFT
timeout has higher priority. To clarify this concept, please take a look at the following
examples: Case 1. CFT timeout lower than the total ringtimeout of the contacts. For
example: CFT timeout = 100, contact_ringtimeout = 40 and 3 devices registered: 1st

NOTE device will ring for 40 seconds, 2nd device will ring for other 40 seconds, 3rd device will
ring only for 20 seconds because of the CFT. Case 2: CFT timeout higher than the total
ringtimeout of the contacts. For example: CFT timeout = 100, contact_ringtimeout = 40
and 2 devices registered: 1st device will ring for 40 seconds, 2nd device will ring till
reaching the CFT timeout (60 seconds in this case).

7.6. Local Number Porting
The Sipwise C5 platform comes with two ways of accomplishing local number porting (LNP):

- one is populating the integrated LNP database with porting data,
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- the other is accessing external LNP databases via the Sipwise LNP daemon using the LNP API.

NOTE Accessing external LNP databases is available for PRO and CARRIER products only.

7.6.1. Local LNP Database

The local LNP database provides the possibility to define LNP Carriers (the owners of certain ported
numbers or number blocks) and their corresponding LNP Numbers belonging to those carriers. It can
be configured on the admin panel in SettingsNumber Porting or via the API. The LNP configuration can
be populated individually or via CSV import/export both on the panel and the API.

For huge LNP datasets, there is a CLI importer that also supports an efficient way of
NOTE .
applying day-to-day deltas.

LNP Carriers

LNP Carriers are defined by an arbitrary Name for proper identification (e.g. British Telecom) and contain
a Prefix which can be used as routing prefix in LNP Rewrite Rules and subsequently in Peering Rules to
route calls to the proper carriers. The LNP prefix is written to CDRs to identify the selected carrier for
post processing and analytics purposes of CDRs. LNP Carrier entries also have an Authoritative flag
indicating that the numbers in this block belong to the carrier operating Sipwise C5 . This is useful to
define your own number blocks, and in case of calls to those numbers reject the calls if the numbers
are not assigned to local subscribers (otherwise they would be routed to a peer, which might cause call
loops). Finally the Skip Rewrite flag skips executing of LNP Rewrite Rules if no number manipulation is
desired for an LNP carrier.

LNP Numbers

LNP Carriers contain one or more LNP Numbers. Those LNP Numbers are defined by a Number entry in
E164 format (<cc><ac><sn>) used to match a number against the LNP database. Number matching is
performed on a longest match, so you can define number blocks without specifying the full subscriber
number (e.g. a called party number 431999123 is going to match an entry 431999 in the LNP Numbers).

For an LNP Numbers entry, an optional Routing Number can be defined. This is useful to translate e.g.
premium 900 or toll-free 800 numbers to actual routing numbers. If a Routing Number is defined, the
called party number is implicitly replaced by the Routing Number and the call processing is continued
with the latter. For external billing purposes, the optional Type tag of a matched LNP number is
recorded in CDRs.

An optional Start Date and End Date makes it possible to schedule porting work-flows up-front by
populating the LNP database with certain dates, and the entries are only going to become active with
those dates. Empty values for start indicate a start date in the past, while empty values for end indicate
an end time in the future during processing of a call, allowing to define infinite date ranges. As intervals
can overlap, the LNP number record with a start time closest to the current time is selected.

Enabling local LNP support

In order to activate Local LNP during routing, the feature must be activated in config.yml. Set kamailio
proxylnpenable to yes and kamailioproxylnptype to local.
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LNP Routing Procedure

WWhen a call arrives at the system, the calling and called party numbers are first normalized using the
Inbound Rewrite Rules for Caller and Inbound Rewrite Rules for Callee within the rewrite rule set assigned
to the calling party (a local subscriber or a peer).

If the called party number is not assigned to a local subscriber, or if the called party is a local subscriber
and has the subscriber/domain preference [np_for_local_sub set, the LNP lookup logic is engaged,
otherwise the call proceeds without LNP lookup. The further steps assume that LNP is engaged.

If the call originated from a peer, and the peer preference caller_lnp_lookup is set for this peer, then an
LNP lookup is performed using the normalized calling party number. The purpose for that is to find the
LNP prefix of the calling peer, which is then stored as source_lnp_prefix in the CDR, together with the
selected LNP number's type tag (source_lnp_type). If the LNP lookup does not return a result (e.g. the
calling party number is not populated in the local LNP database), but the peer preference
default_lnp_prefix is set for the originating peer, then the value of this preference is stored in
source_lnp_prefix of the CDR.

Next, an LNP lookup is performed using the normalized called party number. If no number is found
(using a longest match), no further manipulation is performed.

If an LNP number entry is found, and the Routing Number is set, the called party number is replaced by
the routing number. Also, if the Authoritative flag is set in the corresponding LNP Carrier, and the called
party humber is not assigned to a local subscriber, the call is rejected. This ensures that numbers
allocated to the system but not assigned to subscribers are dropped instead of routed to a peer.

If the system is serving a local subscriber with only the routing number assigned
(but not eqg. the premium number mapping to this routing number), the
subscriber will not be found and the call will either be rejected if the called party
premium number is within an authoritative carrier, or the call will be routed to a

IMPORTANT peer. This is due to the fact that the subscriber lookup is performed with the
dialled number, but not the routing number fetched during LNP. So make sure to
assign e.g. the premium number to the local subscriber (optionally in addition to
the routing number if necessary using alias numbers) and do not use the LNP
routing number mechanism for number mapping to local subscribers.

Next, if the LNP carrier does not have the Skip Rewriting option set, the LNP Rewrite Rules for Callee are
engaged. The rewrite rule set used is the one assigned to the originating peer or subscriber/domain via
the rewrite_rule_set preference. The variables available in the match and replace part are, beside the
standard variables for rewrite rules:

- ${callee_lnp_prefix}: The prefix stored in the LNP Carrier

+ ${callee_lnp_basenumber}: The actual number entry causing the match (may be shorter than
the called party number due to longest match)

Typically, you would create a rewrite rule to prefix the called party number with the callee_lnp_prefix by
matching A ([0-9]+)$ and replacing it by ${callee_lnp_prefix}\1.

Once the LNP processing is completed, the system checks for further preferences to finalize the
number manipulation. If the terminating local subscriber or peer has the preference lnp_add_npdi set,
the Request URI user-part is suffixed with ;npdi. Next, if the preference (np_to_rn is set, the Request
URI user-part is suffixed with ;rn=LNP_ROUTING_NUMBER, where LNP_ROUTING_NUMBER is the
Routing Number stored for the number entry in the LNP database, and the originally called number is
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kept in place. For example, if [np_to_rn is set and the number 1800123 is called, and this number has a
routing number 1555123 in the LNP  database, the resulting Request-URI is
sip:1800123;rn=1555123@example.org.

Finally, the destination_lnp_prefix in the CDR table is populated either by the prefix defined in the Carrier
of the LNP database if a match was found, or by the default_lnp_prefix preference of the destination
peer or subscriber/domain.

Blocking Calls Using LNP Data

The Sipwise C5 provides means to allow or block calls towards ported numbers that are hosted by
particular LNP carriers. Please visit Creating Rules per NCOS Level in the handbook to learn how this
can be achieved.

Transit Calls using LNP

If a call originated from a peer and the peer preference force_outbound_calls_to_peer is set to
force_nonlocal_lnp (the if callee is not local and is ported selection in the panel), the call is routed back
to a peer selected via the peering rules.

This ensures that if a number once belonged to your system and is ported out, but other carriers are
still sending calls to you (e.g. selecting you as an anchor network), the affected calls can be routed to
the carrier the number got ported to.

CSV Format

The LNP database can be downloaded as CSV, and in the same format can be uploaded to the system.
On upload, you can decide whether to drop existing data prior to applying the data from the CSV.

The CSV file format contains the fields in the following order:

Table 10. LNP CSV Format

Name Description

Carrier Name The Name in the LNP Carriers table (string, e.g. My
Carrier)

Carrier Prefix The Prefix in the LNP Carriers table (string, e.g.
DDs55)

Number The Number in the LNP Numbers table (E164
number, e.g. 18800666)

Routing Number The Routing Number in the LNP Numbers table
(E164 number or empty, e.g. 1555666)

Start The Start in the LNP Numbers table (YYYY-MM-
DD or empty, e.g. 2016-01-01)

End The End in the LNP Numbers table (YYYY-MM-DD
or empty, e.g. 2016-12-30)

Authoritative The Authoritative flag in the LNP Carriers table (0
ori)
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Name Description

Skip Rewrite The Skip Rewrite flag in the LNP Carriers table (0 or
1)

Type The Type tag in the LNP Numbers table

(alphanumeric string, e.g. mobile)

LNP Dataset Importer

Large LNP datasets can be imported from CLI:

/usr/sbin/ngcp-lnp-importer

The importer uses a dedicated SQLite database file to identify the delta of LNP dataset files provided
between (daily) runs, which is populated and processed in 3 separate stages:

1 import LNP dataset text file to SQLite database and identify delta

2. process ADDED delta: new LNP number (and carrier) records are created in the NGCP database
tables

3. process DELETED delta: removed LNP number (and carrier) records are deleted in the NGCP
database tables

The implementation is based on a multithread streaming processor design. In contrast to panel CSV
upload/download, there will be a constant memory consumption when reading a LNP dataset file
(regardless it's size).

LNP dataset files are line-delimited (utf-8) text files with tens of millions of lines. A line
NOTE will correspond to a LNP number or range of LNP numbers. The importer configuration
allows to specify any custom file format implementation.

The importer is based on the bulk-processor ETL framework, which allows to configure database
connectivity and working directories on your own. To start with, copy
/usr/share/per15/NGCP/BulkProcessor/Projects/ETL/Lnp/config.cfg to
/var /myworkspace/lnp/config.cfgand adjust it accordingly:

##tgeneral settings:

working_path = /var/myworkspace/lnp
cpucount = 4

enablemultithreading = 1

##load credentials from constants.yml (requires root privileges):
constants_yml = /etc/ngcp-config/constants.yml

##tgearman/service listener config:
#jobservers = 127.0.0.1:4730

##NGCP MySQL connectivity - "accounting" db:

#accounting_host = db0O1l
#accounting_port = 3306
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#accounting_databasename = accounting
#accounting_username = root
#accounting_password

##NGCP MySQL connectivity - "billing" db:
#billing_host = dbol

#billing_port = 3306
#billing_databasename = billing
#billing_username = root
#billing_password =

##NGCP MySQL connectivity - "provisioning" db:
#provisioning_host = dbo1l

#provisioning_port = 3306
#provisioning_databasename = provisioning
#provisioning_username = root
#provisioning_password =

##NGCP MySQL connectivity - "kamailio" db:
#tkamailio_host = db0O1l

#kamailio_port = 3306
#kamailio_databasename = kamailio
#kamailio_username = root
#kamailio_password =

##NGCP MySQL connectivity - default db for distributed transactions (XA)
to connect to:

#xa_host = db0O1l

#xa_port = 3306

#xa_databasename = ngcp

#xa_username = root

#xa_password =

##NGCP REST-API connectivity:
#ngcprestapi_uri = https://127.0.0.1:1443
#ngcprestapi_username = administrator
#ngcprestapi_password = administrator
#ngcprestapi_realm = api_admin_http

##sending email:

emailenable = 0

erroremailrecipient =

warnemailrecipient =
completionemailrecipient = jdoe@company.com
doneemailrecipient =

##logging:
#fileloglevel = DEBUG
fileloglevel = INFO
screenloglevel = INFO
emailloglevel = OFF
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Default values apply if not specified explicitly. When you ie. omit explicit connection
details in config.cfg, credentials will be read from /etc/ngcp-

NOTE config/constants.yml. This however requires to run the importer as unix user with
elevated privileges.
Next, copy the importer configuration
/usr/share/per15/NGCP/BulkProcessor/Projects/ETL/Lnp/settings.yml to

/var /myworkspace/lnp/settings.yml and adjust it to your needs:

##CLI option to make changes to NGCP database permanent, or "dry run"
only:
#dry=0

##CLI option to abort run on errors:
#skip_errors=0

##LNP dataset file name (if not specified as CLI arg):
#1lnp_filename: /var/myworkspace/lnp/input/large_lnp_dataset.txt
##1line number (1l-based) to start reading from:
lnp_rownum_start: 2

##SQLite database file to identify delta between runs -
/var /myworkspace/lnp/db/1lnp.db
sqlite_db_file: 1lnp

##use multiple threads for loading lnp_filename to lnp.db:
import_multithreading: 1

##1imit thread count:

lnp_import_numofthreads: 2

##insert multiple LNP numbers per transaction:
lnp_import_single_row_txn: 0

ignore_lnp_unique: 0

##use multiple threads for adding LNP number records to NGCP database:
create_lnp_multithreading: 1

##1imit thread count:

create_lnp_numofthreads: 1

##insert multiple LNP numbers per transaction:

create_lnp_blocksize: 1000000

Inp_numbers_multi_insert: 1

lnp_numbers_single_row_txn: 0O

ignore_lnp_numbers_unique: 0

##use multiple threads for removing LNP number records from NGCP
database:

delete_lnp_multithreading: 1

##1imit thread count:

delete_1lnp_numofthreads: 1

##delete multiple LNP numbers per transaction:
delete_1lnp_blocksize: 1000

lnp_numbers_batch_delete: 1
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##file format implementation
expand_numbers: !!perl/code |
{
my ($context,S$row) = @_;
my ($carrier_name,
$carrier_prefix,
$number,
$routing_number,
$start,
$end,
$authoritative,
$skip_rewrite,
Stype) = split(/,/,S$row);

my @lnp_numbers = ();
push(@lnp_numbers, [
$carrier_name,
$carrier_prefix,
$number,
$routing_number,
(length($start) ? $start : undef),
(length($end) ? $end : undef),
Sauthoritative,
$skip_rewrite,
$type]) if length(Srow);
return \@lnp_numbers;

}

By default, the LNP dataset file is considered as CSV with the known fields:

« carrier_name

- carrier_prefix

« number

- routing_number
- start

- end

- authoritative

- skip_rewrite
. type
Any custom file format implementation can be provided in settings.yml:
##the custom file format implementation is provided as a perl sub.
##the line string is passed as input argument, to be be processed/split

as desired.
##the sub is supposed to return an array of LNP number records for NGCP,
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##each of which is a array of the LNP number fields:
##[
## 'carrier_name',
## 'carrier_prefix',
## 'number',
## 'routing_number',
## 'start',
## ‘'end',
## 'authoritative',
## 'skip_rewrite',
## 'type',
##]
##these will also be the expected comma-separated fields,
##if no custom format 1is specified.
##below shows an example of a real-world file format implementation with
##number range expansion:
expand_numbers: !!perl/code |
{
my ($context,$row) = @_;
if (Srow =~ /ALinha\d+=([*=]*)$/1) {
my (
$DonorlID,
$HolderID,
$TypeOfNumber,
$PABXMainTelephoneNumber,
$FirstTelephoneNumber,
$LastTelephoneNumber,
$PresentNRN,
$DateTimeFrom

) = split(/,/,%1);

my @lnp_numbers = ();
#020,012,0,212879000,212879000,212879999,D012001,2016-08-31
14:20:18
unless ($PresentNRN =~ /AD012[0-9]{3,3}$/) { #custom number
range notation
foreach my $number ($FirstTelephoneNumber
SLastTelephoneNumber) {
push(@lnp_numbers, [
$PresentNRN, #'carrier_name',
$PresentNRN, #'carrier_prefix',
$number, #'number',
undef, #'routing_number',
$DateTimeFrom, #'start',
undef, #'end',
undef, #'authoritative',
undef, #'skip_rewrite',
undef, #'type',
15
+
+

return \@lnp_numbers;
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}

return [];

}

The importer stages can be invoked using the --task options:

Load LNP dataset file:

sudo ngcp-lnp-importer \
--task=1load_file
--config=/var/myworkspace/lnp/config.cfg
--settings=/var/myworkspace/lnp/settings.yml
-—file=/var/myworkspace/lnp/input/large_lnp_dataset.txt

Purge all LNP records in NGCP:

sudo ngcp-lnp-importer \
-—task=purge_1lnp
--config=/var/myworkspace/lnp/config.cfg
--settings=/var/myworkspace/lnp/settings.yml

Create ADDED delta LNP records in NGCP:

sudo ngcp-lnp-importer \
-—task=create_1lnp
--config=/var/myworkspace/lnp/config.cfg
--settings=/var/myworkspace/lnp/settings.yml

Delete DELETED delta LNP records in NGCP:

sudo ngcp-lnp-importer \
-—task=delete_1lnp
--config=/var/myworkspace/lnp/config.cfg
--settings=/var/myworkspace/lnp/settings.yml

Load LNP dataset file, create and delete LNP records in NGCP in one go:

sudo ngcp-lnp-importer \
-—task=1load_file
-—task=create_lnp
-—task=delete_1lnp
--config=/var/myworkspace/lnp/config.cfg
--settings=/var/myworkspace/lnp/settings.yml
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-—file=/var/myworkspace/lnp/input/large_lnp_dataset.txt

The --dry option switch will simulate manipulating records of the NGCP database,
NOTE without making permanent changes. This allows to test if eg. unique constraints are
violated by the dataset.

Reset SQLite database:

sudo ngcp-lnp-importer \
-—task=cleanup
--config=/var/myworkspace/lnp/config.cfg
--settings=/var/myworkspace/lnp/settings.yml

The SQLite database holds the delta information. The NGCP LNP records should

IMPORTANT be empty/purged before any initial import (without delta).

NOTE The SQLite .db database file can be easily copied to save/restore delta information.

Local LNP returned values
If a match in the local LNP table is found corresponding LNP Carrier code will be stored in CDR data.
Additionally two dedicated headers can be added to the outgoing SIP message:

+ P-NGCP-LNP-Number: The returned LNP number, if any
+ P-NGCP-LNP-Status: The LNP query return code (200 if successful, 404 if no entry found)

This feature is not enabled by default, but can be activated with the following parameters:

+ kamailio->proxy->lnp->add_reply_headers->enable : no
+ kamailio->proxy->lnp->add_reply_headers->number : P-NGCP-LNP-Number
- kamailio->proxy->lnp->add_reply_headers->status : P-NGCP-LNP-Status

7.7. P-Early-Media

The Sipwise C5 platform supports P-Early-Media Sip Header according to RFC5009.

7.7-1. Implementation

The Sipwise C5 platform tries to find a P-Early-Media SIP header on every INVITE message coming
from peers or subscribers. If the header is found, it tries to parse the content, in particular it looks for the
following parameters:

- sendonly

+ recvonly

- inactive

+ sendrecv
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+ supported
- gated

Any other parameter found will be silently discarded.

The first four parameters are also known as directional parameters and they will influence how the
Sipwise C5 platform will behave when a service, potentially producing early media, is involved during
the call. The P-Early-media header will be also transparently sent to the b leg of the call and to the
callee which must honour the contents of the header before playing early media.

A typical example is when a subscriber with an announce preference activated is called, under normal
conditions the early media with the announce is played before connecting to the callee. The early
media however won't be played if the caller is not willing to receive the early audio stream (inactive and
sendonly directional parameters set in P-Early-Media).

There are cases when Sipwise C5 produces an early media to alert the user of an error (typical
examples are when the callee is offline or pstn termination is not available). In this situations, if the caller
is not willing to receive the early audio stream, Sipwise C5 will just return a SIP error without playing the
early media announce.

The presence of the supported parameter forces the Sipwise C5 platform to send back P-Early-Media in
18X replies even if the callee user agent does not include it. This will help the caller user agent to
understand that we are going to send early media and an audio channel must be allocated and opened.
The Sipwise Cs platform will add the missing P-Early-Media back from the callee towards the caller,
according to the following schema:

- if caller sends P-Early-Media: sendonly Sipwise C5 will reply with P-Early-Media: recvonly

- if caller sends P-Early-Media: recvonly Sipwise C5 will reply with P-Early-Media: sendonly

- if caller sends P-Early-Media: sendrecv Sipwise C5 will reply with P-Early-Media: sendrecv

- if caller sends P-Early-Media: inactive Sipwise C5 will reply with P-Early-Media: inactive

The gated parameter is recognized by Sipwise C5 but it doesn't affect its mode of operation. This
parameter, if present, is just passed transparently to the callee.

7.7.2. Configuration

It's possible to alter how Sipwise C5 manages P-Early-Media just changing the following parameters
inside the config.yml file:

- kamailio.proxy.p_early_media.default_auth: this parameter will instruct how Sipwise C5 behaves
when a P-Early-Media without directional parameters is received. The default behaviour will permit
early media streams on both directions (sendrecv).

+ kamailio.proxy.p_early_media.play_on_missing: this parameter will drive the Sipwise C5 behaviour
when the caller sends an INVITE message without P-Early-Media header. If set to yes (default),
Sipwise C5 will be allowed to play early media for its own services. If set to no Sipwise C5 will skip
early media since it's assuming the caller is not willing to receive early media.

7.8. Emergency Mapping

As opposed to the Simple Emergency Number Handling solution, Sipwise C5 supports an advanced
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emergency call handling method, called emergency mapping. The main idea is: instead of obtaining a
statically assigned emergency prefix / suffix from subscriber preferences, Sipwise C5 retrieves an
emergency routing prefix and suffix from a central emergency call routing table, according to the
current location of the calling subscriber.

The following figure shows the overview of emergency call processing when using emergency mapping
feature:

Apply inbound rewrites rules

(Add “"emergency_" tag)

Strip "emergency_" tag;
VES—Jpido a lookup in emergency
mapping table

S emergency mapping container’
provisioned for cust. / subs. 7

r]c: rNo ateh found?

YES

Use "emergency_prefix" and
"emergency_suffix” subs. pref.

Emergency
prefix = NULL or
Suffix = NULL?,

NO YES

Y

S& "Emelgency_prefix
and "emergency_suffix"
returned by emergency
mapping query

Bypass locking and
blocking functions

A

Y

Find the peer
based on emergency prefix and
emergency suffix

Play "emergency_geo_unavailable”
announcement

Y

Apply peer rewrite rules

(Use "emergency_prefix",
“emergency_suffix" and
"emergency_cli” subs. prefs)

Figure 39. Emergency Call Handling with Mapping

7.8.1. Emergency Mapping Description

Emergency numbers per geographic location are mapped to different routing prefixes not derivable
from an area code or the emergency number itself. In some cases the suffix is also needed to be added
to the emergency number. This is why a global emergency mapping table related to resellers is
introduced, allowing to map emergency numbers to their geographically dependent routing numbers.

The geographic location is referenced by a location ID, which has to be populated by a north-bound
provisioning system. No towns, areas or similar location data is stored on Sipwise C5 platform. The

locations are called Emergency Containers on NGCP.

The actual emergency number mapping is done per location (per Emergency Container), using the so-
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called Emergency Mapping entries. An Emergency Mapping entry assigns a routing prefix, valid only in a
geographic area, to a generic emergency number (for example '112" in Europe, '911" in the US.A) or a
country specific one (for example '133").

Sipwise C5 performs an exact match on the emergency number in the emergency

NOTE routing table.

Emergency Containers may be assigned to various levels of the client hierarchy within NGCP. The
following list shows such levels with each level overriding the settings of the previous one:
1. Customer or Domain

2. Customer Location, which is a territory representing a subset of the customer's subscribers, defined
as one or more IP subnets.

3. Subscriber

Please be aware that Customer Location is not necessarily identical to the "location”

NOTE identified through an Emergency Container.

Once the emergency routing prefix or suffix has been retrieved from the emergency mapping table,
call processing continues in the same way as in case of simple emergency call handling.

7.8.2. Emergency Mapping Configuration

The administrative web panel of Sipwise Cs5 provides the configuration interface for emergency
mapping. Please navigate to Settings Emergency Mapping menu item first, in order to start configuring
the mapping.

An Emergency Container must be created, before the mapping entries can be defined. Press Create
Emergency Container to start this. An example of a container is shown here:
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Edit Emergency Containers

Reseller Search:

Name Contract #
default 1

api_test test reseller

patched name 1494894408

test reseller 1494594408 2

test reseller 1404894408 3

Showing 1 to 4 of 8 entries

NMame EmergCont 1

Figure 40. Creating an Emergency Container

Chapter 7. Features

Status

active

[

active

active

O O

active

O

active
- - =)=
Create Reseller

O

You have to select a Reseller that this container belongs to, and enter a Name for the container, which

is an arbitrary text.

TIP

The platform administrator has to create as many containers as the number of different

geographic areas (locations) the subscribers are expected to be in.

As the second step of emergency mapping provisioning, the Emergency Mapping entries must be
created. Press Create Emergency Mapping to start this step. An example is shown here;
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Create Emergency Mappings

Emergency Mapping Search:
Container
Reseller Name
5 default EmergCont_2 O
1 default test emergency container O
3 default EmergCont_1
Showing 1 to 3 of 3 entries I n L

Create Emergency Mapping Container

Code 133

Prefix [E1_133_

suffix 321

Save

Figure 41. Creating an Emergency Mapping Entry

The following parameters must be set:

- Container: select an emergency mapping container (i.e. a location ID)
- Code: the emergency number that subscribers will dial

- Prefix: the routing prefix that belongs to the particular emergency service within the selected
location

- Suffix: the routing suffix that belongs to the particular emergency service within the selected
location

Once all the necessary emergency mappings have been defined, the platform administrator will see a
list of containers and mapping entries:
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Emergency Mappings

* Download CSV * Upload CSV

Emergency Containers

* Create Emergency Container

show| 5 w | entries Search:
# “ | Reseller Name
1 default test emergency container
3 default EmergCont_1
5 default EmergCont_2
showing 1 to 3 of 3 entries | n = =

Emergency Mappings

% Create Emergency Mapping

Emergency mapping successfully created

show| 5 w | entries Search:

Container Reseller Emergency Number Emergency Prefix Emergency Suffix
1 test emergency container default 123 456
3 EmergCont_1 default 133 E1_133_ 321
5 EmergCont_1 default 144 E1_144_ 321
7 EmergCont_2 default 133 E1_133_ 321
Showing 1 to 4 of 4 entries | s n = =

Figure 42. Emergency Mapping List

The emergency number mapping is now defined. As the next step, the platform administrator has to
assign the emergency containers to Customers / Domains / Customer Locations or Subscribers. \We'll
take an example with a Customer: select the customer, then navigate to Details Preferences Number

Manipulations. In order to assign a container, press the Edit button and then select one container from
the drop-down list:
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Customer #205 - Preferences

«" Expand Groups
€ Back

Call Blockings
Access Restrictions

Number Manipulations

Attribute Name Value

] emergency_prefix Emergency Prefix variable
] emergency_suffix Emergency Suffix variable

] emergency_cli Emergency CLI

7] eMergency_mapping_container Emergency Mapping Container EmergCont_2 "

Internals

Figure 43. Assigning an Emergency Mapping Container

Rewrite Rules for Emergency Mapping

Once emergency containers and emergency mapping entries are defined, Sipwise C5 administrator has
to ensure that the proper number manipulation takes place, before initiating any emergency call
towards peers.

Please don't forget to define the rewrite rules for peers—particularly: Outbound
IMPORTANT Rewrite Rules for Callee—as described in Normalize Emergency Calls for Peers
section of the handbook.

Emergency Calls Not Allowed

There is a special case when the dialed number is recognized as an emergency number, but the
emergency number is not available for the geographic area the calling party is located in.

In such a case the emergency mapping lookup will return an emergency prefix, but the value of this will
be NULL. Therefore the call is rejected and an announcement is played. The announcement is a newly
defined sound file referred as emergency_geo_unavailable.

It is possible to configure the rejection code and reason in /etc/ngcp-config/configyml file, the
parameters are: kamailio.proxy.early_rejects.emergency_invalid.announce_code and
kamailio.proxy.early_rejects.emergency_invalid.announce_reason.

Bulk Upload or Download of Emergency Mapping Entries

The Sipwise C5 offers the possibility to upload / download emergency mapping entries in form of CSV
files. This operation is available for each reseller, and is very useful if a reseller has many mapping
entries.

Downloading Emergency Mapping List
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One has to navigate to Settings Emergency Mapping menu and then press the Download CSV button to
get the list of mapping entries in a CSV file. First the reseller must be selected, then the Download
button must be pressed. As an example, the entries shown in "Emergency Mapping List" picture above
would be written in the file like here below:

EmergCont_1,133,E1_133_, _321
EmergCont_1,144,E1_144_, _321
EmergCont_2,133,E2_133_, _321

The CSV file has a plain text format, each line representing a mapping entry, and contains the following
fields:

- Container name, as defined in Emergency Containers

- Emergency Number

- Emergency Prefix

+ Emergency Suffix
Uploading Emergency Mapping List

Uploading a CSV file with emergency mapping entries may be started after pressing the Upload CSV
button. The following data must be provided:

- Reseller: selected from the list

- Upload mapping: the CSV file must be selected after pressing the Choose File button

+ Purge existing: an option to purge existing emergency mapping entries that belong to the selected
reseller, before populating the new mapping data from the file
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Create Emergency Containers

Upload mapping ‘ Choose File |{N0ne}

Reseller Search:

Name Contract # Status
default 1 active
api_test test reseller 137 active
patched name 1494894408 active

testreseller 1494594408 2 active

Showing 1 to 4 of 8 entries

Purge existing [

Figure 44. Uploading Emergency Mapping Data

The CSV file for the upload has the same format as the one used for download.

7.9. Emergency Priorization

The Sipwise C5 can potentially host privileged subscribers that offer emergency or at least prioritized
services (civil defence, police etc). In case of an emergency, the platform has to be free'd from any SIP
flows (calls, registrations, presence events etc.) which do not involve those privileged subscribers.

Such an exceptional condition is called emergency mode and it can be activated for all domains on the
system, or only for selected domains.

Once emergency mode is activated, Sipwise C5 will immediately apply the following restrictions on
new SIP requests or existing calls:

+ Any SIP requests (calls, registrations etc.) from subscribers within the affected domains, who are not
marked as privileged, are rejected.

- Any calls from peers not targeting privileged subscribers are rejected.

+ Any active calls which do not have a privileged subscriber involved are terminated.

Calls from non-privileged subscribers to emergency numbers are still allowed.
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7.9.1. Call-Flow with Emergency Mode Enabled

Typical call-flows of emergency mode will be shown in this section of the handbook. We have the
following assumptions:

- Emergency priorization has been enabled on system-level

+ There is a domain for which the emergency mode has been activated

+ There is a privileged subscriber in that domain

- A generic peering connection has been configured for non-emergency calls

- A dedicated peering connection has been configured for emergency calls

The examples do not show details of SIP messages, but rather give a high-level overview of the call-
flows.

1. A non-privileged subscriber makes a call to another non-privileged subscriber. Result: the call will
be rejected.

Normal call
REJECTED

Subscriber A
Peer [Generic]

X 7 Sipwise NGCP
-~
-~

&

Domain in Emergency Mode

Subscriber B

Peer [Emergency]

/

Figure 45. Call-flow in Emergency Mode 1. (Std to Std)

2. A non-privileged subscriber makes a call to an external subscriber (via peer). Result: the call will
be rejected.
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Normal call

REJECTED
x.— >
-
”~
’

Peer [Generic]

Subscriber A

Sipwise NGCP

Q &

Subscriber B

Peer [Emergency]

Domain in Emergency Mode

Figure 46. Call-flow in Emergency Mode 2. (Std to Peer)

3. A non-privileged subscriber makes a call to a privileged subscriber. Result: the call will be
accepted.

Normal call
ACCEPTED

Subscriber A
Peer [Generic]

Sipwise NGCP

Domain in Emergency Mode

|

Subscriber B

i Peer [Emergency]
|

Privileged i
I

Figure 47. Call-flow in Emergency Mode 3. (Std to Priv)
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4.

5.

152

A non-privileged subscriber makes a call to an emergency number. Result: the call will be
accepted.

Emergency call
ACCEPTED

Subscriber A
Peer [Generic]

TN

Peer [Emergency]

Sipwise NGCP

Domain in Emergency Mode

Subscriber B
Privileged

Figure 48. Call-flow in Emergency Mode 4. (Std to Emerg)

A privileged subscriber makes a call to a non-privileged subscriber. Result: the call will be
accepted.
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Subscriber A

Peer [Generic]

Normal call

ACCEPTED Sipwise NGCP

Peer [Emergency]
Subscriber B
Privileged

Domain in Emergency Mode

Figure 49. Call-flow in Emergency Mode 5. (Priv to Std)

6. A privileged subscriber makes a call to an external subscriber (via peer). Result: the call will be
accepted.

Subscriber A

Peer [Generic]

Normal call

ACCEPTED Sipwise NGCP

Domain in Emergency Mode

<k
Subscriber B
Privileged

Peer [Emergency]

Figure 50. Call-flow in Emergency Mode 6. (Priv To Peer)
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7.9.2. Configuration of Emergency Mode

The platform operator has to perform 2 steps of configuration so that the emergency mode can be
activated. After the configuration is completed it is necessary to explicitly activate emergency mode,
which can be accomplished as described in Activating Emergency Mode later.

1. System-level Configuration

The emergency priorization function must be enabled for the whole system, otherwise emergency
mode can not be activated. The platform operator has to set
kamailio.proxy.emergency_priorization.enabled configuration parameter value to "yes" in the main
configuration file /etc/ngcp-config/config.yml. Afterwards changes have to be applied in the usual
way, with the command: ngcpcfg apply "Enabled emergency priorization"

In order to learn about other parameters related to emergency priorization please refer to kamailio part
of the handbook.

2. Subscriber-level Configuration

The platform operator (or any administrator user) has the capability to declare a subscriber privileged,
so that the subscriber can initiate and receive calls when emergency mode has been activated on the
NGCP. In order to do that the administrator has to navigate to Settings Subscribers select the subscriber
Details Preferences Internals emergency_priorization on the administrative web interface, and press
the Edit button.

Edit Preference 'Emergency Priorization'

emergency_priorization

Figure 51. Emergency Priorization of Subscriber

The checkbox emergency_priorization has to be ticked and then press the Save button.

The same privilege can be added via the REST API for a subscriber: a HTTP PUT/PATCH request must
be sent on /api/subscriberpreferences/id resource and the emergency_priorization
property must be set to "true”.

7.9.3. Activating Emergency Mode

The platform operator can activate emergency mode for a single or multiple domains in 3 different
ways:

- via the administrative web interface
+ via the REST API

+ via a command-Lline tool
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The interruption of ongoing calls is only possible with the command-line tool!
IMPORTANT Activating emergency mode for domains via the web interface or REST API will
only affect upcoming calls.

1. Activate emergency mode via web interface: this way of activation is more appropriate if only a
single (or just a few) domain is affected. Please navigate to Settings Domains select a domain
Preferences Internals emergency_mode_enabled Edit.

Edit Preference 'Emergency Mode Enabled'

Figure 52. Activate Emergency Mode of Domain

The checkbox emergency_mode_enabled has to be ticked and then press the Save button.

2. Activate emergency mode via REST API: this way of activation is more appropriate if only a single (or
just a few) domain is affected.

For that purpose a HTTP PUT/PATCH request must be sent on /api/domainpreferences/id
resource and the emergency_mode_enabled property must be set to "true”.

3. Activate emergency mode using a command-Lline tool: Sipwise C5 provides a built-in script that
may be used to enable/disable emergency mode for some particular or all domains.

- Enable emergency mode:

> ngcp-emergency-mode enable <all|[domainl domain2 ...]>
- Disable emergency mode:

> ngcp-emergency-mode disable <all|[domainl domain2 ...]>
- Query the status of emergency mode:

> ngcp-emergency-mode status <all|[domainl domain2 ...]>

7.10. Speed dials

Speed dials are short codes, prefixed by an "' (asterisk), that map a destination number. A list of speed
dials can be configured on subscribers or customers level. Subscriber's speed dials allow the user to
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configure a maximum of ten codes (based on 1-digit).

Search by Search .

Q_ search menu 2 ssorvers ([ Sty v QS o
@R Dashboard

d

‘Contract Contact E-Mail Usemame Domain uuiD Status Number

QS settings A~ [ i se4 278 default-customer@default invalid deme sip.yourdemain.com 66462123-3303 41{6-916-f05ce 126479 active 439910001
a# Administrators 1< < > 5  FRowsperpage  Au v FRows found: 1 = callHistory
382 Rescllers B cevis
& Customers ,’ Edit
1@ Contracts Journal
B8 contects [ rreferences
B% Domains B e

]
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Figure 53. Subscriber Details
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Figure 54. Speed dials
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/'  Calithrough CLIs
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' Captured Dialogs
EEIE Domains

*
- Subscribers

1B Fox Features

E/l Header Manipulations

Figure 55. Add Speed dials

Q, Search menu & Subscrivers / #544-demo / B Details » / § SpeedDial / # Edit mm
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%Y calithrough CLIs
Shot Destination
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= Captured Dialogs
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fB  Fax Features

®  subscribers
- [#' teader Manipulations

Figure 56. Set Speed dials

The list of pre-defined codes goes from "0 till 9. Below an example of a speed dial configured for a
subscriber.

Q_ Search menu & Subscribers / #544-demo / B Details ~ / § Speed Dial m Al - Q Search

1@ Contracts . -
@ "/ Callthrough CLIs

i Slot Destination
BB contacts .
+— Captured Dialogs D H 7 1 5ip:49098766@sip.yourdomain.com
Domains (18K >3 R W Rows found: 1

®  subscribers
- [# teader Manipulations

Figure 57. Available Speed dials

A similar configuration can be done on customer level too. Customer's Speed dials allow to configure a
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maximum of one thousand codes (based on 3-digits), from "000 till "999. Each of the customer's speed
dials will be visible and usable by all the subscriber belonging to that customer.

In both cases, when a subscriber wants to call the destination associated to the speed dial code, they
simply dial "X or "XXX (in case of customer's speed dial).

7.11. SIP Message Filtering

7.11.1. Header Filtering

Adding additional SIP headers to the initial INVITEs relayed to the callee (second leg) is possible by
creating a patchtt file for the following template:

/etc/ngcp-config/templates/etc/ngcp-sems/etc/ngep.sbeprofile.conftta.

The following section can be changed:

header_filter=whitelist

header_list=[%IF kamailio.proxy.debug == "yes"%]P-NGCP-CFGTEST, [%END%]
P-R-Uri,P-D-Uri,P-Preferred-Identity,P-Asserted-
Identity,Diversion,Privacy,

Allow, Supported,Require,RAck,RSeq,Rseq,User-Agent,History-Info,Call-Info
%IF kamailio.proxy.presence.enable == "yes"%],Event,Expires,
Subscription-State,Accept[%END%] [%IF kamailio.proxy.allow_refer_method
== "yes"%] ,Referred-By,Refer-To,Replaces[%END%]

By default the system will remove from the second leg all the SIP headers which are not in the above
list. If you want to keep some additional/custom SIP headers, coming from the first leg, into the second
leg you need to add them at the end of the header_list= list. After that, as usual, you need to apply the
changes. In this way the system will keep your headers in the INVITE sent to the destination
subscriber/peer.

Refrain from making any adjustments to the list if you are not familiar with ALL the

WARNING .
required procedures to do so.

7.11.2. Codec Filtering

At times, you may want to filter specific audio codecs from the SDP payload. For example, to prevent
subscribers from using certain codecs or to require the use of a particular one. To achieve that you
need to change the /etc/ngcp-config/config.yml, in the following section:

sdp_filter:
codecs: PCMA,PCMU,telephone-event
enable: yes
mode: whitelist

In the example above, the system is removing all the audio CODECS from the initial INVITE except G711
a-law and p-law and telephone-event. In this way the callee will be notified that the caller is able to talk
only PCMA. Another example is the blacklist mode:

Copyright © Sipwise GmbH - All rights reserved 157



Sipwise NGCP Operations Manual: CE Chapter 7. Features

sdp_filter:
codecs: G729,G722
enable: yes
mode: blacklist

In this way the G729 and G722 will be removed from the SDP payload. In order to apply the changes,
run

ngcpcfg apply 'Enable CODEC filtering'

Codec filtering feature applies to SDP attributes and it does not remove a whole
WARNING SDP media session in case all the related attributes match a filter rule. For
example, this SDP video media session:

m=video 9078 RTP/AVPF 96 97
a=rtpmap:96 VP8/90000
a=rtpmap:97 H264/90000

a=fmtp:97 profile-level-id=42801F

in combination with:

sdp_filter:
codecs: PCMA,PCMU,telephone-event
enable: yes
mode: whitelist

will result in no filtering at all because both codecs id 96 97 are not whitelisted and an empty media
session is not allowed.

7.11.3. Codec Filtering with user preferences
Codec filtering management is also possible using the following preferences:

- codecs_list

- codecs_filter

- codecs_id_filter

- codecs_id_list
These preferences offer an alternative way to filter codecs without updating the configuration file and
restarting the kamailio-proxy service. Since they can be applied at domain/peer/subscriber

preferences level, they feature a more granular management compared when configuration is set via
config.yml file, which is system wide.

The "codecs_Llist" preference allows you to enter a list of codecs names, valid names are G722, PCMU,
PCMA, speex, GSM, G723, DVl4, L16, QCELP, CN, MPA, G728, DVl4, G729, AMR, AMR"WB, opus,
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telephone’event, CelB, JPEG, H261, H263, H263'1998, MPV, MP2T, nv, vp8, vp9, h264.

The "codecs_id_list" preference allows you to achieve the same result but in this case you will have to
enter the corresponding CODEC-ID(s) payload type.

Once the list is filled, you have to specify if the codecs are going to be blacklisted or whitelisted by
kamailio-proxy.This is done through the codecs_filter or the codecs_id_filter preferences.

If "codecs_list" and "codecs_id_list" are set (and the corresponding codecs_list/codec_id_list), both
filters will be applied sequentially: the list of codecs resulting from "codecs_list" filtering will be used as
input for the second "codecs_id_list" filtering.

By default, the codecs filter preferences are cleared (blacklisted) causing all codecs listed inside the
codecs lists preferences to be filtered out. Differently, if the codecs filters are set, only the ones inside
the codecs list will be retained causing the others to be filtered out.

The codecs_filter preference is tied to codecs_1list and only operates on
WARNING codecs entered inside that Llist. Likewise for codecs_id_f